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Abstract. Discerning between authentic content and that generated by
advanced Al methods has become increasingly challenging. While pre-
vious research primarily addresses the detection of fake faces, the iden-
tification of generated natural images has only recently surfaced. This
prompted the recent exploration of solutions that employ foundation
vision-and-language models, like CLIP. However, the CLIP embedding
space is optimized for global image-to-text alignment and is not inher-
ently designed for deepfake detection, neglecting the potential benefits
of tailored training and local image features. In this study, we propose
CoDE (Contrastive Deepfake Embeddings), a novel embedding space
specifically designed for deepfake detection. CoDE is trained via con-
trastive learning by additionally enforcing global-local similarities. To
sustain the training of our model, we generate a comprehensive dataset
that focuses on images generated by diffusion models and encompasses a
collection of 9.2 million images produced by using four different genera-
tors. Experimental results demonstrate that CoDE achieves state-of-the-
art accuracy on the newly collected dataset, while also showing excel-
lent generalization capabilities to unseen image generators. Our source
code, trained models, and collected dataset are publicly available at:
https://github.com/aimagelab/CoDE. |]

Keywords: Deepfake Detection - Contrastive Learning

1 Introduction

Thanks to the increasing generation quality of text-to-image models [44], the
dissemination of generated visual content has raised concerns about their use for
malicious purposes. Indeed, the threat of a scenario in which visually indistin-
guishable fake images can be easily generated from simple textual descriptions is
evolving. In this context, deepfake detection methods |34] play a significant role
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Fig. 1: t-SNE embedding visualization of CoDE (left) and CLIP ViT-B (right), con-
sidering a real-fake binary representation and a per generator representation. CoDE
provides tailored and effective features for deepfake classification.

in safeguarding society from the risky scenario in which real and fake images are
no longer distinguishable from the naked eye.

Deepfake detection approaches have been extensively studied for the case of
Al-manipulated faces , finding common generation imprints [55] among
different Generative Adversarial Networks (GANs) [22,[28]. However, with the
advent of diffusion models [51], the landscape of image generation has under-
gone a profound transformation in terms of generation quality and detection
techniques. Recent deepfake detection proposals have considered the adop-
tion of general-purpose vision-and-language backbones like CLIP , and have
shown their capability of discriminating images and generalize across generators,
including diffusion-based ones.

However, the CLIP embedding space has been trained on real images only,
and enforcing global text-to-image similarities through contrastive learning.
Clearly, training on real images only and treating the “fake” class as an out-
lier can improve generalization across different generators, but also comes at the
cost of limiting the recognition accuracy with respect to a training scenario in
which visual features can be learned on fake images as well. Further, generated
images can be distinguished prominently by looking at local and fine-grained de-
tails, rather than exclusively considering the global context of the image, making
the CLIP training paradigm sub-optimal in this context. Lastly, employing pre-
trained backbones prevents any architectural deviation from already existing
models. As CLIP backbones employ at least 86 million parameters (in the ViT
Base configuration), this also has a significant impact on their adoption in
production-ready scenarios where deepfake detection should run in real-time.

In light of these considerations, in this paper we propose Contrastive
Deepfake Embeddings (CoDE), a novel contrastive-based embedding space
specifically tailored for distinguishing real and generated images. Our model
is trained by employing both real and fake images, and by stimulating the learn-
ing of local-to-global correspondences between real and fake counterparts and
between same-class images, in addition to enforcing global similarities. Further,
by training from scratch on the real-fake distribution, we also reduce the scale
of the model and find that a ViT Tiny architecture can provide state-of-the-art
results while being significantly lighter in computational terms. The resulting
embedding space can better separate between real and fake samples, and also
better distinguish among different generators, as shown in Fig.
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Clearly, training from scratch while maintaining good generalization capa-
bilities requires employing data in both quantity, quality, and diversity. Existing
detection datasets are predominantly centered around GAN generators, with
only a limited number of datasets [1},34] providing a modest volume of images
generated by a single diffusion model. Consequently, we generate and release
the Diffusion-generated Deepfake Detection (D?3) dataset containing 2.3 million
records, each composed of a real image coming from LAION-400M [49] dataset
and images from four generators, for a total of 9.2 million generated images. To
verify the generation capabilities of deepfake detection methods to unseen gen-
erators, we also collect a challenging test set composed of 4.8k real images, each
paired with 12 fake images generated by as many diffusion-based generators.

We empirically show that CoDE can overtake the results obtained by pre-
trained models and previous approaches on deepfake detection, while having a
smaller amount of learnable parameters. For example, CoDE surpasses a CLIP
ViT-L model on the D? test set without external generators by 5.5% and 4.8%
in accuracy, respectively when using linear and nearest neighbor classifiers. In a
more real-world scenario in which deepfake detectors are tested on generators not
seen during training, CoDE still achieves the best results compared to different
baselines and competitors. In this setting, pairing our backbone with a one-class
SVM classifier leads to better and more robust results with an average accuracy
over fake images of 94.7% on the D? test set extended with fake images from 12
generators. Following previous works |34], we extend our analysis to an additional
mixture of diffusion and autoregressive generators which are not represented in
D3. In this analysis, we also include images generated by recent non-public and
commercial tools such as DALL-E 2 |[41], DALL-E 3 |3], and Midjourney. Even in
this setting, CoDE confirms its robustness to generators unseen during training
achieving state-of-the-art performance compared to existing methods.

To sum up, the main contributions of this work are the development of a
new contrastive-based embedding space for deepfake detection. Additionally, we
generate and openly release a new dataset comprising over 9 million images pro-
duced by diverse diffusion-based generators. We demonstrate through extensive
experiments and analysis the effectiveness of the proposed solution, which out-
performs existing methods in recognizing deepfakes generated by a wide variety
of diffusion-based models.

2 Related Work

Image generation models. Images can be generated with different approaches,
ranging from autoregressive models |16}201/42/59] and generative adversarial net-
works [5[0,281|291/52] to diffusion models [2}25|51]. The emergence of latent dif-
fusion models [15}/33,139,|43}/44,/47] has significantly propelled the adoption of
diffusion-based generators. This is attributed to the heightened efficiency ob-
served in both training and inference, achieved by transitioning the generation
process from pixel space to latent space. Notably, this transition maintains state-
of-the-art performance in the quality of generated images. Furthermore, numer-
ous endeavors in literature are directed towards improving both image quality
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and inference time even further [8,/26,37]. In contrast, Imagen [46] proposes an
approach that works directly on the pixel space. Their model initiates the gen-
eration process with a lower-resolution image, which is subsequently upsampled
through the employment of two text-conditional super-resolution diffusion mod-
els. Although this approach yields highly realistic images, it also features higher
computational requirements. Given the success and realism of diffusion models,
in this paper we will focus on these types of generators.

Fake image detection. The detection of generated images has constituted an
active area of research in the past few years. Initial works |45//54,/58] have focused
on the detection of synthetic faces and GAN generators. Subsequently, different
studies |13}/23\/55] have explored the generalization capabilities of detection mod-
els in zero-shot scenarios, where unseen generators are encountered at test time.
These researches indicate that diverse GAN generators share common discrim-
inative clues. On the same line, Frank et al. [21] has conducted investigations
in the frequency domain, reporting distinctly different spectral features between
real and fake images.

With the advent of diffusion models, several works have focused on them.
While these generators exhibit distinctive generation imprints [11], recent re-
search [12| has shown that detectors trained on GANs generalize poorly on other
types of generators. In response to these limitations, recent works |1},101/19,34,50]
have designed approaches specifically tailored for diffusion models. A common
thread is the utilization of CLIP [40] as the basis feature space. A distinctive
approach has been undertaken by Wang et al. |56, who has introduced a novel
deepfake detection pipeline that works on the difference between the input im-
age and its reconstruction obtained by a pre-trained diffusion model. Noticeably,
these approaches primarily leverage pre-trained foundation models which are not
explicitly designed for deepfake detection. In contrast, our proposal focuses on
constructing a compact embedding space tailored specifically for this task.

3 Proposed Method

Given an input image, we tackle the task of classifying whether it was actually
produced by a camera (real image) or whether it was generated by a generative
model (fake image). In CoDE, we train a contrastive space for deepfake detection
with a pair of losses that encourage features coming from real and fake images
to be separated in the embedding space, while considering both global and local
visual cues. An overview of our approach is shown in Fig. 2]

An embedding space for deepfake detection. Our contrastive pre-training
objective relies on the Info-NCE framework [35]. It utilizes a large collection of
fake images generated from web-scraped prompts, paired with a collection of real
images having the same size. Given a minibatch B = ({R;}}L,, {F;}}L,), where
{R;}N | and {F;}}, denote, respectively, randomly sampled sets of real and fake
images, the contrastive objective encourages real and fake images to lie separated
in a shared embedding space, while ensuring invariance to image transformation.
Images R; and F; are processed by a learnable Vision Transformer [17] F to get
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Fig. 2: Visual representation of local and global crops of an input image (left), and
overview of CoDE (right). Our embedding space is trained by ensuring alignment be-
tween local and global crops.

their feature embeddings. These are then normalized by their {5 norm to get
r; = % e RY and f; = % € R?, where d is the dimensionality of
the shared embedding space. The dot product between r; and f; computes their
cosine similarity and accounts for their similarity in the embedding space.

In contrast to previous literature which tends to leverage pre-trained back-
bones, we train F from scratch and exclusively for the task of detecting generated
images. This gives us additional flexibility in architectural terms and ultimately
allows us to employ a smaller and more efficient backbone, which advantages its
application in production-ready scenarios.

Imposing robustness to transformations. To ensure robustness to image
transformations, we also define a transform operator 7 (-) which samples random
transformation types from a pre-defined set of operators (e.g. resize, blurring,
rotation, etc.) and applies them to an input image at training time. In addition
to sampling transformation types, the operator randomly samples the number
of transformations in the chain and their strength (e.g. the number of degrees
of a rotation, or the area ratio of a crop with respect to the input image). As a
result, an image to which 7 is applied simulates a transformation process with
a variable number of transformations, of variable type and strength.

With the objective of realistically simulating the manipulations that an image
can encounter, we include a comprehensive set of transformations: (i) blurring;
(ii) alteration of brightness, contrast, saturation, sharpness and opacity; (7i)
pixelization, padding, rotation, horizontal flip, aspect ratio change, resize and
scale change, skew on the z or y axis; (iv) reduction of the JPEG encoding quality
level; (v) transformation to grayscale; (vi) overlay of striped patterns. Additional
details on the transformation protocol are reported in the supplementary.

Separating real and fake samples. On the basis of the InfoNCE paradigm
and of the transformation protocol outlined above, we define a loss for deepfake
detection which aims at imposing a separation between real and fake samples in
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the shared embedding space, starting from embeddings of entire images. Given
a batch consisting of real and fake images in equal quantity, we augment each
of them by employing the transform operator 7. We respectively call f/ the
feature vector of a transformed fake image 7 (F;) and r} the feature vector of a
transformed real image T (R;).

Given a real sample r; our loss function aims at maximizing its similarity with
a randomly chosen augmented sample r’,, where z € Ny —{i} and minimizing its
similarity with respect to all augmented fake samples in the minibatch {fj’ é‘V:r
The same objective is applied, symmetrically, when considering fake instances.
Each fake sample f; is attracted to a randomly chosen augmented sample f7,
and repulsed from all augmented real samples in the minibatch {r’ }é\le As this
objective is applied to embeddings obtained from entire images, the loss operates
on a global scale of the image. Formally, our loss function is defined as a pair of
cross-entropy losses as follows:

real — fake softmax

!’
tr;-r,

.. 4
e otfi £

B
global E 0og B ! og B v
2|B| P etri'r/z Z] . etrl f]. etfi‘fé E] . etf” r}

fake — real softmax
(1)
with z # 14,

where - indicates the dot product and ¢ is a fixed temperature hyper-parameter
that controls the peakness of the probability distribution of the loss function.

Learning multi-scale contrastive features. The aforementioned contrastive
loss requires learning embeddings of the entire image which are appropriate for
deepfake detection. However, this objective alone does not explicitly focus on
learning good local and multi-scale visual features. Detecting a generated image,
indeed, is not exclusively a matter of extracting features from the image as a
whole, but is also a setting where local image features play an important role.

Following this insight, we build a loss component that acts in a multi-scale
manner. To this end, we construct different crops of both real and fake images
with a multi-crop strategy. Noticeably, multi-crop strategies have been popular-
ized by self-supervised methods like DINO [6L[7], which employ a teacher and a
student network and encourage local-to-global correspondences by feeding global
views to the teacher and local views to the student. In our case, instead, both
global and local views are passed to the same network which, together with
a contrastive objective, is in charge of learning proper “local-to-global” corre-
spondences shared across samples of the same category (i.e. across different real
or fake samples) and discriminative “local-to-global” differences between differ-
ent categories. Computationally, this also has the advantage of training a single
backbone rather than training two backbones at once.

In particular, we extract global scale and local scale views of smaller reso-
lutions. Both crops are passed through the embedding network F to get their
embeddings. We respectively call £°¢2! and ££°"*! the embeddings of the local
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scale and global scale crop of a fake image Fj, and rl°®® and rflObal the embed-
dings of the local and global crop of a real image R;. For improved robustness,
also local and global crops are augmented using the transform operator 7. The
loss function is then defined as

C 1 B 1 etriocal'rglobal ( )

multi-scale = — 57557 § 0og Tobar T 2

local , global B + l_ocal.fg oba.
21B] = C . DT

local gglobal
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log
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We follow the standard setting for multi-crop by using global views at resolu-
tion 2242 covering a large area of the original image, and local views of resolution
962 covering small areas (less than 50%) of the original image.

Test protocol. Once the embedding space has been trained, we predict the class
of an input image (i.e. real or fake) according to three protocols: a nearest neigh-
bor approach, a linear classification strategy, and a one-class SVM approach. In
the nearest neighbor, we use the trained visual encoder to map the entire training
set to its embedding representation, building a bank of real and fake embeddings.
At test time, an input image is firstly projected into the same embedding space,
and then cosine distance is applied as the metric we find its nearest neighbor in
the training set. The prediction (i.e. the output class) is then the same class of
the nearest training element found in the bank. In linear classification, instead,
we add a single linear layer with sigmoid activation to our embedding space,
and train only this new classification layer for real-vs-fake classification, with
a binary cross-entropy loss. When using a one-class SVM classifier, we fit only
on real images and treat fake images as outliers residing beyond the boundaries
delineated by the classifier with a polynomial kernel.

4 The D3 Dataset

As existing datasets are limited in their diversity of generators and quantity
of images, we opt for creating and releasing a new dataset that can support
learning an embedding space from scratch. Our Diffusion-generated Deepfake
Detection dataset (D?) contains nearly 2.3M records and 11.5M images. Each
record in the dataset consists of a prompt, a real image, and four images gen-
erated with as many generators. Prompts and corresponding real images are
taken from LAION-400M [49|, while fake images are generated, starting from
the same prompt, using different text-to-image generators. Some sample records
of our dataset are shown in Fig. [3]

Dataset collection. We employ four state-of-the-art opensource diffusion mod-
els, namely Stable Diffusion v1.4 (SD-1.4) [44], Stable Diffusion v2.1 (SD-
2.1) [44], Stable Diffusion XL (SD-XL) [39], and DeepFloyd IF (DF—IF)B While

1 https://huggingface.co/DeepFloyd/IF-I-XL-v1.0
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Real DF-IF SD-1.4 SD-2.1 SD-XL DF-IF SD-1.4 SD-2.1 SD-XL

Fig. 3: Qualitative samples from the proposed D*® dataset. Each line considers a pristine
image from LAION-400M (left) and the four generated images (right).

the first three generators are variants of the Stable Diffusion approach, Deep-
Floyd IF is strongly inspired by Imagen [46] and thus represents a different
generation technique.

With the aim of increasing the variance of the dataset, images have been
generated with different aspect ratios, i.e. 2562, 5122, 640x480, and 640x 360.
Moreover, to mimic the distribution of real images, we also employ a variety of
encoding and compression methods (BMP, GIF, JPEG, TIFF, PNG). In par-
ticular, we closely follow the distribution of encoding methods of LAION itself,
therefore favoring the presence of JPEG-encoded images.

We also adopt techniques to improve the quality of generated images from
an aesthetic point of view. In particular, we employ negative prompts, which
reduce the probability of generating selected concepts (e.g. blurry or low-quality
images). Further, we employ common prompt engineering techniques for visual
quality improvement, as well as modifiers. For safety reasons, prompts were
filtered avoiding those tagged as not safe for work inside the dataset. We refer the
reader to the supplementary for additional technical details about the generation.

Extended Test Set. To increase the difficulty of the classification task and
verify the generalization to unseen generators, we create an extended and more
challenging test set by incorporating images generated by diverse state-of-the-
art diffusion models. Specifically, the considered unseen models encompass Stable
Diffusion XL Turbo (SD-XL-T) 7 Stable Diffusion unCLIPEl, Self-Attention
Guidance (SAG) [26], aMUSEd [37], Kandinsky in its 2.1, 2.2, and 3 versions
(K-2.1, K-2.2, K-3) [43], and PixArt-o (PA-) [8]. This test set also includes
images generated by the four generators used to create the entire D3 dataset.

The generation always starts from textual prompts randomly extracted from
the LAION-400M dataset, following the same procedure previously described. In
this case, since the vast majority of images contained in the LAION-400M dataset
are encoded in JPEG format, we maintain consistency by generating images in
the same format. Moreover, to enhance reproducibility and ensure the possibility
of directly releasing the real images contained in this split instead of image URLs,
we select from the available LAION-400M images under CC-0 license. Additional
information about this split can be found in the supplementary.

2 https://huggingface.co/stabilityai/stable-diffusion-2-1-unclip
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Comparison with existing datasets. In Table [I] we compare with existing
datasets for deepfake detection. In particular, we consider the COCOFake |[1],
ELSA—1ME|, DiffusionDB [57], and the dataset introduced in [34], which all

contain images gener-
ated from a single dif- Table 1: Comparison between the D3 dataset and previ-

fusion model. Further, ous datasets containing generated images.

we also consider datasets #Gens
Containing GAN nnages7 Dataset #Ims GANs DMs Public Captions Real Ims
such as Simulacra A(EL COCOF&E 1] 720k -1 v v v
ELSA-1M M -1 v v v
CIFAKE [4], and the one  piggonnp [57 UM -1 v v X
proposed by Wang et Simulacra ACH 20k 3 - v v X
3 .. CIFAKE [1 120k 1 - v X v
al. [55]. Notably, D° is Wang et al. [55 72k 11 - v X v
significantly larger than  Ojha et al. 34 800k 1 X X X
its existing counterparts,  D? (Ours)
with the exception of Training Set M- ’ ’ ’
e b Test Set 24k - 4/ v v
DiffusionDB which, how- Extended Test Set 62k - 12/ v v

ever, is not paired with

real images and considers only one generator. Further, it is the only dataset
containing more than one diffusion-based generator. As such, D3 enables the
development and testing of deepfake detection approaches that leverage paired
real-fake samples and which are focused on multiple diffusion-based generators.

5 Experiments
5.1 Experimental Setting

Implementation and training details. We employ the Tiny version of the
standard Vision Transformer architecture [53| as our backbone F, and train it
from scratch. Given that our approach relies on a contrastive learning training
objective, the use of a smaller model allows us to increase the batch size, which is
configured to 256 for each GPU. We set the learning rate at 2¢~3 and employ the
AdamW optimizer [31]. During training, the number of image transformations
applied through the 7 operator is uniformly chosen between 0 and 2 for each im-
age. After eventually applying random transformations, all images are randomly
cropped to 2242, When computing the final loss, we apply a constant weight of
1.0 to both loss components, Lgiobal and Lmuiti-scale- Overall, our training takes
two days with 4 GPUs. We refer the reader to the supplementary material for
detailed training and transformations hyper-parameters.

Classifiers training details. To train the linear, nearest neighbor, and one-
class SVM classifiers, a set of 9,600 records is randomly sampled from the training
split and is then randomly transformed. Following this, we gather features by
applying the backbone to the selected real and fake images. The nearest neighbor
classifier subsequently utilizes these feature banks as a repository for making real-
fake predictions. For the linear classifier, we employ a maximum of 1,500 training

3 https://huggingface.co/datasets/elsaEU/ELSA1M_trackl
https://github.com/JD-P/simulacra-aesthetic-captions
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iterations and a balanced loss function that accounts for the discrepancy in the
frequency of real and fake samples. This is crucial, as the prevalence of fake data
is fourfold compared to real data within the training collection. When fitting
the one-class SVM classifier [48|, we only utilize the real images contained in the
9,600 selected records. To create a correct boundary among different sources of
images, we consider a polynomial kernel with the v parameter set to 0.1.

Evaluation. When testing on D?, we consider both a standard test set contain-
ing images generated using the four diffusion models contained in the training
split. Under this setting, we consider both a case in which test images remain
unaltered and a case where test images are randomly transformed. Additionally,
we report experiments on the extended test set described in Sec. [d] Both test
splits are composed of 4,800 different records.

5.2 Experimental Results

Evaluation on D? dataset. To validate our proposal, we first conduct experi-
ments on the D3 dataset. As previously mentioned, our comparisons encompass
various pre-trained visual backbones followed by a linear, a nearest neighbor
(NN), or a one-class SVM classifier fitted on the same 9,600 records from D?
used in our model. In particular, we use a standard ViT Tiny (ViT-T) [53] pre-
trained on ImageNet-21k [14], a CLIP-based model in its ViT Base (ViT-B) and
ViT Large (ViT-L) versions [40], and a backbone pre-trained with self-supervised
objectives like DINOv2 [36], using the ViT Base model. To verify the effective-
ness of using contrastive learning, we also train a ViT-Tiny model from scratch
on our dataset with a binary cross-entropy (BCE) loss.

In addition to these models, we also compare with existing approaches for
deepfake detection specifically tailored to recognize fake images from GAN gen-
erators. Specifically, we include the models proposed by Wang et al. |55 which
are based on a ResNet-50 (RN50) [24] model trained with different image trans-
formations. Other considered approaches involve variations of the ResNet-50
architecture specifically trained with images sourced from GANs [23] and from
latent diffusion models |12]. Furthermore, we consider the approach proposed by
Wang et al. |56] that takes into account the reconstructed image and its dispar-
ities with the original counterpart and the model presented by Ojha et al. [34]
which leverages a CLIP model based on the ViT Large architecture, followed
by a linear classifier. Noteworthy, CoDE employs 5M parameters compared to
RN50 (26M), ViT-B (86M), and ViT-L (307M) resulting in a smaller and more
efficient model. For all competitors, we use the pre-trained weights downloaded
from the official repositories provided by the authors.

In Table [2| we show the results obtained by the CoDE approach and all the
previously introduced deepfake detectors. Results are reported on the standard
test split of the D dataset with and without image transformations. As it can
be seen, deepfake detectors trained on fake images generated by GANs face dif-
ficulties in generalizing to images generated by diffusion models within the D3
dataset. For instance, both the approach proposed by Wang et al. [55] and the
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Table 2: Performance evaluation on D? test set considering settings with and without
image transformations. “Overall” accuracy averages predictions for both fake and real
images. “Fake” accuracy denotes the mean accuracy for generated data. The T marker
indicates methods trained on other datasets and tested on the D? test set.

w/o Transforms w/ Transforms
Model Overall Real Fake Overall Real Fake DF-IF SD-1.4 SD-2.1 SD-XL
Wang et al. (RN50 Blur+JPEG 0.5) [55]' 207 994 1.0 208 992 12 09 16 1.2 14
Wang et al. (RN50 Blur+JPEG 0.1) |55 214 98.7 20 21.6 98.2 25 2.2 2.8 2.1 2.8
Gragnaniello et al. ‘23” 21.8 99.7 23 21.8 99.5 2.3 1.4 4.2 1.5 2.1
Corvi et al. [12|F 759 99.2 70.1 64.1 99.2 55.4 8.1 84.1 76.0 533
Ojha et al. [34]" 31.0 96.1 14.8 37.7 87.0 254 11.3 24.5 19.0 46.8
Wang et al. (DIRE) [56] 79.7  10.0 97.1 76.5 158 91.7 89.6 924 915 93.1
ViT-T (Linear) 88.2 85.8 88.8 81.4 81.0 81.5 76.7 76.6 81.6 90.9
CLIP ViT-B (Linear) 89.1 81.0 91.1 87.4 86.8 87.5 80.4 87.0 87.7 952
DINOv2 ViT-B (Linear) 85.5 81.8 86.4 83.0 82.0 83.2 70.6 81.8 855 94.9
CLIP ViT-L (Linear) 92.5 88.3 93.5 89.3 89.0 89.4 83.5 88.9 90.2 95.0
ViT-T (NN) 81.8 40.0 92.2 80.9 40.7 90.9 88.8 894 909 949
CLIP ViT-B (NN) 82.8 38.7 93.8 81.6 389 923 87.6 925 935 95.7
DINOv2 ViT-B (NN) 79.2 375 89.6 87.1 789 89.2 849 882 900 93.7
CLIP ViT-L (NN) 834 40.6 94.0 82.1 389 929 87.7 940 940  96.0
CLIP ViT-L (SVM) 23.5 86.8 7.7 22.6 90.3 5.7 6.3 4.8 4.7 7.1
ViT-T (BCE) 97.0 91.4 984 93.7 93.8 93.6 92.1 935 927  96.4
CoDE (Linear) 98.0 94.0 99.0 95.7 95.6 95.8 94.8 958 949 975
CoDE (NN) 97.3 89.3 99.3 95.8 90.5 97.1 96.6 97.3 96.6 98.1
CoDE (SVM) 91.2 744 954 925 81.0 954 96.6 91.7 944 99.0

one proposed in 23] achieve a mean accuracy of less than 3% across all fake
generators. The CLIP-based ViT-L model followed by a linear classifier fitted
on GAN-generated images [34] surpasses other GAN-based detectors with an
overall accuracy of 31.0%, but still averages 14.8% accuracy on all fake images,
falling below random choice probability. Differently, the model introduced by
Corvi et al. [12], which is trained on fake images generated from Latent Diffu-
sion [44], obtains 70.1% of accuracy on average on fake data when tested without
transformation. Conversely, the accuracy drops to 55.4% when transformations
are applied showcasing sensitivity to underline augmentation. While DIRE [56|
obtains an average of 97.1% on fake data, performance on real data reduces to
15.8% and 10% respectively in the splits with and without transformations.

Notably, our results demonstrate that CoDE outperforms all the pre-trained
models with all considered classifiers in both settings. Specifically, when con-
sidering the setting without image transformations, CoDE improves the final
performance by 5.5% and 4.8% in terms of overall accuracy compared to the
best-performing competitor (i.e. CLIP ViT-L with the linear classifier fitted on
our data), respectively when using linear and nearest neighbor classifiers. When
instead considering the setting with image transformations, the performance
gain achieved by the best version of CoDE is significantly higher, with an im-
provement of 6.5% compared to the CLIP ViT-L model with a linear classifier,
highlighting the appropriateness of employing global-local correspondences to-
gether with a contrastive objective. This is confirmed also when comparing our
results with those obtained by the ViT-T model trained with BCE loss, which
achieves competitive but lower performance on both considered settings.
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Table 3: Performance evaluation on D? extended test set. We report accuracy scores
over real images and fake ones from each of the 12 generators included in the test set.
Additionally, we include the average accuracy across all fake images (Avg) and those
generated by diffusion models not seen during training (Avg,). The t marker indicates
methods trained on other datasets and tested on the D* extended test set.

Model Real DF-IF SD-1.4 SD-2.1 SD-XL SD-XL-T unCLIP SAG aMUSEd K-2.1 K-2.2 K-3 PA-a Avg Avg,
Wang et al. (RN50 0.5) [55]7 992 03 1.2 07 20 5.5 23 09 09 04 05 08 04 13 15
Wang et al. (RN50 0.1) 55| 97.9 0.9 1.2 06 4.2 5.4 34 10 12 11 11 14 06 18 1.9
sragnaniello et al. [23]" 99.6 03 27 04 03 0.2 1.9 34 16 04 01 02 04 18 23
Corvi et al. [12]f 994 64 99.9 989 714 908  99.4 994 785 915 89.2 58.8 98.5 8.9 88.2
Ojha et al. [34]' 959 17 110 77 148 470 533 92 404 150 88 142 142 19.8 25.3
ViT-T (Linear) 539 89.5 829 879 784 849 817 849 87.3 79.6 86.5 80.2 858 84.1 83.9
ViT-T (NN) 249 908 907 919 893 8.0 871 915 9.6 885 90.3 89.2 90.2 89.9 89.5
DINOv2 ViT-B (Linear) 64.7 69.9 814 803 759  80.8  TLT 833 929 77.8 846 762 849 80.0 815
DINOV2 ViT-B (NN) 225 86.0 89.1 894 87.3 843 839 89.0 904 87.3 89.0 858 89.1 87.6 87.4
CLIP ViT-L (Linear) 56.3 964 985 983 790 910 885 979 99.8 826 90.4 81.6 89.1 91.1 90.1
CLIP ViT-L (NN) 16.8 940 969 97.0 935 941 956 966 965 92.8 93.9 92.4 94.0 94.7 94.4
ViT-T (BCE) 926 855 97.8 982 939  87.8 952 99.0 795 731 83.6 685 84.6 87.2 83.9
CoDE (Linear) 97.3 852 988 987 929 864 950 99.2 728 705 828 67.1 86.5 86.3 82.5
CoDE (NN) 953 90.2 99.3 99.2 951 912  97.2 99.5 814 785 87.5 758 911 90.5 87.8
CoDE (SVM) 919 96.9 91.0 948 98.6 97.0 930 951 944 922 97.5 922 96.2 94.8 94.7

It is also important to note that applying a one-class SVM classifier to a
pre-trained backbone like CLIP ViT-L leads to very poor results with an overall
accuracy slightly above 20%. This can be explained by the unsupervised nature
of the employed SVM classifier, which is fitted only considering real images.
Instead, using the one-class SVM along with our backbone can significantly
increase the results compared to CLIP ViT-L with the same classifier, further
demonstrating the goodness of our embedding space.

Generalization performance on unseen generators. In the realm of deep-
fake detection, the ability to generalize to various types of generators not en-
countered during training is crucial for readiness in real-world scenarios. We
therefore consider a more challenging setting with fake images generated by di-
verse diffusion-based models not seen during training. In Table [3] we report the
performance of CoDE and competitors on the extended test set of D3. Here,
in addition to providing accuracy results over real images and fake ones from
each of the 12 considered generators, we include accuracy scores averaged across
all fake images and only those generated by diffusion models not seen during
training (i.e. across fake images generated by 8 different diffusion models).

As previously highlighted, detectors trained on GAN-generated images [23|
55| exhibit sub-optimal performance on this collection, misclassifying syntheti-
cally generated images as authentic data. This phenomenon is reflected in the
near-perfect accuracy rates exceeding 97% for authentic images, against an av-
erage accuracy not exceeding 2% on fake data for all the models. Conversely, the
pre-trained models equipped with both linear and nearest neighbor classifiers
tend to underperform on the real distribution. For instance, CLIP ViT-L and
ViT-T equipped with linear classifiers respectively achieve only 56.3% and 53.9%
of accuracy on real data. On the other hand, CoDE with one-class SVM achieves
the best results on unseen generators on average with an accuracy score of 94.7%
with a gain of 6.5% and 69.4% respectively compared to the models proposed
in [12] and [34]. Noteworthy, both versions of CoDE with nearest neighbor and
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Table 4: Accuracy results on external unseen generators employing data from a mix-
ture of diffusion and autoregressive models. Following [34], we average the accuracy
scores between real and fake images. The { marker indicates methods trained on
datasets other than D3,

LDM GLIDE DALL-E
Model Guided 200 200 (CFG) 100 100 (27) 50 (27) 100 (10) vl v2 v3  Midjourney Avg
Wang et al. (RN50 0.5) [55]" 52.0 51.1 51.4 51.3 53.3 55.6 54.3 52.5 50.9 49.8 50.1 52.4
‘Wang et al. (RN50 0.1) \55}* 62.0 53.9 55.3 55.1 60.3 62.7 61.0 56.1 66.2 50.2 52.2 57.7
Gragnaniello et al. \23N 54.1 58.0 61.1 57.5 56.9 59.6 58.8 71.7 57.1 50.1 50.9 57.8
Corvi et al. 12‘1 52.1 99.3 99.3 99.3 58.0 59.1 62.3 89.4 49.6 82.9 98.3 77.2
Ojha et al. [34]1 69.5 944 740 950 785 791  77.9  87.3 60.1 53.5 53.9 74.8
Wang et al. (DIRE) [56]! 5.7 626 613 622 632 634 631  63.0 634 60.7 62.2 62.0
ViT-T (Linear) 46.7 52.2 60.7 53.9 55.7 54.6 57.5 71.3 87.3 83.8 78.1 63.8
ViT-T (NN) 48.4 56.0 58.4 55.6 56.3 53.7 56.4 60.4 64.9 64.7 63.4 58.0
DINOv2 ViT-B (Linear) 55.1 72.6 72.2 74.1 81.1 79.7 83.5 72.4 93.7 81.5 81.4 77.0
DINOv2 ViT-B (NN) 50.2 61.0 60.1 60.1 60.7 60.3 60.6 60.4 64.4 62.6 62.9 60.3
CLIP ViT-L (Linear) 53.0 78.0 73.6 774 74.5 76.7 7.2 82.7 87.3 87.2 84.8 77.5
CLIP ViT-L (NN) 52.1 66.1 62.0 64.9 62.6 62.5 62.8 64.3 67.8 67.8 67.1 63.6
ViT-T (BCE) 52.9 82.8 90.7 82.1 72.6 75.8 73.6 62.8 71.5 85.6 76.4 75.1
CoDE (Linear) 53.5 92.5 95.6 91.9 7.7 75.4 72.9 63.1 71.4 86.7 84.0 78.0
CoDE (NN) 535 927 961 925 738 769 740  67.0 743 88.6 86.8 79.6
CoDE (SVM) 54.6 91.0 90.4 90.9 77.2 78.8 77.6 76.1 80.2 91.0 89.7 81.6

one-class SVM classifier outperform the baseline ViT-T trained with BCE loss,
thus validating the relevance of our training protocol also when recognizing fake
images generated by unseen generators.

In addition to the evaluation on our extended test set, we compare CoDE
with other deepfake detectors following the datasets adopted by [34]. Specifically,
we perform experiments using the images generated by Guided [15], LDM [44],
GLIDE 33|, DALL-E [42]. Additionally, we collect images from diverse non-
public and commercial generative tools like DALL-E 2 [41], DALL-E 3 [3|, and
Midjourney V5. Following previous literature, in this setting we employ 1,000
real images and 1,000 fake ones for each considered generator and report the
average accuracy over both real and fake data. Images from Guided [15] are
paired with 1,000 real images from ImageNet, while all other fake sources are
paired with real images from the LATON split provided by [34]. Results are shown
in Table [ As it can be seen, also in this setting CoDE demonstrates superior
performance than competitors with an overall average accuracy of 81.6% using
the one-class SVM classifier. Notably, the best deepfake recognition results are
achieved on more recent diffusion-based models like DALL-E 2, DALL-E 3, and
Midjourney V5 which generally generates highly realistic images.

Ablation study on different contrastive pre-trainings. As detailed in
Sec. B} the CoDE model is trained using a combination of two loss functions
(i.e. Lglobal and Liuiti-scale). The first loss operates on entire images while the
second operates on local and global crops. In Table || we report an ablation
study on the key components of our approach. Firstly, we consider CoDE trained
without applying the transformation pipeline. Secondly, we compare our com-
plete model with a model trained using only the Lgiobal trained from scratch or
starting from the weights of the ViT Tiny model pre-trained on ImageNet-21k
using the entire loss formulation. Further, we consider an additional backbone
trained only with a contrastive loss between real and fake. Lastly, we analyze
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Table 5: Contribution of each loss component within our proposed methodologies.
The accuracy is computed on the D? test set with and without image transformations.

w /o Transforms w/ Transforms
Model Overall Real Fake Overall Real Fake DF-IF SD-1.4 SD-2.1 SD-XL
w/o transforms 96.4 86.2 98.9 87.2 89.7 86.6 83.4 86.6 85.3 91.4
w/ Lglobal only 97.7 93.5 988 94.5 95.2 944 92.8 94.6 93.5 96.7

W/ Lglobal only (pre-trained) 87.3 938 85.7 86.2 92.9 84.5 940 76.6 76.7 91.0
w/ Lglobal only (real — fake) 87.7 749 90.9 83.5 753 85.6 80.7  84.6 86.5 90.5

only local crops 97.5 925 98.8 94.8 95.1 94.8 93.7 948 939  96.9
only global crops 97.6  93.7 98.6 95.0 949 95.1 93.3 942 96.3 96.5
CoDE (Linear) 98.0 94.0 99.0 95.7 95.6 95.8 94.8 95.8 949 97.5
w/o transforms 93.5 69.9 99.4 88.6 74.7 92.0 90.0 922 916 943
w/ Lglobal only 97.4 91.0 99.0 949 915 95.9 948 956 956 975
W/ Lglobal only (pre-trained) 96.1 86.8 98.4 942 86.5 96.2 953  96.0 954  98.0
w/ Lglobal only (real — fake) 76.2 75.1 76.5 73.9 753 73.5 68.3 70.3 73.9 81.5
only local crops 97.1 89.3 99.0 95.3 91.3 96.3 949 965 959  97.8
only global crops 97.4 91.6 98.8 94.3  92.0 94.9 93.8  95.1 94.1 96.6
CoDE (NN) 97.3 89.3 99.3 95.8 90.5 97.1 96.6 97.3 96.6 98.1
w/o transforms 95.1 758 99.9 849 87.9 84.2 79.7 854 842 87.6
W/ Lglobal only 95.8 80.2 99.7 922 87.8 934 93.5 92.8 91.9 95.3
W/ Lglobal only (pre-trained) 89.2 464 99.9 89.1 46.0 99.9 999 99.9 99.9 999
w/ Lglobal only (real — fake) 80.1 86.7 78.5 749 86.2 72.1 66.2 67.8 71.2 83.4
only local crops 91.4 672 975 88.7 73.1 92.6 97.5 93.0 925 87.5
only global crops 88.5 711 92.7 86.4 76.0 89.0 86.0 913 92.8 85.9
CoDE (SVM) 91.2 744 954 92.5 81.0 954 96.6 91.7 944  99.0

the performance of models trained with Lyiti-scale that leverages only local or
global crops which differs from CoDE that employs both.

As it can be seen, CoDE achieves the best results on average on the D3 test set
with transformations. Differently, training the model with Lgiobal (real — fake)
or without applying transformations leads to the worst results in this setting.
Additionally, fine-tuning a pre-trained ViT Tiny model with Lgiohar does not
yield improvements in terms of detection accuracy. This confirms that training
the backbone from scratch is beneficial for the final performance. Overall, CoDE
outperforms other components on the split with transformations, improving the
performance by 3.2%, 0.9%, and 0.3% respectively when fitting a linear, NN, and
one-class SVM classifier in comparison to the model variant with Lgiopar only.
Performance increases by 0.7%, 0.5%, and 3.8% when comparing CoDE with
the version trained with only local crops, and comparable gains are obtained
when employing global crops. This result proves the utility of the Luiti-scale 10Ss
function, underlying the relevance of the alignment of local-global views.

6 Conclusion

We introduced CoDE, a methodology aimed at cultivating a contrastive-learned
embedding space designed for the purpose of detecting deepfake content. Our
method strategically incorporates a global contrastive loss, simultaneously em-
phasizing global-local correspondences via local and global crops. The training
of our model involved the creation of the D? dataset, comprising 9.2 million
images generated through the utilization of a large variety of state-of-the-art
diffusion models. Experimental results demonstrate the superior performance
and enhanced generalization capabilities exhibited by our proposed approach.
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Supplementary Material

In the following, we provide additional implementation details and experimen-
tal results for the proposed model. Moreover, we also report a comprehensive
analysis of the data generation process for the D3 dataset.

A Additional Experimental Analyses

Inference time analysis. As outlined in the main paper, one of the main
benefits of training CoDE from scratch is that this allows for more freedom
in architectural choices. This ultimately results in a smaller and more efficient
model compared to state-of-the-art detectors.

To showcase this, in Table [6] we compare CoDE with the models proposed
by Wang et al. [55], Corvi et al. [12], and Ojha et al. |34] in terms of number
of parameters, expected input size, and inference throughput (i.e. number of
processed images per second). In the comparison, we also include CLIP DINOv2
with ViT-B as backbones. Specifically, we assess the throughput of the different
architectures according to two settings, the former involving the evaluation of a
single image at a time (“single sample”) and the latter considering the batching of
multiple images to expedite the evaluation process (“batched samples”). Within
these two setups, we evaluate performances both with and without the incorpo-
ration of a final nearest neighbor classifier [18]. Experiments are performed on
a single RTX 6000 GPU equipped with 24 GB of VRAM. In the batched case,

Table 6: Parameter count and throughput of different deepfake detectors. Results are
evaluated on a single RTX 6000 GPU equipped with 24 GB of VRAM, considering both
batched and individual images. For each model, we take the largest possible batch size.

Single Sample Batched Samples
Images/s 1 Images/s 1
Model Params Input size  Backbone All (NN)  Backbone All (NN)
Corvi et al. [12 23 M 2242 62.5 - - -
Corvi et al. [12 23 M 512° 12.5 - - -
Corvi et al. |12 23 M 768> 5.5 - - -
Wang et al. (RN50) [55] 26 M 2242 196.0 - 1023.8 -
DINOv2 ViT-B 86 M 5182 32.1 14.1 35.2 15.8
Ojha et al. (CLIP ViT-L) [34] 307 M 2242 48.2 29.8 68.0 59.8
CLIP ViT-B 86 M 2242 166.1 66.4 289.8 234.0

CoDE (ViT-T) 5M 2242 224.7 129.9 2905.6  1729.1
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Table 7: Contribution of each loss component within our proposed methodologies on
D3 extended test set. We report accuracy scores over real images and fake ones from
each of the 12 generators included in the test set. Additionally, we include the average
accuracy across all fake images (Avg) and those generated by diffusion models not seen
during training (Avg,). The T marker indicates methods trained on other datasets and
tested on the D?® extended test set.

Model Real DF-IF SD-1.4 SD-2.1 SD-XL SD-XL-T unCLIP SAG aMUSEd K-2.1 K-2.2 K-3 PA-a Avg Avg,

w/ Lgiobal only (real — fake) 72.4 85.7 86.6 885 76.1 65.2 97.7 939 59.8 57.8 61.9 494 59.2 73.5 68.1
W/ Lglobal only (pre-trained) 90.4 57.8 62.1 654 61.3 63.1 84.7 84.1 55.8 41.0 60.1 40.8 50.8 60.6 60.0
CoDE (Linear) 97.3 852 98.8 98.7 92.9 86.4 95.0 99.2 72.8 70.5 82.7 67.1 86.5 86.3 82.5

W/ Lgobal only (real — fake) 71.9 723 692 70.0 67.2 52.5 852 772 51.6 509 522 47.3 47.8 61.9 58.1
W/ Lglobal only (pre-trained) 82.6 66.5 63.7 67.2 69.6 70.9 83.8 844 66.3 495 66.1 47.7 57.2 66.1 65.7
CoDE (NN) 95.3 90.2 99.3 99.2 95.1 91.2 97.2 99.5 81.4 78.5 87.5 75.8 91.1 90.5 87.8
W/ Lglobal only (real — fake) 88.3 71.2 63.8 66.6 522 46.5 91.8 769 40.7 37.6 359 279 36.2 539 49.2

W/ Lgiobal only (pre-trained) 85.9 53.5 574 59.2 781 63.0 50.1 73.6 49.3 404 63.6 51.3 41.2 56.7 54.1
CoDE (SVM) 91.9 96.9 91.0 94.8 98.6 97.0 93.0 95.1 94.4 92.2 97.5 92.2 95.2 94.8 94.7

we identify the largest possible batch size (among powers of two) and compute
the average number of images processed per second over 100 iterations.

As it can be observed, CoDE is considerably faster than all the compared
models. Notably, when testing the detector of Corvi et al. [12] we do not crop or
resize the image to a fixed size, following the original implementation. However,
the model experiences substantial throughput degradation when subjected to
high-resolution images. Specifically, the classification of images at a resolution
of 7682 results in a throughput of only 5.5 images per second, in contrast to a
throughput of 62.5 images per second achieved when the images are resized to
2562. Additionally, the evaluation of images in their unaltered resolutions intro-
duces challenges, particularly in batch-processing contexts, due to the potential
for varying aspect ratios among images. This variability necessitates limiting the
batch size to 1, further impacting the throughput efficiency of the model.

Conversely, CoDE can process up to 129.9 images per second when feeding
single images to the model, which is 2.0 and 4.4 times faster than, respectively,
the CLIP ViT-B and CLIP ViT-L models employed in [34]. When batching
the input images, moreover, CoDE reaches a throughput of 1729.1 images per
second, which amounts to a speed-up of 7.4 and 28.9 times in comparison to the
aforementioned models.

Additional ablation studies. In Table[7] we present the results of the ablation
study conducted on an expanded test set derived from the D3, focusing on the
individual components of our loss function. Despite modifications to the gener-
ators, the observed results exhibit patterns similar to those reported in Table
demonstrating consistent behavior. For instance, when CoDE is augmented with
a linear classifier, it exhibits an average accuracy enhancement on unseen gen-
erators of 22.5% and 14.4% over the baseline pre-trained model and when solely
employing Lgiobal (real — fake), respectively. Remarkably, these enhancements
increase to 40.6% and 45.5% in scenarios leveraging one-class SVM classifiers,
compared to the aforementioned models.

Comparison with other detectors trained on D3. To expand the analysis
on the D? dataset and increase the fairness of the evaluation setting, we train the
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Table 8: Performance evaluation of methods re-trained on D? and tested on data con-
sidering settings with and without image transformations. “Overall” accuracy averages
predictions for both fake and real images. “Fake” accuracy denotes the mean accuracy
for generated data.

w/o Transforms w/ Transforms
Model Overall Real Fake Overall Real Fake DF-IF SD-1.4 SD-2.1 SD-XL
Wang et al. |55| 99.4 98.6 99.6 83.6 994 79.7 74.3 81.4 80.5 82.5
Gragnaniello/Corvi et al. [12/23] 93.3 96.7 924 75.0 98.9 69.0 66.0 69.4 67.5 72.9
Ojha et al. |34] 89.9 81.2 92.2 81.5 91.8 78.9 71.5 78.5 78.3 87.3
CoDE (Linear) 98.0 94.0 99.0 95.7  95.6 95.8 94.8 958 949 97.5
CoDE (NN) 97.3 89.3 99.3 95.8 90.5 97.1 96.6 97.3 96.6 98.1
CoDE (SVM) 91.2 744 954 92,5 81.0 95.4 96.6 91.7 94.4 99.0

Table 9: Performance evaluation of methods re-trained on D3 and tested on D? ex-
tended test set. We report accuracy scores over real images and fake ones from each of
the 12 generators included in the test set. Additionally, we include the average accuracy
across all fake images (Avg) and those generated by diffusion models not seen during
training (Avgy).

Model Real DF-IF SD-1.4 SD-2.1 SD-XL SD-XL-T unCLIP SAG aMUSEd K-2.1 K-2.2 K-3 PA-a Avg Avg,
Wang et al. |55] 97.0 72.8 100.0 100.0 98.4 87.9 97.0 99.9 70.0 85.6 98.0 89.4 97.6 91.4 90.7
Gragnaniello/Corvi et al. [12123| 81.5 74.5 98 98 97.1 91.1 92.8 96.7 85.3 77.1 924 84.7 94.6 90.2 89.3
Ojha et al. |34] 70.1 882 86.7 87.1 86.0 96.1 80.6 91.7 954 88.5 92.8 85.9 944 89.5 90.7
CoDE (Linear) 97.3 852 98.8 987 929 86.4 95.0 99.2 728 70.5 82.8 67.1 86.5 86.3 82.5
CoDE (NN) 95.3 90.2 993 992 951 91.2 97.2 99.5 814 78.5 87.5 75.8 91.1 90.5 87.8
CoDE (SVM) 91.9 969 91.0 948 98.6 97.0 93.0 951 944 922 97.5 92.2 96.2 94.8 94.7

some of the competitors considered in the main paper [12,23}34,55] on the D3
training set. During the training phase, we employ the original source codes when
available or follow the training settings specified in the original methodologies.
Due to the similarities between Corvi et al. [12] and Gragnaniello et al. [23], we
consider only one model for both.

We report accuracy results on three distinct test sets shown in the main paper
to assess robustness to image transformations (i.e. Table |8) and generalization
to unseen generators (i.e. Tables |§| and . Noteworthy, in Table [8| all methods
show low robustness on realistic settings like transformed images (w/ Trans-
forms). For instance, all CoDE classifiers outperform the best-performing com-
petitor method [55] by a margin of 10% on “Overall” accuracy. Regarding instead
the generalization to unseen generators, in Table [J CODE SVM reaches higher
average accuracy results on both seen and unseen generators. Specifically, CoDE
gains 3.4%, 4.6%, and 5.3% with respect to Wang et al. |55], Gragnaniello et
al. [23], and Ojha et al. [34]. Similarly, in Table [10] while CoDE Linear underper-
forms by 1.0% on average accuracy compared to best competitor (i.e. Ojha et
al.), CoDE NN and SVM obtain superior performance with respect to all the
competitors by a margin of 0.6% and 2.6%.

Detection performance on AUC-ROC metric. In addition to the standard
evaluations in terms of accuracy, we evaluate our models using the AUC metric,
typically used to assess unbalanced data distributions. However, calculating AUC
for NN and one-class SVM classifiers is not possible as they do not provide a
decision probability. We circumvent this for the one-class SVM by computing an
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Table 10: Accuracy results of methods re-trained on D? and tested on external un-
seen generators employing data from a mixture of diffusion and autoregressive models.
Following [34], we average the accuracy scores between real and fake images.

LDM GLIDE DALL-E
Model Guided 200 200 (CFG) 100 100 (27) 50 (27) 100 (10) vl v2 v3 Midjourney Avg
Wang et al. |55| 51.7 99.9 99.6 99.7 62.3 65.4 64.4 52.1 66.7 86.6 96.5 76.8
Ojha et al. |34] 56.8 76.6 74.8 75.2 80.2 80.4 82.1 84.4 93.3 88.5 76.4 79.0
Gragnaniello/Corvi et al. |1223| 54.6 98.8 99.6 99.2 67.4 71.2 69.1 57.5 80.6 73.8 93.0 78.6
CoDE (Linear) 53.5 92,5 95.6 LY 7.7 75.4 72.9 63.1 71.4 86.7 84.0 78.0
CoDE (NN) 53.5  92.7 96.1 92.5 73.8 76.9 74.0 67.0 74.3 88.6 86.8 79.6
CoDE (SVM) 54.6  91.0 90.4 90.9 77.2 78.8 77.6 76.1 80.2 91.0 89.7 81.6

Table 11: AUC-ROC results, averaged across the generators of each setting considered
in the main paper (i.e. D® standard test set, D> extended test set, and additional
external unseen generators).

D3 D? extended External generators

w/oT w/T Avg Avg
Wang et al. (0.1) [55] 524 523 48.9 72.1
Wang et al. (0.5) [55] 50.0 500 52.9 65.7
Gragnaniello et al. |23| 68.8 73.4 68.4 86.4
Corvi et al. |12] 91.8 87.1 96.3 90.7
Ojha et al. [31] 644 647 69.6 88.5
DINOv2 ViT-B (Linear)  92.4 91.0 80.6 86.5
CLIP ViT-L (Linear) 96.9 95.7 85.0 91.3
CoDE (Linear) 93.9 93.7 98.0 92.2
CoDE (SVM) 95.9 97.0 97.0 90.5

outlier score: we calculate the maximum distance from the decision boundary in
the training set and subtract it from the distance of the point being evaluated.
In Table [I1} we report the averaged AUC of CoDE and competitors on all the
evaluation settings (cf. Table Table and Tableof the main paper). Overall,
CoDE achieves superior performance in almost all settings. For instance, CoDE
Linear obtains a gain of 1.7% and 1.5% over one of the best competitors |12].
Further, CoDE SVM obtains the second best performance in both Table [3] and
Table [2] It is also worth noting that, except for the “All” columns of Table [2]
all our evaluations are reported in terms of separate accuracy on real and fake
images (Table|3) or averaged accuracy on the same number of real and fake data
(Table , thus not having imbalanced settings.

Generalization analysis on GAN-generated images. To evaluate the per-
formance on GAN-generated images, we consider the datasets provided by [34],
in this case limiting the analysis on fake images from GANs. Following the same
setting of Table [4] we report the average accuracy over both real and fake data.
Results are reported in Table comparing our model with linear classifier with
the two diffusion-based approaches considered in the main paper [1256]. In this
case, the linear is fitted on 9,600 records of real and fake images respectively
from ImageNet and ProGAN. Although the results achieved by our model are
very distant from the ones obtained on images generated by diffusion models,
a similar disparity is observed when comparing the accuracy scores of competi-
tors, which struggle to accurately classify GAN-generated images. Nonetheless,
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Table 12: Accuracy results on external unseen generators employing data from dif-
ferent generative adversarial networks. Following , we average the accuracy scores
between real and fake images.

Model ProGAN CycleGAN BigGAN StyleGAN GauGAN StarGAN  Avg
Corvi et al. 51.2 46.3 51.9 59.8 50.6 45.8 50.9
Wang et al. (DIRE) 51.5 50.5 50.9 50.7 51.4 49.8 50.8
CoDE (Linear) 80.4 64.7 60.3 61.0 61.4 60.0 64.5
CoDE (Ours) VIiT-T ImageNet-21k CLIP ViT-B DINOv2 ViT-B

oY
L P

« Real DF-IF SD-1.4

CoDE (Ours) ViT-T ImageNet-21k

e Real Fake

Fig. 4: t-SNE visualizations of images without transformations, according to different
backbones.

it is essential to emphasize that our study primarily focuses on diffusion mod-
els, which currently represent the gold standard in generative AIl. These models
yield notably more realistic images compared to GANs, thus underscoring the
significance of our research within this domain.

Embedding space evaluation. In Fig. |4l we report a t-SNE visualization
obtained with images from the test set of D3, encoded with different backbones.
The provided plots facilitate the analysis of the embedding spaces, enabling the
visualization of the image embeddings from various generators (first row) or the
aggregation of distinct generators for a comprehensive real-fake comparison (sec-
ond row). Notably, it can be observed how CoDE tends to separate real and fake
images in distinct regions of the embedding space. In contrast, pre-trained mod-
els such as ViT-T, CLIP ViT-B, and DINOv2 ViT-B do not separate between
real and fake images, thus outlining that most of the information contained in
their feature vectors is not useful for deepfake classification.

Similar observations can be made by observing Fig. [5] where we also process
input images with the transform operator 7 (+). Notably, CoDE maintains a clus-
tered structure even when tasked with transformed images, thus exhibiting high
invariance to realistic image transforms. In contrast, competitors exhibit repre-
sentations characterized by a lack of spatial coherence. Overall, these findings
confirm the appropriateness of training deepfake detection networks from scratch
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CoDE (Ours) ViT-T ImageNet-21k CLIP ViT-B DINOv2 ViT-B

Real DF-IF SD-1.4 e SD-2.1 e« SD-XL

CoDE (Ours) ViT-T ImageNet-21k CLIP ViT-B

Real Fake

Fig. 5: t-SNE visualizations of transformed images, according to different backbones.

and with contrastive objectives that promote invariance to transformations and
global-local mappings.

B Additional Implementation Details

Images from commercial generative tools. In Table [4] of the main, we
present the performance metrics of CoDE, alongside various other deepfake de-
tection algorithms, when applied to images generated by state-of-the-art com-
mercial generative models such as DALL-E 2 DALL-E 3 and Midjour-
ney V{fl For the evaluation of each generative tool, a dataset comprising 1,000
images has been assembled utilizing publicly available collections.

Backbone training. During CoDE training, we employ a linear learning rate
warmup strategy which starts from a learning rate of le % and ends with a
learning rate of 2e~3 after five epochs. Then, a cosine learning rate schedule
is employed. For optimization, we use the AdamW optimizer with e set to
le~® and 8 to (0.9,0.99). When training on D?, we employ a mini-batch size of
1,024 distributed across 4 GPUs, which amounts to processing 1,770 batches in
each epoch. Moreover, we apply early stopping with patience set to 6, resulting
in approximately 30 epochs of training. All the ViT backbones considered in
this study share the same input size of 2242 and patch dimensionality of 162,
with the exception of CLIP ViT-L and DINOv2 ViT-B . The latter two
models employ 14% patches, and in the case of the DINOv2 ViT-B model, an
input size of 5182.

Classifier training. To evaluate the pre-trained backbones and CoDE, we
employ logistic regression [38|, nearest neighbor classifier [27], and one-class
5 https://huggingface.co/datasets/SDbiaseval/jobs-dalle-2

6 https://huggingface.co/datasets/OpenDatasets/dalle-3-dataset
https://huggingface.co/datasets/wanng/midjourney-v5-202304-clean
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Original Transformed Original Transformed Original Transformed Original Transformed
7 =

Fig. 6: Qualitative results of image transformations obtained with the transform op-
erator T (-).

SVM [48]. To better weigh the relevance of both real and fake data, we per-
form logistic regression with a balanced loss, training for a maximum of 1,500
iterations with an {5 penalty and an inverse coefficient of regularization of 0.316.

Transformation protocol. As mentioned in Section [J] of the main paper, the
T(-) operator allows us to ensure robustness to transformations by randomly
sampling and applying multiple image transformations. In particular, 7(-) sam-
ples a random number of transformations (between zero and two), and all the
selected transformations are applied with a randomized strength. To achieve this
objective, we set a strength range for each augmentation, bounded by minimum
and maximum values. The aim is to uphold visual quality in both scenarios,
ensuring the preservation of visual con-

sistency and usability. The range of Table 13: Parameter ranges of the trans-
each transformation type is linearly formations employed in the 7(-) operator.
partitioned into five equally spaced seg-

Range
ments, yielding five distinct image aug- Transformation Min Max
mentations for each transform, each ex-
hibiting varying degrees of strength.  Conrast 0.5 15

& ymeg & g Saturation 05 1.5
When a transformation is sampled, also  gycoding Quality Transform 40 100
one of the five strength values is ran-  Opacity 02 1.0
domly selected and applied. The com-  Overlay Stripes 0.05 0.35
plete experimental configuration for the Ez(:ize Oé(il %1225
transform operator 7(:) is reported in gy, 05 15
Table Sharpen 1.2 20

In our approach, each input im-  Skew 1.0 1.0
age undergoes random cropping to 2242 Ran(diom gl‘,”h 0.1 3’0
during training, while center cropping is E:ﬁdgi AZfe;tn§:tio 09%55 28
employed at inference time 2242. This  Random Pixelization 03 1
step is applied across various image  Random Rotation 90 270

types, including real, fake, local, and  Grayscale - -
global crop variations. Subsequently,  Horizontal Flip - -
the images undergo normalization us-

ing mean and standard deviation values computed from the ImageNet dataset.
To qualitatively visualize the transformation process, we present in Fig. [f]sample
original and corresponding transformed images of the D? test set.
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Table 14: Model names from the diffusers library employed during the construction
of the D? dataset.

Model Model Name

DeepFloyd IF DeepFloyd/IF-II-L-v1.0

Stable Diffusion 1.4 CompVis/stable-diffusion-vi-4

Stable Diffusion 2.1 stabilityai/stable-diffusion-2-1-base
Stable Diffusion XL stabilityai/stable-diffusion-x1l-base-1.0
Stable Diffusion XL Turbo stabilityai/sdxl-turbo

Stable Diffusion unCLIP stabilityai/stable-diffusion-2-1-unclip-small
Self-Attention Guidance pipelines/selfattentionguidance

aMUSEd amused/amused-512

Kandinsky 2.1 kandinsky-community/kandinsky-2-1-prior
Kandinsky 2.2 kandinsky-community/kandinsky-2-2-prior
Kandinsky 3 kandinsky-community/kandinsky-3

PixArt-« PixArt-alpha/PixArt-XL-2-1024-MS

C Additional Details on the D3 Dataset

As outlined in Section [] of the main paper, the standard training and test
splits of our D3 dataset comprise images from four state-of-the-art generators.
Additionally, we also collect an extended test set with images generated by 12
different diffusion-based models, including the four contained in the standard
training and test sets. The specific models and model names employed from the
diffusers libraryﬁ are reported in Table

Aspect ratios and sizes. The aspect ratios and sizes of the images generated
with the three Stable Diffusion models are subject to probabilistic sampling, with
a 0.5 probability assigned to 5122 and a 0.25 probability assigned to 640 x 480
and 640 x 360. When generating images with the DeepFloyd IF model, instead,
we only perform the first two steps of its pipeline, thus generating an image with
a size of 2562. Nevertheless, future works might still apply the upscaling modeﬂ
and obtain images with a size of 1024? starting from samples contained in D3.

Encoding. Encoding formats for the generated images are chosen by following
the distribution of image formats in LAION-400M [49]. As a consequence, we
encode roughly 91% of the generated images in JPEG format, and the remaining
9% with other formats (BMP, GIF, TIFF, PNG).

Negative prompts. To enhance the quality of generated content, we also em-
ploy negative prompts. These aim at decreasing the probability of generating
a specific subject or propriety. Notably, not all diffusion models accommodate
negative prompts as input. Consequently, we implement this technique across all
generators except for Stable Diffusion 1.4. A detailed list of the negative prompts
employed in the generation process is reported in Table [I5] During the gener-
ation of the dataset, we apply with a probability of 0.5 five randomly sampled
negative prompts.

8 https://huggingface.co/docs/diffusers
9 https://huggingface.co/stabilityai/stable-diffusion-x4-upscaler
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Prompt engineering. Moreover, prompt engineering techniques have been ap-
plied to improve the generation quality. In particular, we compose our prompts
by applying the following template:
“A [<std>] <photo type> of <prompt>, [<shot type>], [<lighting>
light], [<context>], [<lens> lens]”,
where <std>, <photo type>, <shot type>, <lightning>, <context> and
<lens> indicate modifiers which can be added to the prompt. Modifiers
between square brackets are op-
tional, and their presence in the Pt kitchen “m n ok
’ rint 5 g SE
prompt is sampled with a probabil- neWp d e %l gn Al gjl :
ity of 0.8. The specific modifiers are
then uniformly sampled from a list _ F
of possible modifiers for.each cate- “i50-"1. leaﬁ%”blue o)
gory. For a full reference, in Table[L6]
we report the complete list of mod-
ifiers for each category.

Qualitative samples. We show the g
word cloud distribution of LAION- w bagsleecelgh;"
400M prompts in Fig.[7} Finally, ad- SWOme n game [

ditional qualitative samples of the Fig. 7: Word cloud obtained from a random
D? dataset are reported in Fig. subset of LAION-400M.

For each record, we also report the
textual prompt from the LAION-400M dataset without including the prompt
engineering techniques previously described.

r1b]<

D Limitations and Societal Impact

Limitations. CoDE is an embedding space specifically tailored for deepfake de-
tection. However, it must be acknowledged that the model does not guarantee an
infallible classification of each input image as either real or counterfeit. Indeed,
as all other deepfake detection approaches, the model can potentially misclas-
sify images, resulting in both false positives and false negatives. Furthermore,
although CoDE has been evaluated across a spectrum of image generators, its
adaptability to new, unforeseen generators cannot be guaranteed. Future deep-
fakes may necessitate a fine-tuning of CoDE to maintain its efficacy.

Societal impact. Deepfakes pose a direct threat to the integrity of information,
undermining trust in digital media. Indeed, the ability to create indistinguish-
able fake content can reduce public confidence in visual evidence. Also, the use
of deepfakes to generate imagery without the consent of the individuals involved
constitutes a grave invasion of privacy and personal autonomy. Such manipula-
tions not only violate individual rights but also have the potential to catalyze
social discord and manipulate narratives related to public safety, either by prop-
agating unfounded alarms or by detracting from legitimate warnings. Preserving
the authenticity and integrity of digital content underscores the necessity of
implementing rapid inference systems, a point further highlighted in Table [6]
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Table 15: List of the negative prompts employed during the generation of the D?
dataset.

misshaped mutant deformed bad art

3d doll unreal engine unrealistic

cartoon cartoonish colorless computer graphic

watermark abstract low-resolution unreal

photoshop video game mutated mutation

cut off oversaturated

Table 16: List of prompt modifiers employed during the generation of the D® dataset.

Shot Type Lighting Context Lens Std Photo Type

POV ambient outdoor  telephoto  ultra detailed image

long shot sun studio EF 70mm  high quality

volumetric photorealistic

8k
S dramate

4k detail
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EpicStep Women's Lace Up Canvas Shoes Floral
Flowers Flat Fashion Sneakers

DF-F

SD-1.4 SD-2.1

SD-XL

Real

Soft top Jeep CJ5 convertible Vinyl 19551975

DF-F SD-1.4

—ez=

Photo of the Week Sunrise at Chincoteague
National Wildlife Refuge VA

SD-2.1 SD-XL

DF-IF

Real SD-1.4 SD-2.1 SD-XL

=
..
30017

Rhythm Colour 1938 Sonia Delaunay

DF-IF SD-1.4 SD-2.1 SD-XL

Real

Design Toscano Zen Garden Gnome Statue, 8 Inch,
Polyresin, Full Color

Real DF-IF SD-1.4 SD-2.1 SD-XL

Beef and Chorizo Chili

DF-IF SD-1.4 SD-2.1

Lego Architecture 21029 Buckingham Palace

DF-IF SD-1.4 SD-2.1 SD-XL

e

Zelfklevend Fotobehang Onweer Thunderstorm and
lightnings in night over a lake with reflaction

Real

Basket filled with wine and grapes on a beach next
to two glasses of white wine
DF-IF SD-1.4

SD-2.1 SD-XL

Real

Lemon water

DF-IF SD-1.4 SD-2.1 SD-XL

Daily Horoscope for Sagittarius for April 7, 2017

Real DF-IF SD-1.4 SD-2.1 SD-XL

Morning rays, Sydney Opera House Canvas Print

Real DF-IF SD-1.4 SD-2.1 SD-XL

Spectacular Chalet near Ski Area in Sankt Georgen
ob Murau

Real DF-IF SD-1.4 SD-2.1

The sun setting over a pier, the Gulf of Mexico

Real SD-1.4 SD-XL

SD-2.1

Owl on the branch in the santa claus hat and scarf
vector image

Fig. 8: Qualitative samples from the D?® dataset.
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