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 A B S T R A C T

Autonomous Agents (AAs) and Digital Twins (DTs) are two widely used abstractions in 
the literature about the engineering of ‘‘intelligent’’ Internet of Things (IoT) systems and 
applications. However, their role can be considered partially overlapping given the fragmented 
landscape of approaches emerging from the literature. There, in fact, either AAs or DTs, or 
their combination, are sometimes used for achieving the same goals. In this paper, we attempt 
to clarify similarities and differences of these abstractions and argue that the choice to use AAs 
or DTs (or an integration of the two) should stem from a principled analysis of the IoT system 
requirements. That is, by matching the desired intelligent functionalities with the properties of the 
two abstractions to find the most appropriate one. Accordingly, we (i) analyse the state-of-the-
art approaches to identify how AAs and DTs are currently used to encapsulate and distribute 
intelligent functionalities across IoT system components; (ii) propose a set of principles to assist 
designers in choosing the most suitable abstraction for a given functionality; and (iii) discuss 
exemplary architectures that may arise from applying such principles. To conceptually validate 
our contribution, we analyse the practical case of an intelligent manufacturing system and show 
how following the outlined principles leads to interesting properties in the final system design.

. Introduction

The Internet of Things (IoT) paved the way for a new breed of complex software systems that are (i) deeply intertwined with 
he physical world, (ii) made up of several ‘‘intelligent’’ subsystems distributed both conceptually, in terms of abstractions, and
hysically, in terms of deployments, and (iii) requiring an increasing amount of intelligent functionalities (e.g. prediction, adaptive 
ontrol, what-if simulation) for autonomous decision-making [1,2]. Such functionalities may rely on different information models, 
echniques, and technologies (e.g. numerical control software vs. machine learning models).
Autonomous Agents (AAs) and Digital Twins (DTs) are gaining increasing attention in the literature about the distribution of 

ntelligence in IoT systems and applications [3–5]. AAs encapsulate reasoning routines and decision-making criteria tailored to 
 given goal. Hence, they naturally lend themselves to implement the perception-action feedback loop typically required in the 
oT to realise the ‘‘actionable knowledge’’ paradigm [6]. DTs digitalise an entity of interest in the physical world to decouple 
pplications and services from the technical intricacies of interacting with such entities. Also, they may offer additional digital 
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functions (i.e. augmenting the behaviour of physical entities [7]). Thus, they both naturally fit the IoT context in bridging together 
the ‘‘cyber’’ and the ‘‘physical’’ parts of a system. Consequently, to date, several approaches and architectures have been proposed 
employing either one abstraction or the other, or even both combined [8–10], to enable distributed intelligence [1,11].

However, it is not always clear what the relationship between these abstractions is at both the architectural and technological 
level: namely, whether AAs and DTs are interchangeable, (partially) overlapping, alternatives, complementary, or anything else. 
Some works exploit exclusively AAs to encapsulate intelligent functionalities or even only to mediate access to resources [12,13]. 
Some others instead rely solely on DTs and put intelligent functions therein [14,15]. In those works that propose an integration, 
it happens in many different ad-hoc ways: for instance, with ‘‘multi-agent based DTs’’ to digitalise complex systems of the real 
world (such as a whole smart city [16,17]), or with AAs using DTs as a digital substrate to deal with interoperability [18]. As a 
consequence, we observe a problem called, in software engineering terms, fragmentation: the existence and proliferation of several 
solutions to the same problems, which have no clear relationships with each other (e.g. are they fundamentally different or simply 
exploit different technologies?), and that are conceived for specific applications. Therefore, they are typically hard to generalise and 
cause ‘‘reinventing the wheel’’ multiple times, virtually for any different application and/or deployment scenario.

In fact, as most of these approaches are proposed in the context of a specific application or intended goal, there is little 
interest in providing IoT systems and application engineers with general principles to guide their design choices regardless of the 
specific application domain and/or goal. We argue that this lack of clarity is problematic for the broader IoT community, as it 
leads to a variety of approaches that may tackle similar problems with different solutions, keeping closed vertical silos between 
partially overlapping communities. Additionally, resorting to custom integrations between AAs and DTs may hinder the development, 
maintenance, and evolution of interconnected systems developed independently.

To provide a starting common ground for these integrated approaches to emerge, and create bridges between the AAs and DTs 
communities, in this paper we attempt to sort this lack of clarity out from a software engineering standpoint. That is, we adopt the 
perspective of the designer of an IoT system or application that wants to understand how to distribute intelligence across system 
components  while employing AAs and DTs. The motivation to adopt such a standpoint lies in the increasingly prominent role that 
software abstractions, paradigms, and architectures have in IoT systems engineering [19,20]. For doing so, we suggest that the choice 
to use either one, the other, or a combination of the two abstractions should stem from a principled analysis of the requirements of 
the desired functionalities of the intelligent IoT system. Furthermore, based on general-purpose, domain- and technology-agnostic 
design principles, we discuss exemplary IoT micro-architectures that may arise depending on the system at hand. Such architectures, 
although different, are not in contrast with one another, nor are they intended to be ‘‘reference’’ architectures for a given domain. 
On the contrary, we shift the focus to the principles motivating why a given architecture, or a combination thereof, can be suited 
for a specific use case.

Accordingly, our contribution unfolds as follows:

• we analyse the literature about using AAs or DTs for the engineering of intelligent IoT systems, to derive common intelligent 
functionalities in a bottom-up fashion— to avoid the endless debate of defining intelligence in the first place;

• we propose a set of design principles (revolving around the fundamental software engineering principle of separation of 
concerns) to assist designers in choosing the most suitable abstraction for a given functionality, by analysing its requirements 
in an application-, domain-, and technology-agnostic way;

• we discuss exemplary micro-architectures (𝜇-arch, for short) that may arise from the application of such principles, both in 
general and for specific edge cases;

• we conceptually validate how such principles and 𝜇-archs can assist designers in deriving an adequate conceptual architecture 
for their intelligent functionalities at hand, in the practical case of an intelligent manufacturing application.

The rest of the paper is thus organised as follows: Section 2 recalls the basics of AAs and DTs, and surveys their utilisation in the 
domain of the IoT; Section 3 presents the design principles we propose, illustrating how they help in choosing AAs or DTs for a given 
functionality, and discussing how AAs and DTs can be used as complementary architectural abstractions; Section 4 conceptually 
validates the proposal following the analysis of a practical case study using the aforementioned principles and architectural choices; 
Section 5 enumerates several open challenges to be dealt with for the effective integration of AAs and DTs in the engineering of 
intelligent IoT Systems; finally, Section 6 wraps up with the concluding remarks.

2. Autonomous agents and Digital Twins in the IoT

In this section, we frame our proposal in the context of Distributed Intelligence (DI), with particular reference to the IoT domain. 
To do so, we recall the definitions and main characteristics of AAs and DTs, and observe how these abstractions are used to bring 
intelligence within IoT systems through an analysis of the literature. Doing so serves to identify the typical intelligent functionalities 
that are considered in the literature (e.g. prediction, time series forecast, fault diagnosis, etc.), to better frame the heterogeneity of 
intelligent subsystems that exist in IoT systems.
2



Internet of Things 31 (2025) 101560S. Burattini et al.
2.1. Distribution of Intelligence in the iot

The area of Distributed Intelligence (DI) [21–23] broadly addresses the challenges of both (i) combining different AI approaches 
to process data streams, perform reasoning, and automate decision-making, and (ii) distributing them across the Computing 
Continuum [24] within an IoT system. The latter challenge includes both physical distribution (i.e. on which processing device 
the software is going to be deployed) and conceptual distribution (i.e. which logical component of the system will be assigned the 
responsibility for a certain intelligent function). Physical distribution is often driven by computational requirements such as latency 
and computational power. In fact, the concept of Computing Continuum emerged from the need of stratification of IoT systems’ 
infrastructure [25]. A recent survey [11] frames the efforts to deploy intelligence in this Computing Continuum.

Our focus shifts to the conceptual distribution, a more nuanced issue due to the lack of equally strong guiding principles or 
constraints. In this context, engineers and developers must rely on best practices or general principles of software engineering, 
such as separation of concerns, loose coupling, and high cohesion, among others [26]. A significant challenge here is how to
encapsulate intelligent functionalities into reusable software components that can (i) monitor the system and infer situations, (ii)
act autonomously and efficiently, and (iii) accurately encapsulate the decision-making criteria leading from acquired information (as 
perceived from the IoT system) to action plans. Given that these functionalities may depend on various information sources, can be 
implemented with different algorithms (ranging from machine learning and reinforcement learning to logical inference), and can 
be provided in numerous ways today, it is essential to identify clear guiding principles and first-class abstractions that IoT system 
designers can use to effectively build and distribute intelligence. Then, suitable architectures and methodologies can be derived, 
flexible enough to adapt to the different specificities of any application scenario. As AAs and DTs are increasingly recognised in the 
literature as reference conceptual tools to encapsulate and distribute intelligence across an IoT system [17,27,28], we will frame 
our proposal around these two abstractions.

2.2. Autonomous agents

Autonomous (software) agents (AAs) can be concisely defined as computational entities that encapsulate the criteria for 
undertaking decision-making (autonomy) toward the achievement of a given goal. They do so based on available information 
regarding the external context they can perceive and act upon—they are situated in their environment. The concept gained popularity 
in the early 1990s [29] and became central in Artificial Intelligence as the main abstraction adopted to engineer intelligent and 
adaptive software systems [30–32].

Common architectures for implementing software agents reported in the literature include planning, logical, and learning 
agents [33–35]. These architectures share the ability to reason based on a set of environmental perceptions. To achieve their tasks 
they can also seamlessly cooperate with other agents in a Multi-Agent System (MAS) [36], where interaction among agents with 
direct or indirect communication is key to providing the overall intelligent functionalities they are designed for. It also helps to break 
down a complex system into individual components. For these reasons the architecture of an AA is usually focussed on supporting 
the AA reasoning and decision making workflow efficiently, and on providing to the programmer the right set of abstractions at the 
right level of abstraction for the human mind, regardless of infrastructural aspects. For instance, a common architecture that has 
shown to be extremely powerful in representing heterogeneous kinds of reasoning is the cognitive architecture [37]. There, the AA 
is able to integrate, to some extent, control-driven behaviours explicitly programmed with data-driven ones acquired via machine 
learning techniques. For an overview of the kind of AA architectures the interested reader is forwarded to Ref. [38]. In principle, 
the architecture of an AA only imposes minimal requirements on the underlying execution infrastructure, and should enable the 
definition of modular components (the AAs themselves) that are focussed on carry out a given goal (or only a few related ones at 
most). It has been shown in fact that better than letting an AA complexity grow out of hand uncontrollably, a MAS is usually to be 
preferred to decompose the problem to be dealt with in ‘‘smaller’’ problems of more manageable complexity [39].

Agents and MAS have thus been widely used in many domains primarily as a context-aware model and technology to encapsulate 
intelligent behaviour in distributed and reusable software components. This includes the IoT domain, that is a good fit for agents’ 
situated decision-making abilities [3,40]: sensors and actuators provide the means to perceive and affect the real world (a physical 
environment), while agents encapsulate the system’s goals and the reasoning processes needed to bring the system in the desired 
state of affairs—by closing the feedback loop between sensing and acting. From a distributed system perspective, MAS improves 
IoT by addressing autonomy and heterogeneity, enabling device and data discovery through semantic service descriptions, fostering 
trust through reputation and incentives, and facilitating collective intelligence [41].

Looking at the specific literature that exploits AAs (and MAS) in the IoT, the following emerge as the main intelligent 
functionalities they encapsulate (summarised in Table  1).

• Logic inference [42,43],[45], broadly intended as the task of executing well-defined reasoning steps to synthesise novel 
information or action plans [44], based on some logic formalism (e.g. first-order logic).

• Adaptive control [12,13,46],[44,47,48], that is, the ability to quickly react to (possibly) unexpected events to reconfigure the 
system itself, either to provide the same functionalities despite the disruption or to opportunistically improve its functionalities 
given the chance (e.g. elastically scale up when new computational resources are made available [41]).

• Learning of control policies [49,50],[51–54] from available information and execution context to adapt to dynamic operational 
environments. Reinforcement learning [57] agents are a notable example of gaining more traction and success stories, but not 
necessarily the only form of learning that can be used. Unlike adaptive control, here the adaptation is learnt in a data-driven 
way, not programmed.
3
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Table 1
Selection of literature on AAs exploitation in IoT for delivering different intelligent functionalities.
 Intelligent 
functionality

Representative papers Notes  

 Logic inference [42–45] Works applying logic-based approaches 
in IoT systems to improve explainability 
and deductive reasoning of the system 
components.

 

 Adaptive control [12,13,44,46–48] Works showcasing the effectiveness of 
adaptive behaviour of agents in IoT 
settings, highlighting properties such as 
context- and self-awareness as well as 
planning for dynamic reconfiguration.

 

 Learning of control 
policies

[49–54] Works showcasing applied scenarios of 
Multi-Agent Reinforcement Learning and 
Deep Reinforcement Learning to learn 
cooperation policies.

 

 Simulation [44,55,56] Works describing simulations of IoT 
scenarios performed with a multi-agent 
based model to simulate the interactions 
between autonomous components.

 

• Simulation [55,56],[44] of complex processes that require sophisticated modelling or multiple interacting entities (as in 
Multiagent-based Simulation). Here, agents are usually used to encapsulate the expert domain knowledge and interaction 
patterns required to truthfully represent and reproduce the properties and behaviour of the simulated system, and allow 
manipulation of it in a virtual environment.

2.3. Digital Twins

Digital Twins (DTs), initially introduced in the 2010s within the context of product lifecycle management to enhance tracking in 
manufacturing settings, have significantly evolved. Originally focused on improving monitoring and decision-making in industrial 
domains, DTs have expanded their scope in recent years, driven by advances in key technologies such as the Internet of Things 
(IoT), machine learning, cloud and edge computing, and big data analytics [58]. The rapid development of DTs is a concern in 
different communities, as the concept may (possibly partially) overlap with existing methods and tools [59]. Nevertheless, its large-
scale adoption is proving effective in delivering the idea of enhancing very different application domains through the creation of 
comprehensive software models of the physical world [60]. As the concept of DT is in continuous evolution and may be very different 
depending on the research communities and application domains, for the scope of this paper, we adopt the following DT definition 
taken from [7]:

A DT is a comprehensive software representation of an individual physical object. It includes the properties, conditions, and 
behaviour (s) of the real-life object through models and data. A DT is a set of realistic models that can simulate the behaviour 
of an object in the deployed environment. The DT represents and reflects its physical twin and remains its virtual counterpart 
throughout the entire lifecycle of the object.

This definition highlights the functional role that DTs have in an IoT system. DTs serve as essential tools to bridge the gap 
between physical assets and cyberspace, digitalise the state of the real system, and enable continuous monitoring, analysis, and 
optimisation. This interaction is inherently bidirectional, allowing DTs to not only observe but also control and interact with their 
physical counterpart [7,18,61].

DTs are rapidly transcending their industrial origins, emerging as a universal framework for bridging the physical and 
digital worlds [60,62]. They offer robust conceptual and technological foundations for digitalising strategic physical assets within 
organisations, including products, machines, buildings, users, and operational processes. Simultaneously, the widespread adoption 
of IoT technologies and standards is broadening the applicability of DTs, enabling their integration beyond traditional vertical 
applications into comprehensive enterprise ecosystems. A key driver behind this surge in interest lies in the symbiotic relationship 
between IoT and DTs. On the one hand, IoT technologies are fundamental in enabling the existence of DTs [63], since ‘‘things’’ 
must connect seamlessly with software components to form synchronised digital counterparts. On the other hand, DTs significantly 
enhance the capabilities of IoT devices by expanding the range of functions and behaviours they can deliver [64]. This is evidenced 
by the increasing focus of standardisation bodies [65–67] and the active participation of various consortiums in the definition of 
the frameworks and guidelines that will shape the future of DT ecosystems.

Looking forward, these advancements point toward a future characterised by the pervasive transformation of the physical 
world into software-driven ecosystems [68]. This vision entails highly dynamic, interconnected, and interoperable DTs spanning 
various application domains and functioning seamlessly across different network layers, from cloud infrastructures to edge 
environments [69,70]. Such ecosystems promise unprecedented capabilities for monitoring, analysis, and control, redefining how 
physical assets interact with the digital realm.
4
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Table 2
Selection of literature on DTs exploitation in IoT for delivering different intelligent functionalities.
 Intelligent 
functionality

Representative papers Notes  

 Prediction and 
learning

[15,76–82] Prediction of future states of a PA is one 
of the most common intelligent 
functionalities delivered by DTs, 
together with simulation (see below). 
Such predictions are increasingly 
delivered via data-driven, machine 
learning techniques.

 

 Inference [83–86] DTs are also used to synthesise novel 
information either based on historical 
data gathered about the PA, or by 
aggregating the data of multiple PAs 
that are so tightly coupled in the 
physical world to be worth digitalising 
them altogether with a single DT.

 

 Simulation [14,85,87–92] Simulation of alternate configurations or 
working conditions for a given PA is 
another typical application of DTs.

 

While DTs are emerging as a reference approach for bridging the physical and digital worlds, alternative approaches are also 
available. For example, the Asset Administration Shell (AAS) in the industrial domain offers a standardised digital representation 
of assets, focussing on information management and integration. However, unlike DTs, the AAS is less concerned with models, 
behaviours, and the creation of digital replicas with augmented or potentially intelligent capabilities. Nevertheless, AAS and DTs 
can collaborate to take advantage of the benefits of digitalisation, modelling capabilities, and lifecycle synchronisation [71]. Another 
example is in the networking domain, where softwarization enabled flexible infrastructure management, yet the community is 
increasingly adopting DTs to address the growing complexity of interconnected and distributed network systems [72]. DTs go 
beyond traditional software solutions by providing unified, interoperable layers that seamlessly integrate into larger cyber–physical 
ecosystems.

While domain-specific software solutions can simplify interactions with physical systems, they often introduce increased architec-
tural complexity and limited interoperability. This makes them less scalable and adaptable across diverse systems, particularly when 
considering the challenges and intricacies of structured and distributed cyber–physical systems. In contrast, DTs offer a distinctive 
advantage by providing a unified cyber–physical layer that decouples physical complexity from digital operations. This approach 
allows bringing intelligence closer to the point where data are generated and acted upon, fostering collaboration across domains 
and organisations while mitigating the risk of fragmented, domain-specific solutions [73,74].

Another concept closely related to that of DT, that somewhat extends it, has been proposed in [75] in the form of a Digital Triad: 
a lifecycle twin is added to the digital and physical twins. The goal of this new component is that of encapsulating the ‘‘engineering 
design knowledge’’ (quoting from the cited paper) necessary to evolve the other two models in a way that is (quoting again) ‘‘tailored 
to a specific application of digital manufacturing’’ and ‘‘customized based on the functional requirements of digital manufacturing’’. 
Although this addition goes in the direction of encapsulating intelligence and decision making into DTs, we argue (especially in 
Section 3) that it appears to reinvent the wheel with respect to the advances happened in AAs and multi-agent systems research in 
the last decades—as introduced in Section 2.2. Thus, in contrast, we propose to re-use AAs to distribute intelligent functionalities 
among them and DTs, while also providing specific design guidelines for doing so, in a way that is ‘‘customized based on the 
functional requirements of digital manufacturing’’—hence, in line with the view put forward in [75].

Among the key properties that are considered for DTs in IoT [7] there are: (i) representativeness, referring to the degree to which 
a DT accurately reflects its physical counterpart in terms of properties, actions, events, and relationships; (ii) contextualisation, that 
entails selecting and representing only the relevant features, properties, and information of the PA that are essential for achieving 
the intended purpose (digitalising the PA); (iii) augmentation, as the possibility of introducing new software functionalities into the 
DT that would not necessarily have been supported directly by the PA; and (iv) servitisation, putting the focus on functionalities that 
are offered by the DT as-a-service for consumer applications.

The use of DTs now extends beyond manufacturing to encompass several domains such as smart buildings [93], agriculture [94], 
and healthcare [95], all with the common denominator of making extensive usage of IoT deployments as key enabler. There, DTs 
have been used mostly to encapsulate the following intelligent functionalities (summarised by Table  2).

• Prediction [15,76–79],[80–82], that is, predicting future states or behaviours for the PA of the IoT infrastructure digitalised by 
the DT. Such a prediction happens not only through accurate modelling of the PA dynamics but also in a data-driven way via
machine learning.

• Inference [83,84],[85,86], that is, deriving novel or hidden information from the analysis and/or aggregation of existing one. 
Contrary to the case of AAs’ logic, symbolic inference, DTs deliver inference via data-driven methods, mostly.

• Simulation [14,87–90],[85,91,92] of alternate configurations, inputs, outputs, or working conditions for the PAs associated 
with DTs. Simulation is often used for what-if analysis of the IoT system behaviour and fault diagnosis.
5
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Table 3
Mapping of design principles to the target use case and broad categories of intelligent functionalities (Specif. = Specificity, Abst. = Abstraction, n.a. = not 
applicable, pure digitalisation function).
 Overall objective Functionalities Kind Specif. Scoping Timing Abst. 𝜇-arch 
 Energy
monitoring

Data collection n.a. General Local Explicit DT
E

 
 Anomaly

Detection
Inference/
Prediction

General Local Explicit DT  

 Corrective
Reaction

Inference/
Planning

Specific Local Implicit Agent  

 Intelligent
coordination

Activity
Monitoring

Inference/
Prediction

General Local Explicit DT
A

 

 Dynamic
Planning

Planning Specific Global Explicit Agent  

 Task
Delegation

n.a. General Local Implicit DT  

 Production
optimisation

Decision-making Inference Specific Global Explicit Agent
A

 
 Process

Monitoring
Inference General Global Explicit DT  

 Task
Delegation

n.a. General Local Implicit DT  

2.4. Synergistic usage of AAs and DTs

AAs and DTs are not only used separately to deliver intelligent functionalities in a mutually exclusive way, or as alternative 
solutions to overlapping requirements. Their synergistic usage is already seen in the available literature, especially in industrial 
deployments. Here, we briefly report recent surveys that highlight the rich intersection of these research areas. 

The contamination of AAs in DTs is mostly related to the need to adopt a variety of artificial intelligence techniques in IoT 
applications, both to enhance the modelling capabilities of complex assets and to implement automatic controls. Minerva et al. 
present a classification of DTs in relation to the level of intelligent behaviour the DT exhibits [96]. They identify the ultimate level 
of intelligent DT as a proactive (or autonomic) DT, capable of enacting autonomous behaviour based on the physical counterpart’s 
current or future context. This has a clear link with AAs, that are primarily used to model and encapsulate autonomous and intelligent 
behaviour in software systems.

Authors of [17] deliver a systematic literature review considering both MAS to create DTs and MAS to exploit DTs. Table  2 therein 
highlights how manufacturing is the main use case for synergistic AAs and DTs usage. This suggests that Industry 4.0 enabled by 
IoT technologies is a driving force for AAs and DTs applications. Furthermore, Table  3 therein emphasises that 73% of the surveyed 
papers do not disclose the AAs and DTs development framework and that almost 8% propose their own (second largest percentage 
behind a ‘‘team’’ of 4 agent-oriented development frameworks). This suggests a great fragmentation of uncoordinated proposals, 
generating ‘‘reinvention of the wheel’’, especially with respect to the integration of AAs and DTs.

The survey in [97], instead, has its main focus on DTs considering whether and how AAs (especially MAS) are used to complement 
the functionalities of DTs. Of particular relevance for the present article is Fig.  5 therein, which reports the vision of an ‘‘Intelligent 
Product’’ (IP) from the literature. Such IP fosters the synergistic usage of DTs and AAs. DTs help create an ‘‘intelligent being’’, whereas 
AAs augment it with an ‘‘intelligent agent’’ to make it an IP. The ARTI reference architecture is inspired by these concepts, and it 
has been among the first architectures proposed to consider the combined usage of AAs and DTs (and the most widely adopted). 
Finally, it is relevant that also here manufacturing and IoT emerge as the main application domains for the integrated usage of AAs 
and DTs.

The last survey we mention is [98], where the focus is on a one-way integration of AAs and DTs: AAs supporting DTs 
implementation. A practical example of such an integration is given in [9], where AAs are used to create a complex DT endowed 
with ‘‘intelligent’’ functionalities (e.g. prediction). An interesting takeaway that the authors of [98] get from the surveyed literature 
is that a main driving force behind this specific integration is exactly endowment of DTs with AA properties. In Section 3 we will 
see how this need is captured by our principles and proposed micro-architectures for AAs and DTs integration.

Providing the complete overview of all the available AAs and DTs-based architectures for IoT scenarios is out of the scope of 
this paper—the interested reader is referred to these surveys. However, it may be beneficial for the reader to report some selected 
examples.  In [99], for instance, an AA is used to aggregate information from different DTs in a manufacturing scenario, to predict 
faults in machinery and (re-)optimise production scheduling.  Another example in manufacturing is in [100]. There DTs are used 
mainly as an abstraction layer over the whole manufacturing system, providing a uniform access layer to AAs. AAs are used mainly 
to support automatic feedback control (digital to physical) and communication and coordination between robot AAs, task AAs, and 
workstation AAs.  In [16], instead, AAs are used to build the complex DT of a whole city. 

It is also worth noting that there may be literature, such as Ref. [75], where the term ‘‘autonomous agent’’ does not appear, but 
whose proposal is well aligned with the literature about AAs. For instance, in the mentioned paper, a Digital Triad is proposed as 
an advancement beyond DTs, where design knowledge and application-specific intelligence is encapsulated in a very similar way 
to AAs. Surveying all of this ‘‘submerged’’ literature is a complex task given that terminology likely do not match. However, we 
hope that our contribution can promote cross-fertilisation with these related research efforts, in a joint effort to avoid reinventing 
the wheel—our main motivation for sticking to AAs instead of introducing brand new concepts into DTs.
6
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Fig. 1. ‘‘Coverage’’ of intelligent functionalities by AAs and DTs, as stemming from the related literature. As advocated in this paper, AAs and DTs appear as 
complementary abstractions.

2.5. Intelligent functionalities for AAs and DTs

The literature on distributing intelligence in IoT discussed in previous sections reports on several intelligent functionalities for 
which AA and DTs are being actively used by system designers. We summarise and categorise them here regardless of the specific 
task they accomplish (e.g. time series forecasting vs. fault prediction) and of the specific technique adopted (e.g. regression, SVM, 
etc.), but focussing on the kind of intelligent function they deliver. This categorisation is useful first of all in defining what we can 
consider, for the scope of this paper, ‘‘intelligence’’ in a practical, bottom-up way, stemming from related works in the area without 
getting trapped in philosophical arguments. Then, it is also useful to establish the coverage of such functionalities by AAs and DTs, 
as shown in Fig.  1, which already suggests that they can be used synergistically to deliver the full spectrum of such intelligence. 

• Prediction, there including time series forecasting, recommendations, namely any form of reasoning meant to ‘‘guess’’ new 
information based on past and current knowledge. In the IoT, common prediction targets are machinery failures, stock levels, 
resource use, and system states.

• Simulation, encompassing any form of reasoning by hypothesising different states, in the past, present, or future. ‘‘What-if’’-
like analysis falls into this category. In the IoT, it is common to simulate the future states of individual things, for example, 
to improve the design of a product or a production pipeline. However, complete systems can also be simulated with an added 
degree of complexity.

• Planning, that includes any form of synthesis, and practical reasoning [101], which is meant to figure out how to achieve 
some practical effect (on the target system) by properly sequencing available actions. Planning to achieve a given system 
configuration is common in the IoT, as well as planning to reconfigure after some disruptions.

• Inference, within which we include both epistemic reasoning [102], that is, synthesising novel information from known data, 
or data-driven inference such as pattern recognition and classification. This is perhaps the most common form of intelligence 
used in IoT, as even simple monitoring and control applications usually infer situations by aggregating different data coming 
from distributed sources of information. In addition, fault detection and diagnosis can be gathered in this category.

• Adaptation instead gathers all the intelligent functionalities aimed at enabling the system to adapt to unforeseen situations 
that had not been explicitly managed at design time. As in the previous category, this one is quite broad and includes several 
heterogeneous approaches, ranging from engineered adaptation (e.g. the MAPE-K loop [103]) to learning-based methods (e.g. 
evolutionary approaches [104]).

• Finally, we highlight the role of Learning, which despite not usually being the primary goal for a functionality, is a valuable 
tool to implement some of the ones highlighted above and still poses important requirements on the architecture of a system 
that wishes to support any form of learning process in one of its components. That includes statistical machine learning, 
reinforcement learning, and causal structure learning [37,105–107]. In this category, we group the functionalities that aim 
to make the system, or one of its components, learn to do something. In IoT, the most common form of learning employs 
statistical machine learning to create prediction models, for example.

The next Section refers to these categories of intelligent functionalities to illustrate why and how to use the design principles 
proposed therein.

3. Principles and architectural perspective

Given the current interpretation and use of the AA and DT abstractions in the literature, it is apparent that both AAs and DTs 
can be used to encapsulate some form of intelligence. Thus, an open engineering question involving both research communities 
is: are AAs and DTs different ways to achieve essentially the same thing? Are they (possibly partially) overlapping? Or are they 
complementary?
7
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In this section, we argue for the latter. We object that existing approaches often blur the boundaries between the responsibilities of 
AAs and DTs creating confusion by trying to fit everything within the same abstraction (be it an AA, a DT, or any other unprincipled
ad-hoc combination of the two abstractions). The direct cause for this is that the AA and DT abstractions are not associated with 
clear roles within the architecture of an IoT system, hence they do not help produce modular and reusable designs that can then 
be implemented across application domains. This generates several competing architectural models all trying to address similar 
problems and thus overlapping with existing solutions, leading to fragmentation and confusion for researchers and practitioners 
seeking the ‘‘best’’ design for their specific problem at hand.

In an attempt to remedy this, we first identify a set of principles to assist system designers in the analysis of the functional 
requirements of their intelligent IoT system at hand (Section 3.1), then frame AAs and DTs as the two abstractions perfectly adhering 
to such principles, complementarily (Section 3.2). Finally, we propose AAs and DTs as the basic building blocks that designers can 
use and compose to create their application-specific software architectures (Section 3.3).

3.1. Design principles

We take our move from the quite abstract software engineering criterion of separation of concerns given in [8], expanding and 
refining it along three dimensions to make it more practically useful: specificity, scope, and time. These are meant to be used to analyse 
the requirements posed by the intelligent functionalities summarised in Section 2.5. We anticipate that it is likely that neither of 
these dimensions alone is sufficient to determine univocally which abstraction is best suited for a given functionality. Instead, we 
argue that they all need to be taken into consideration together when approaching the design of an intelligent IoT system.

The reason to ground our principles in a software engineering standpoint, that is, from the perspective of the software designer of 
an IoT system or application, is that IoT systems are increasingly no longer ‘‘mostly hardware’’ ones, with interconnected devices that 
simply exchange data. Instead, they are increasingly becoming complex cyberphysical systems where software plays a prominent 
role, especially regarding endowing intelligence into devices (hence into the system). There, thus, proper engineering of the software 
layer of the overall IoT deployment is crucial to guarantee both functional and non-functional properties. Not by chance, the 
publications discussed in Section 2 deal mostly with software engineering, architectures, and design. 

3.1.1. Specificity
The first principle we propose is what we call specificity, whose spectrum is depicted in Fig.  2, and is defined informally as

‘‘how much a given (intelligent) functionality is specifically serving a given application goal (at one end of a spectrum), rather 
than being generally exploitable by multiple goals and potentially across application scenarios (at the other end).’’

With this, we want to help IoT systems and application designers to distinguish between (i) those features that are strictly tied to 
the achievement of a specific application goal, and (ii) those that may instead be generically useful to pursue multiple goals and build 
other intelligent functionalities and/or applications on top. This is especially important for designing highly modular systems.

In IoT systems, for instance, a widespread general-purpose functionality concerns the digitalisation of Physical Assets (PAs) to 
enable intelligent functionalities such as prediction of that assets’ future states, and simulation of alternate states. Functionalities 
like these can be considered to be not tied to the application goals, but to the general services offered by the IoT platform, in an open 
systems, ‘‘as-a-service’’ perspective [18]. In contrast, functionalities such as fault diagnosis or inference of specific information may 
be relevant only in the context of the application domain or goal. Another example would be the implementation of adaptive control 
policies and decision-making strategies: these are likely to be specialised for the system at hand, as they encode the requirements 
and goals set by stakeholders.

However, each specific instance of these categories of intelligent functionalities devised out in Section 2.5 must be carefully 
examined by the system designer in light of this (and the other) principle(s), as there can be no ‘‘rule of thumb’’ generally applicable 
to every application domain and goal. Also, generally speaking, there may be edge cases that may feel ‘‘in violation’’ of our proposed 
principles but are actually not. For instance, it may be the case that an application goal coincides with the digitalisation of an asset for 
prediction purposes. This case should not be interpreted as ‘‘wrong’’ because it defines a prediction function as application-specific. 
On the contrary, the specificity principle, in this specific case, cannot guide designers’ choice alone. This is one reason to propose 
more, complementary principles, that better capture the different nuances of complex systems and applications—not by chance the 
edge case described is quite simple.

Fig. 2. The spectrum of specificity : from intelligent functionalities specific to an application goal to general-purpose services.
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Fig. 3. The spectrum of scoping : from intelligent functionalities requiring knowledge of the whole system, to those confined to individual assets.

3.1.2. Scoping
The second principle we propose, we call scoping, is defined as follows:

‘‘to what extent a given (intelligent) functionality requires data from the whole system (at one end of a spectrum) or a single 
individual entity of interest (at the other end) to deliver its results’’

With this, we want to help IoT systems and applications designers distinguish between (i) the features that require data, inputs, 
and interactions with multiple entities of interest in the system at hand (up to global information, synthesised at the system level), 
and (ii) the features that instead require only considering a single asset (the extreme case of local information). Fig.  3 depicts this 
spectrum.

In any IoT system, due to its inherent connection with the physical world, there are software components whose main function 
is coupled with PAs, which set boundaries to the scope within which intelligent functionalities operate. For example, by collecting 
local information only (e.g. prediction of the future states of specific machinery, not others). Conversely, many other functionalities 
may require a broader scope that goes well beyond such local boundaries. If we take as an example the domain of a smart home, we 
can have software components that mirror, and grant access to, the individual devices (e.g. for remote monitoring and control), but 
also adaptive control routines spanning multiple devices or even multiple rooms to orchestrate a coordinated action (e.g. preparing 
for the comeback of an inhabitant by activating the A/C, unlocking the doors, raising the curtains, etc.). Accordingly, with the 
scoping principle, we suggest that system designers consider where the knowledge and data required to accomplish the intelligent 
function come from, as well as which entities will be subject to its effects.

It should be noted that the individual and global scopes are the two extremes of the spectrum depicted in Fig.  3. Functionalities may 
require data from multiple entities, but such entities may be confined in a limited space, for instance geographically, or network-
wise. Or, it could be the case that data is required from different and distant entities that are anyway somehow easy to access 
together—think of overlay networks. In this case, the proposed principle is still useful to guide design choices, as it forces designers 
to clarify and sort out why and how they deem the scope to be worth defining global or local (or even individual).

3.1.3. Timing
The third (and last, for the time being) principle we propose is what we call timing, which we define informally as

‘‘how much a given functionality relies on any one notion of time (e.g. physical or logical) to be either explicitly (i.e.
time-aware) or implicitly (i.e. time-situated) available’’

By ‘‘time-aware’’, we mean that the functionality requires access to time-related information, either to make it directly observable 
to consumers of such functionality or to work properly. For instance, time series forecasting (a form of prediction) needs an explicit 
representation of time to be available, hence it is time-aware. By ‘‘time-situated’’, instead, we mean that the functionality has some 
dependency on any one notion of time, but such dependency need not be explicitly captured and managed. For instance, real-time 
monitoring and control of an asset surely depend on time, but such a dependency need not be modelled to deliver the functionality. 
Simply, its existence suffices for the functionality to work properly. There are also some other cases where time does not matter 
from the designer’s standpoint, as time is not an issue when implementing the functionality—e.g., sending commands to an actuator 
device. This whole spectrum is depicted in Fig.  4.

Of course, placing intelligent functionalities within this spectrum cannot be a precise operation, as with the other principles. 
But some general considerations about the categories of intelligent functionalities devised in Section 2.5 can and should be made 
to aid system designers. For example, prediction, simulation, and diagnosis are likely to require time awareness. How far into the 

Fig. 4. The spectrum of timing : from intelligent functionalities requiring explicit modelling of physical or logical time, to those that do not care.
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Fig. 5. Exemplary intelligent functionalities placed within the spectrum of our design principles. AAs and DTs are clustering those functionalities that they better 
match with, according to such principles.

future should an event or state of interest be predicted? How long into the future should a simulation extend? Conversely, when 
did a chain of faults lead to the present faulty situation? Other functionalities, such as inference, learning, and adaptation, may 
be less demanding and simply be time-situated. Of course adaptation actions are based on some events that happened, or on some 
predicted future state, and need to be carried out in the future, but possibly they do not require an explicit representation of time 
to work properly as simply their sequential ordering is sufficient to eventually react accordingly.

3.2. AAs and DTs as first-class abstractions

In the previous subsection, we propose our design principles guided by the intelligent functionalities that are described in the 
related literature discussed in Section 2. Now we match such principles against AAs and DTs, to conceptually assess which abstraction 
is best suited for which end of the spectrum described above for a given principle. Fig.  5 shows the exemplary functionalities and 
how they are better encapsulated by AAs or DTs according to our principles.

Let us start by considering how AAs and DTs have been used in the specificity design principle. AAs, being by definition goal-
driven entities, are usually exploited to encapsulate intelligent functionalities that are strictly related to the problem to solve, hence 
to the domain and objectives of the application [108]. DTs, instead, are usually exploited with the scope of digitalising assets to 
provide data-oriented services to consumer applications, servitisation being one of their core characteristics [109]. The principle of 
specificity, thus, would encourage designers to encapsulate intelligent functionalities closely matching application goals in AAs, and, 
complementarily, to model general-purpose services as DTs instead.

Consider now the scoping design principle. AAs are not tied to any particular source of information in achieving their goals. 
Although part of the definition of AA includes a relationship with the notion of an environment in which AAs are situated [29], AAs 
are not limited in any particular way to any given ‘‘object’’ in such an environment. In other words, the application environment 
(physical or digital) in its entirety is a source of information that AAs can perceive and (possibly) affect—their global scope. DTs, 
instead, are specifically defined as being coupled with the individual asset in the physical world that they are digitally representing 
(their physical twin). It is thus natural to give DTs a local scope, limited to the information available from this physical asset. Note 
that we deliberately choose the term ‘‘scoping’’ instead of, for instance, ‘‘locality’’, to avoid the misunderstanding that such design 
principle is inherently tied with some notion of space, such as in a geographical sense or limited by a physical size boundary under 
which something can be considered local or not.

Finally, let us position AAs and DTs with respect to the timing design principle. AAs do not include any explicit notion of time in 
their definition. The situatedness feature already mentioned includes the temporal dimension but does not prescribe agents to capture 
and model time-related aspects. Hence AAs are time-situated entities, naturally. DTs, complementarily, are specifically requested to 
keep in synch their related PA to provide an updated digital representation in a timely manner. This implies explicitly capturing 
the time at which events in the PA happened, and modelling the temporal evolution of the PAs. DTs are thus naturally time-aware.

Summarising the above considerations, AAs and DTs can be described as playing the following roles in the design of distributed 
intelligent functionalities in IoT systems and applications:

• AAs are the components of the IoT system that encapsulate the system/application goals, hence are aware of such specific 
goals and strive to achieve them by autonomously deciding whose other entity to interact in the whole application domain. 
AAs are also not particularly tied to any specific notion of time.
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• DTs, instead, model and encapsulate properties, behaviours, and functions of specific portions of the IoT system or application 
domain, therefore are inherently bound to specific assets, to provide general-purpose services to other components or directly 
to the application. Due to such modelling, DTs must at least account for the specific notion of time relevant to the modelled 
asset.

We emphasise that these definitions are not meant to set crisp boundaries amongst AAs and DTs in any possible use case and scenario. 
Consequently, there is a degree of flexibility in how these definitions can be interpreted to distribute responsibilities across different 
components. However, having well-defined criteria that dictate how to exploit AAs and DTs as complementary abstractions helps 
to identify responsibilities in the design of an IoT system willing to fully leverage distributed intelligence.

To better illustrate this flexibility, the next subsection describes some architectural solutions that can arise from these design 
principles to deliver different intelligent functionalities in the IoT. Furthermore, Section 4 discusses a practical case study, applying 
the principles to analyse the system requirements.

3.3. From ‘‘macro’’ to ‘‘micro’’ architectures

The proposed design principles and their match against AAs and DTs help decide whether an AA or a DT is best suited for a given 
intelligent functionality. However, they tell little about how to combine AAs and DTs synergistically when intelligent functionality 
requires it. For instance, because it is positioned within the spectrum of each principle in a way that does not perfectly match all 
the features of either an AA or a DT, but some of both. Accordingly, this section discusses the several ‘‘micro-architectures’’ for AAs 
and DTs integration that may arise during the application of our principles—while the next section provides a practical example for 
a selection of them. We use the term micro-architecture (𝜇-arch, for short) to emphasise an important distinction our architectural 
perspective has concerning the related literature, discussed below.

The goal of clarifying integration architectures is also witnessed in recent literature, although from different perspectives. Ref. [8] 
enumerates different alternative architectures to integrate AAs and DTs, depending on the goal of the integration itself. In [10] the 
goal is to achieve a technical integration between specific technologies to increase the level of abstraction toward the set of concepts 
most familiar to the developers of AA. Another effort, the Web of Digital Twins (WoDT) vision [18], sees DTs as entities interlinked 
in a web of semantic, dynamic relationships, working as the digital substrate that enables structuring a dynamic application domain. 
According to the WoDT vision, a layer of networked DTs works as the interface between applications (either agent-oriented or 
not) and the physical environment they must cope with, thus decoupling the two layers and possibly providing augmented and 
cross-domain functionalities.

Common to these and other architectural proposals in the literature [55,110–113] is the top-down, ‘‘macro-architecture’’ 
perspective adopted: what is proposed is a reference architecture for a whole system, a blueprint to adopt in any given IoT scenario 
(and beyond). For instance, in the field of enterprise systems architecture, the rise of IoT and the relevance of CPSs in general as the 
‘‘backbone’’ of many intelligent functionalities within the company (that require asset monitoring and control first and foremost), 
nurtured research in new designs and methodologies supporting IoT-related goals. There, the general trend is to adopt a System of 
Systems (SoS) perspective over the whole enterprise, decomposing the requirements along the same application-agnostic dimensions. 
The FCBPSS architecture is an example [114], where the many systems supporting operations of an enterprise are seen in terms 
of Functions, Context, Behaviour, Principles (guiding the design), Structure (components realising the function and their relations), 
and State. These very same concepts are applied recursively for the whole enterprise integration system—indeed, a SoS. In contrast, 
here we propose a bottom-up approach, where the architecture of the overall system is the result of the composition of multiple 
𝜇-arch, depicted in Fig.  6 by making use of the following components: Physical Assets (‘‘PA’’ squares), which represent the entities 
in the real world (e.g. devices, objects, people, processes, organisations) that the IoT system needs to model; DTs (‘‘DT’’ circles); 
AAs (‘‘A’’ circles); and the intelligent functionalities (the 3D boxes), which may be entire applications or simply one of the many 
functions needed for the application at hand. The possible 𝜇-archs are:

• 𝜇-arch (A) is the most common in the related literature already mentioned [8,10,18], and it is widely used as a reference 
architecture for the integration of AAs and DTs [8]. There, the intelligent functionality to realise neither perfectly matches 
an AA nor a DT. For instance, it could have high specificity, require time-awareness, and a scope locally extended to a set of 
related PAs. Hence, PAs are digitalised by DTs, that offer services to AAs encapsulating the intelligent functionalities directly 
serving the applications’ goals. This is the typical 𝜇-arch that arises when a given intelligent functionality can be decomposed 
into an application-specific part and a PA-specific part [8]. The former can request to complement the PA-related information 
with external data, and directly serve the application goals—hence is better encapsulated by an AA. The latter may have 
temporal constraints on the PA and can be reused across domains—hence is better modelled by a DT.

• 𝜇-arch (B) encompasses instead an edge case in which the intelligent functionality can be directly mapped onto a DT: it has 
low specificity, its scope is limited to a given PA (or cohesive set thereof), and time-awareness is required. In this case, the 
AA abstraction is unnecessary as the nature of DTs makes them suitable to deliver the functionality alone.

• 𝜇-arch (C) is quite common in AAs literature, and follows the ‘‘agentification’’ paradigm [3,115]: wrapping any relevant object 
as an agent, to model the domain as a Multi-Agent System (MAS)—physical devices and objects included. Again this is an edge 
case that needs to be treated with care as it can lead to undesired coupling. We argue that this is legit when the goal of the 
agent is specific to the asset and the scope of its decision-making is strictly localised. Such a goal should not be to serve other 
application components with a digital representation of the asset of course – that would be the true nature of a DT instead – 
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Fig. 6. Architectural perspective for the synergistic combination of AAs and DTs in distributing intelligence in IoT systems. Each letter denotes a specific
micro-architecture that may arise from the application of our principles. Such architectures can be combined to give shape to the overall system architecture, in 
a bottom-up way.

but can, for instance, represent a closed feedback loop on the asset itself. Similarly, whenever the scope of the functionality 
becomes ‘‘larger’’ such as in the case of coordination with other agents, we argue that 𝜇-arch (A) is more effective in decoupling 
the interaction with other agents from the control on the asset through the corresponding DT. We observe then, that with the 
rising complexity of a system this approach usually often degenerates in either (A) or (E).

• 𝜇-arch (D) is one we actually argue against. Such an architecture is common, for instance, in the literature about agent-based 
DTs [116,117]. Also, MAS-based DTs [17,118] fall in this case, if more AAs are used. The issue here is that the mirroring, or 
shadowing, of the PA by the DT seemingly has to go through an agent. This is likely to cause issues, such as delays, in the 
process itself [119]. Moreover, as stated before, it should not be the responsibility of an AA to digitalise a PA. We argue that 
a better replacement for a combined solution considering AAs and DTs is depicted in 𝜇-arch (E), described below.

• 𝜇-arch (E) simply expresses in a slightly, but impactful, different way the real intent behind 𝜇-arch (D): augmenting, enhancing 
the capabilities of a DT. Thus, we argue that a better depiction of this need is the one where the DT still is responsible for 
digitalising the PA, but interacts with an agent in the process to implement or expose augmented capabilities to the consumer 
components. Differently from (A) the agent in this pattern disappears within the DT and the other components of the system 
cannot interact with it directly. This is in line with the definition of a DT that externally is seen as the component that mirrors 
a PA while adding specific functionalities to it, but internally keeps separation of concerns between the digitalisation process 
and the other functionalities that are better captured with agents (e.g., decision-making, planning, simulation).

Most of these 𝜇-archs can be trivially extended to the multi-AAs or the multi-DTs case, where not one but multiple AAs or DTs are 
used. These cases are exemplified at the bottom of Fig.  6. Essentially, every time a single AA or DT appears in a 𝜇-arch, that AA or 
DT can be extended to be a multi-AAs/multi-DTs subsystem. An example already used is that of the DT of a complex structured PA 
(a room, a whole building), which can be obtained by suitably composing multiple DTs in a hierarchy [120].

Finally, we emphasise that these 𝜇-archs can be arbitrarily composed in ‘‘recursive structures’’ to give shape to complex IoT 
systems [118]. Let us assume, for instance, that a complex DT is set up to digitalise a whole hospital ward. The DT is the composition 
of multiple DTs, each shadowing a specific room, each in turn shadowing every single equipment. Some of these DTs can provide 
general purpose services and can be assisted by AAs according to 𝜇-arch (E) in doing this. Then, these DTs may be exploited 
by a multitude of AAs as per 𝜇-arch (A) extended to the multi-agent case, each exploiting their general purpose services while 
providing their application-specific functions. By iterating this recursive composition of 𝜇-archs, the overall IoT system architecture 
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Fig. 7. A reference Smart Manufacturing scenario with multiple physical entities and a set of applications interested in implementing intelligent functionalities 
on top of the physical deployment.

emerges in a bottom-up way as dictated by the nature of the intelligent functionalities themselves, not as imposed by a reference 
architecture—which may be unable to capture the specifics of each different domain and application.

The next section illustrates how both our proposed design principles and the resulting 𝜇-archs can be applied in a practical case 
study in the domain of smart manufacturing.

4. Exemplary application of the design principles

In this section, we exemplify the application of our proposed design principles and the resulting micro- and macro-architectures, 
in the case of a smart manufacturing scenario. For the sake of exemplifying the design process we can imagine having a goal of 
implementing IoT systems capable of dynamically optimising production about the overall energy consumption of a manufacturing 
plant. This goal can be achieved by designing a distributed intelligence system based on a combination of AAs and DTs that 
implement a set of high-level functionalities (which we recall from Section 2.5) that include monitoring, prediction, and planning 
for dynamic task allocation, and adaptation to external factors.

We unfold the design process by first analysing the functionalities from a domain-related perspective, decomposing the main 
goal into more fine-grained functionalities that can be directly implemented. Then we apply the principles described in Section 3, 
to identify the main characteristics of such functionalities and finally decide on the combination of AAs and DTs accordingly. In 
doing so, we provide a guiding interpretation of those principles when confronted with real-world problems and requirements. We 
believe that this further validates how having such common abstractions in the form of AAs and DTs can contribute to the design 
of complex distributed intelligence systems.

4.1. A smart manufacturing energy optimisation scenario

A typical production system distributes a diverse array of machinery, operators, and processes throughout the shop-floor 
environment (as schematically represented in Fig.  7). These individual components are often organised into production nodes, which 
serve as logical groupings of related machines. Several nodes make up the overall production plant.

Industrial energy monitoring [121,122] and optimisation [123] is a challenging task, especially in a distributed environment. 
There, such tasks might involve several processes, to selectively turn on different nodes when needed, depending on the external 
information about the energy cost, while keeping the production speed at an acceptable rate. Given the hierarchical organisation 
of the plant and the cyber–physical distribution of the system, this problem calls for a DI approach.

As summarised in Fig.  8, we decompose the main target of production optimisation into three objectives that could be strategic 
in the target scenario and that represent a useful reference to analyse and apply the design principles presented and proposed in 
this article.

We identify three main functionalities that concur to dynamically adjust production based on energy costs, to keep the overall 
consumption under a threshold. The IoT system must be able to collect information about the current energy consumption and 
needs of each production node through some form of energy monitoring. Furthermore, to be able to dynamically adjust the loads in 
the production nodes, some form of intelligent coordination is required to continuously optimise the utilisation of resources. Finally, 
the overall production optimisation techniques are required to make high-level decisions that incorporate data from both individual 
production nodes and external sources. These functionalities are an exemplification of decomposition that can be performed in the 
design process of an IoT system. In the following, we analyse each functionality in more detail and guide this analysis toward the 
definition of components that can implement the IoT system employing either DTs or AAs or a combination of the two.
Energy monitoring. To make dynamic adjustments to the production process based on the energy consumption of the whole plant 
it is essential to be able to monitor it in real-time through smart metres embedded in the machines. Furthermore, it is essential to 
collect data from each machine or production node to have fine-grained control on what parts of the plant are consuming the most 
energy. Monitoring can also include some forms of inference to determine whether the observed consumption is considered regular 
or is an anomaly, and potentially take corrective actions in such cases to improve safety. Finally, prediction or simulation can be 
used to forecast what the energy consumption is expected to be, given some production tasks, to improve decision-making.
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Fig. 8. Three main objectives that concur to the energy optimisation of a Smart Manufacturing plant: Energy Monitoring at the machine level, Intelligent 
Coordination between robots and operators, and overall Production Optimization based on external factors (e.g. energy cost).

Intelligent coordination. This objective involves the use of data collected from the IoT system to introduce coordination capabilities 
to improve both performance and safety at different levels of deployment (e.g., machine-to-machine or machine-to-operator 
interactions). For example, machine learning models can be trained to detect patterns and, by continuously monitoring and analysing 
data streams from machines and operators, the system can automatically understand the context of the currently performed activities. 
This is essential to understand the best planning policy to schedule the next tasks as soon as machines or operators are free to perform 
them. For example, if a portion of the plant is to be shut down for energy saving, the tasks that were queued on those machines 
should be redistributed across the other active production nodes of the plant.
Production optimisation. Digital applications can combine real-time data from the physical world and external sources (e.g., market 
price and production demand) to dynamically optimise manufacturing processes together with all machines, operators, raw 
materials, and products. This requires decision-making driven by inference of constraints, as well as means to monitor the current 
situation to adapt according to the real-time state of the system. For this scenario, we assume that the market price of energy is 
provided by an external forecasting system. Based on that and according to target business rules, the digital layer can optimise 
production schedules, resource allocation, and task assignment to maximise efficiency and reduce costs.

In the subsequent section, we explore how AAs and DTs can be synergistically exploited to construct a cyber–physical intelligent 
abstraction layer following the design principles presented in Section 3.1.

4.2. System design with AAs and DTs

Table  3 reports the mapping between the intelligence functionalities envisioned, the application of the design principles, and the 
associated micro-architectural design. We decompose each overall objective into specific functionalities and associate them with the 
main kinds of intelligent functionalities identified in Section 2.5. The analysis leads to the adoption of an AA, a DT, or a combination 
thereof, for functionality, and a different 𝜇-arch for each objective (as shown in Fig.  9), choosing from those presented in Section 3.3.

In the following, we discuss the reasoning behind each choice, providing an illustrative interpretation of the principles for the 
different functionalities in the scenario presented above.
Energy monitoring. For this objective, we identify the basic functionality of data collection about the energy consumption of a given 
machine. It has low specificity as the very same data required for the monitoring could easily and likely be used for other, future 
tasks (e.g., prediction of consumption). Of course, as the data belong (is both generated and consumed by) to a specific PA, the 
functionality is local concerning the Scoping principle (actually, individual), and we consider an explicit time representation needed 
for this task to generate a time series.

We also expect to have an anomaly detection functionality that can analyse time series data and detect unexpected patterns. 
The knowledge required for such a task is still local to the machine, and the results can be useful to general services as they could 
notify interested parties of a malfunction.

Finally, we envision an on-the-fly corrective reaction mechanism that is introduced with the specific purpose of shutting down 
the machine if there is a problem. This is a specific behaviour introduced for our main monitoring application goal (hence, with 
application goal specificity), which still uses only the local data and can act on an event-driven trigger that does not necessarily 
need an explicit time representation.

From this analysis, we can reliably identify the need for a machine DT, capable of collecting data and detecting anomalies, 
and of an AA implementing the emergency shutdown policy. This leads to 𝜇-arch (E) described in Fig.  6 as the possible reference 
implementation for this functionality.
Intelligent coordination. The data necessary for this functionality comes from an activity monitoring task, which has local scope on 
the PA being mirrored (e.g. an operator) to infer the activity currently executed and possibly predict the expected duration (thus, we 
an explicit representation of time needed, here). Then, each machine or operator should also expose a digitalised and personalised 
functionality to receive the next tasks for delegation. Such function would be assigned from dynamic planning performed by another 
component of the system, after receiving the aggregated global knowledge (hence global scope) from each entity involved in the 
coordination scenario.
14



Internet of Things 31 (2025) 101560S. Burattini et al.
Fig. 9. Three illustrative instances showcasing the synergistic usage of AAs and DTs as guided by the principles and 𝜇-archs, within the Smart Manufacturing 
context.

Accordingly, we may expect that each PA would have a DT that mirrors them and encapsulates the activity monitoring and task 
delegation functionalities, tailoring them to the mirrored entity. Planning, instead could be performed by an AA keeping track of the 
global context (e.g. of a whole production node) and applying a specific coordination policy to redirect tasks to different machines 
(hence, a functionality with goal specificity and global scope, justifying preference for an AA). This leads to the adoption of 𝜇-arch
(A), with a single agent using multiple DTs as its data sources and delegating tasks to each.
Production optimisation. Optimisation at the plant level will be guided by a decision-making functionality based on two sources of 
data: external data about the market price of electricity for a specific time and date and data collected locally from the different 
production nodes. Depending on the cost of electricity, for instance, the policy may decide to shut down the nodes that are not 
actively involved in the ongoing process, delegating tasks to different nodes.

Accordingly, 𝜇-arch (A) is the best suited in this scenario, involving a DT that mirrors the production process as the main data 
source, and an AA enacting the policy and acting on the production nodes. It is worth noting that, having already introduced the 
DTs of the different production nodes, we can also consider linking the DT of the production process to the DTs of the nodes, in a 
composition pattern that would facilitate the modelling of the production process DT as represented in Fig.  9.

4.3. Discussion of resulting architecture

Fig.  10 schematically illustrates the integrated architecture, using both AAs and DTs, resulting from the application of our 
proposed design principles and the consequential composition of our 𝜇-archs.

The physical world, composed of multiple heterogeneous entities such as machines, operators, raw inputs, and products, can be 
effectively digitalised through the use of DTs. These DTs are responsible for representing the associated PAs in cyberspace through 
interoperable and homogeneous digital replicas, operating locally to the devices and associated just to their context without the 
need for a global scope. This approach can also be applied to industrial processes, such as product transformation from raw inputs 
to final products, the interaction and collaboration between machines and operators, etc.

DTs excel in abstracting and decoupling PAs and processes into modular digital representations, simplifying interaction and 
integration. They support standardised communication protocols, enhancing interoperability across various platforms and systems, 

Fig. 10. A layered architecture with the combination of DTs and Agents for a Smart Manufacturing reference scenario.
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that is critical for integrated manufacturing operations. DTs can be composed of higher-level aggregates, providing a holistic view of 
the system, which is crucial for understanding interdependencies and optimising system-wide processes. Moreover, DTs can embed
localised intelligence, enabling real-time monitoring, anomaly detection, and predictive maintenance, while reducing latency and 
improving responsiveness.

On the other hand, AAs are designed to operate autonomously, making decisions based on predefined rules or learned behaviours, 
which allows them to adapt to changing conditions and respond effectively to real-time events. They excel in tasks requiring dynamic 
coordination and optimisation, such as reallocating resources and adjusting schedules based on real-time data and system conditions. 
Additionally, AAs can be easily scaled and deployed across different parts of the manufacturing system, providing a flexible solution 
that can grow with the system’s needs. In the envisioned and reference smart manufacturing example, AAs can be distributed across 
the entire deployment spectrum. They support both local inference and decision-making within a DT, allowing it to achieve its 
internal target goals, and broader spectrum operations enabling dynamic coordination throughout the production line. This includes 
adapting planning and task allocation in response to variations in the production line context or external market demand.

AAs and DTs also benefit significantly from each other, in a perfect synergy. AAs benefit of DTs decoupling of complexity when 
interacting with the physical world and the exploitation of a uniform and interoperable digital representation of it. Conversely, AAs 
bring intelligence to the system, operating either internally as components of the DT’s model (both for single and composed twins), 
or on a broader scope utilising the different DTs to collect information and act to improve overall performance and behaviour. An 
additional benefit of such an integrated approach that combines both DTs and AAs is that the components can evolve separately. 
Policies can change at the AA level (even online, via learning) without having to modify the DTs. Similarly, new and improved 
DT models could be produced as data is collected about the system, improving support given to the AA decision-making, without 
changing the AA at all.

As a final remark, emphasising modularity, it is worth noting that in this example the decision-making is all performed by AAs. 
This means that in case of need (e.g. some critical failure or an expected contingency), to switch the system to a ‘‘manual mode’’
it is sufficient to momentarily stop/disconnect the AAs. Then, they can be temporarily replaced by human operators to amend the 
system as needed, while still benefiting from the real-time data collected by DTs that can continue to operate.

All of these desirable non-functional properties do not come without costs: the next Section discuss the challenges that researchers 
and practitioners need to deal with to effectively adopt AAs and DTs according to our proposed principles and 𝜇-archs.

5. The road ahead

To fully harness both AAs and DTs in shaping DI within IoT systems according to our proposed principles and 𝜇-archs, a few 
open challenges still need to be addressed.

5.1. Interoperability & standardisation

One of the primary challenges is ensuring the interoperability of DT technologies across various systems and platforms. This 
is especially relevant in our view, where DTs are seen as mostly in charge of realising general-purpose services, reusable across 
application domains, in an open systems perspective. As DT technology evolves, there is a risk of fragmentation where different 
industries and organisations develop their own DT solutions in isolation, without an ecosystemic and interoperable vision.

To address these challenges, academia, industry, and standardisation bodies should collaborate to develop standardised and 
interoperable DT specifications and frameworks [65]. This effort should promote interoperability across various solutions and 
domains by establishing common data formats, uniform DT descriptions, interoperable communication protocols, and interaction 
models. In addition, creating unified ontologies and vocabularies will ensure consistent data representation and interpretation across 
various DT implementations.

AAs, instead, can rely on the FIPA set of standards [124] for interoperability, also at the semantic level. However, the peculiarity 
of IoT scenarios is likely to require a revision of such standards.

5.2. Modelling of intelligent functionalities

With the envisioned distribution of intelligence across DTs and AAs, the representation and description of intelligent capabilities, 
and consequently their interoperability, represents a critical challenge. In this paper, we deliberately stayed away from discussing the 
specific techniques and mechanisms available to date to implement intelligent functions. Statistical machine learning, reinforcement 
learning, causal reasoning, cognitive agent architectures, etc. are all different means to implement the kind of intelligent functional-
ities that we summarised in Section 2.5. However, each comes with its preferred representation of the input and output information. 
To seamlessly encapsulate and compose these implementations in AAs and DTs that may successfully cooperate, requires dealing 
with aspects such as the adoption of various formats, representations, and ontologies, together with issues related to discoverability, 
interaction patterns, and information retrieval.

Doing this should maintain a level of compatibility with existing efforts in the IoT domain such as the Web of Things,1 oneM2M,2 
or ontologies such as SAREF.3 The goal is improving the ability to describe complex entities such as AAs and DTs, with their 

1 Web of Things: https://www.w3.org/WoT/
2 oneM2M: https://www.onem2~m.org/
3 ETSI SAREF: https://saref.etsi.org/
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properties and intelligent features, to promote the interoperability of these components with open and dynamic IoT systems. A 
domain-independent, structured, and interoperable description of intelligent capabilities, applicable across different entities and 
distributed deployments, will ultimately enable the definition of an intelligence continuum decoupled from specific implementations 
and domain-driven platforms. This continuum aims to align intelligent functionalities under a coherent, interoperable, and 
distributed overlay that can be used as-a-service by other components, minimising the number of prerequisites and manual 
configurations.

5.3. A meta-model for an intelligence continuum

The definition of a representation for the different categories of intelligent functionalities we summarised in Section 2.5 is half 
the story: the other half would be defining a meta-model for the seamless interaction of such different representations. That is, a 
meta-model for the intelligence continuum enabling to seamlessly ‘‘jump’’ from a given representation to another. For instance, to 
feed a BDI agent [125] with a standard structured representation of the predictions of statistical machine learning algorithms in 
terms of beliefs or plans.

A similar meta-model has been defined in terms of events in the Web of Digital Twins vision [18]. There, the meta-model 
described how to represent DTs’ functions and operations from an open systems perspective. Here, a similar meta-model should 
serve as a practical aid in designing the intelligence continuum across the many paradigms available nowadays, such as agent-
oriented programming, statistical machine learning approaches, and the rapidly rising large language models—to mention a few. 
The kind of event structures we foresee bear resemblance to Dynamic Bayesian Networks, Probability Trees, and Causal Directed 
Acyclic Graphs [126], and these domains already offer methods to navigate the structure for query answering. For instance, DAGs 
can express cause–effect relationship networks, and provide the mathematical operators to do prediction, diagnosis, planning, and 
also ‘‘what-if’’ analysis (in the form of counterfactuals" and conditioning), all within one mathematical and operational conceptual 
framework.

5.4. Addressing physical distribution

As stated in Section 2.1, in this paper we focus on the conceptual distribution of intelligent functionalities between architectural 
abstractions. In distributed intelligence though, it is essential to account for the physical distribution of components and their 
deployment onto computing nodes. Architectures based on AAs and DTs need to be mapped onto such a complex setting, and 
it is essential to tune the allocation of resources to keep the system operational.

In the context of DTs, cyber–physical awareness refers to the ability of a twin to continuously and accurately digitalise and 
represent its physical counterpart throughout its life cycle and evolution. This involves the seamless integration of models with 
the collection, processing, and analysis of data from the physical world. In addition, it includes the ability to measure the level of
entanglement between the physical and digital counterparts, assessing the quality of their bidirectional interactions and the overall 
fidelity of the DT in accurately representing its physical counterpart [7,127]. Achieving and maintaining this awareness ensures 
a high-fidelity representation of the physical world, enabling dynamic adaptation and intelligent decision-making based on real-
world conditions. This concept is critical for maintaining the integrity and effectiveness of DTs in complex and evolving operational 
environments.

Similarly, for AAs that need to work in close collaboration with DTs, it is important to deploy them taking into consideration 
the ability to communicate with one another using agent-to-agent communication, as well as the latency in both processing time 
and network communication [128] to perform actions on actuators through DTs.

5.5. Scalability

The deployment and operation of DTs can be resource-intensive, requiring significant computational power, storage, and energy. 
Even more so when we adopt the perspective endorsed in this paper that virtually every PA should be digitalised by its own DT. 
Managing resource consumption effectively is crucial to ensure the scalability and sustainability of DT implementations across 
different deployments and also across the Edge-to-Cloud compute continuum. Future research should focus on optimising the 
resource efficiency and scalability of DTs. This includes developing lightweight models and algorithms that reduce computational 
requirements, as well as exploring Edge computing solutions to offload DTs closer to the data source [129,130].

AAs may be deemed less worthy of these optimisations, at least in our vision, where they mostly map to the global applications’ 
intelligent functionalities, not to the individual PAs composing the IoT deployment. However, scalability must not be overlooked 
at least for two reasons. First, AAs must anyway interact with possibly multiple DTs to deliver their functions, hence latency of 
communication at the very least must be kept as low as possible. This could translate to deploying and executing AAs in the Fog 
or even at the Edge, which already demands high scalability. Second, the micro-architecture (E) positions AAs as peers of DTs, to 
augment their capabilities. In this specific case, low-latency interactions and Edge deployment become crucial for AAs as well.
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5.6. Systems of systems viewpoint

Besides raw ‘‘computational’’ scalability, in the sense of performance and execution efficiency, conceptual scalability of the design 
approach is also important: how easy it is to scale the design of any given sub-system to the overall System of Systems (SoS), for 
instance in terms of cognitive load imposed on the designers? The field of enterprise systems integration has ideas and proposals 
to offer in this sense, that have the benefit of being strongly rooted in real-world requirements and case studies. For instance, 
the FCBPSS architecture and design methodology has been proposed as a general purpose tool, cross-cutting application domains, 
and has been conceptually validated in the manufacturing domain [114]. Such a domain has strong bonds with CPSs and IoT, as 
often monitoring extends to the products to be assembled and control includes whole production pipelines or even supply chains—
crossing the boundaries between multiple enterprises. There, design of the SoS is envisioned to unfold along 4 main steps [131]: 
first, defining the requirements model to specify, in turn, Functions and their Context; second, design the Behaviour and State of 
SoS the Components that ought to deliver such Functions; then, synthesise the operating Principles that should drive the overall 
SoS operations; finally, give Structure to the Components (and their relationships) by introducing infrastructural constraints and/or 
desiderata (there including network concerns).

Although in this paper we took a different, somewhat complementary route in defining system architectures (bottom-up instead 
of top-down), there are similarities between the two approaches that are worth to be investigated in future work. For instance, the 
𝜇-arch that we propose lend themselves easily to recursive composition from individual components (e.g. predictive maintenance of 
some production appliance) to whole systems (e.g. shop-floor scheduling) and SoS as well (e.g. supply chain monitoring and control). 
The application of our proposed design principles and 𝜇-arch both as part of a FCBPSS architecture design, and as a comparison to 
it surely is a promising direction for further work, that has the potential to further reduce reinventing the wheel in systems design.

5.7. A full-fledged methodology for DI in IoT systems

Software engineering is a complex activity that has many phases. The hardest ones often refer to the conversion of functional, 
technical, and non-functional requisites or desiderata into a system specification. Software methodologies exist to provide a 
structured way to perform this process, providing methods to speak with stakeholders, formalise requirements, and map them to 
the appropriate components of a software system.

Any software methodology is tightly linked to the main abstractions used to describe the system: for a desktop application we 
may consider objects and classes, for a Web service we may consider APIs, whereas for a user interface we may consider graphical 
components and event loops. With the proposals for the abstractions of AA and DTs as characterised in this paper, we believe that 
it might be extremely important to devise methodologies that are tailored to these abstractions for the engineering of intelligent 
IoT systems and applications.

As these systems have an important connection to the real world and are usually applied to sectors that involve different expertise, 
we turn to Domain-Driven Design [132] as a starting methodology to extract the domain knowledge from the involved experts and 
understand the requirements. DDD though has usually been paired with the design of microservice applications, and as such may 
need to be evolved to provide methods targeting directly intelligent and autonomous behaviour. We believe that an extension of 
such methodologies will be a much-needed step toward the realisation of a true intelligence continuum in IoT systems and that the 
abstractions and criteria provided in this paper can lay the ground for the definition of such methodologies.

6. Conclusion & outlook

In this paper, we analysed the existing literature about using AAs and DTs to deliver intelligence in IoT systems and applications. 
Based on this, we categorised the intelligent functionalities mentioned in the literature in classes, that we then take as a reference 
for proposing design principles. These design principles are meant to help software designers in assessing which abstraction is 
best suited to encapsulate a given intelligent functionality. Finally, we proposed a set of micro-architectures, stemming from such 
principles, that can be used by system designers to create the overall system architecture as a composition of modular pieces. These 
proposals are explicitly meant to assist IoT system designers in attacking the complexity of modern IoT scenarios and in navigating 
the abundance of technologies and mechanisms to realise them in a principled way.

We are fully aware that the challenges to fully realise this vision of an intelligence continuum in IoT systems are many, but we 
hope that our contribution may shed light on how AAs and DTs may contribute to the vision, and are confident that the present 
contribution could pave the way toward new research efforts integrating AAs and DTs within the framework we laid out.
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