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ABSTRACT
This presentation will describe how we are using, and aiming to
use, runtime verification, along with other varieties of formal verifi-
cation and simulation-based testing, to together provide increased
confidence in a range of autonomous systems.

CCS CONCEPTS
• Software and its engineering→ Formal software verifica-
tion.
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1 BACKGROUND
Autonomous systems, such as “driver-less cars”, unmanned air
vehicles (‘drones’), domestic robots, etc, are popular in the media
but much rarer in practice. The key aspect of autonomy is the
possibility, and often the need, that the system will make its own
decisions and take its own actions without human intervention.
Many of the systems we see today do not have these levels of
autonomy, being either controlled by a human (e.g. a driver) or
being deployed in environments that are so constrained that we
can predict all the possibilities (and somap out all optimal decisions)
beforehand. However, there will eventually be truly autonomous
systems that work in non-trivial (and unpredictable) environments.

But what is holding this development back? The hardware for
robotic systems and vehicles exists. The software for autonomous
decision-making, either through automatic control or autonomous
agents, has been available for many years. However, the main barri-
ers appear to be around regulators, the public, and even the organ-
isations that must develop these systems. There is a lack of trust,
and even suspicion, about truly autonomous systems. Humans can
be trusted, but can we really rely on software to make key, and
sometimes, critical decisions? This barrier to true autonomy occurs
across sectors and explains why human operators/pilots/drivers
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are still responsible for many aspects of so-called ‘autonomous’
systems.

So, do we need to go beyond this state-of-affairs, especially as
many applications work perfectly well with close human oversight?
But there are increasingly many areas where ‘autonomy’ would be
beneficial, as described below.
Hazards. In hazardous environments, such as at nuclear sites or
in harsh offshore deployments, then we clearly want robotic solu-
tions that avoid the need for humans to be present. This obviously
improves human safety. However, if we do not want the robotic
system to be fully autonomous then we are left with remote-control,
or remote piloting, of a robotics system at a distance. Even if we
do not need the robotic device to manipulate/intervene in its en-
vironment, then this remote operation is fraught with problems.
If you have ever tried accurate remote control, especially where
you cannot see the target or the environment directly then you
will know how difficult this can be. This is often very inaccurate
and inefficient and delegating increasing autonomy to the robotic
device might well improve the situation [14].
Delay. There are a number situations in which waiting for a hu-
man to make a key decision will take much too long. One example
is in the hazardous environments described above where critical
problems can occur quickly and so solutions/decisions must also be
reached quickly. A more compelling example, however, concerns
activity in space. As we move beyond Earth orbits there is an un-
avoidable delay in communications, both in transferring images
back to Earth and then transmitting decisions to the relevant robot
or vehicle. In very static situations this will only lead to inefficiency.
However, if robots or vehicles are to be deployed on Mars and be-
yond, the significant delays mean that critical decisions cannot be
made in a timely fashion. The robot or vehicle will have already
become stuck in soft sand, run out of battery, or lost its commu-
nications link. Autonomous operation clearly becomes crucial in
these distant environments.
Mundane. A final class concerns situations in which we could
directly control a robot or vehicle, but either it is too mundane
for us to continually do this, or too expensive. Imagine that ev-
eryone had a domestic robot in their home. The human resource
required to monitor and make timely decisions about all these will
be huge (even when multiple robots are monitored). Similarly with
“driver-less” cars; drivers expect that eventually they will be able to
completely delegate control and, for example, sleep in their seat. If
the vehicles are not going to be fully autonomous, who will monitor
and decide? In particular, once we have millions of such vehicles.

2 WAYS FORWARD
There are a number of initiatives aimed at improving this situa-
tion, all of which will require stronger and more comprehensive
Verification and Validation (V&V). Let us highlight several of these.
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Standards & Regulation. Both national and international stan-
dards bodies are beginning to look at autonomous systems. Particu-
larly important are the P70** series of standards under the umbrella
of the IEEE Global Initiative for Ethical Considerations in the Design
of Autonomous Systems1, for example P7001 on Transparency [16]
and P7009 on Failsafe Design [17]. These, and other standards, lean
heavily on comprehensive V&V to provide evidence and confidence
and so regulators, across sectors, are increasing looking at these
for routes to certification [15].
Transparency & Trust. A key issue with truly autonomous sys-
tems is ‘trust’. In order for us to trust such systems we must not
only have confidence that they are reliable but also that they are
working, especially when making their own decisions, for our ben-
efit [4]. A key part of this is that these systems must be transparent,
not only concerning what they decide, but why they decided on
an action [20]. Again, standards on transparency, such as P7001,
are important but the truthful exposure of reasons for decisions is
crucial and will again require V&V to ensure.
Systems Architectures & Verification. How we put together
elements within the system, and how we can verify distinct ele-
ments to give a holistic verification, will be crucial to these types of
systems [22]. Fortunately, most practical autonomous systems are
modular; for example in robotics the modular Robotic Operating
System (ROS) [25] is predominant. We are then able to construct ar-
chitectures with heterogeneous components. In particular, we com-
bine symbolic agents, for high-level decision-making, with standard
control/feedback components, for low-level interactions [5, 7, 21].
Then, verification for the whole system requires bringing together
potentially different verification methods for the distinct compo-
nents [3, 8]. This requires a compositional approach, with the one
we primarily use being based on first-order temporal representa-
tions [1]. A further important aspect is that verification of any
individual component is often not dependent on a specific veri-
fication technique; we utilise corroborative verification [27] with
multiple different verification techniques being used on the same
system component, which provides increased confidence. For ex-
ample, in verifying UAV behaviour we may use simulation-based
testing to examine and “stress-test” the formal verification that has
been carried out [26].

3 ROLE OF RUNTIME VERIFICATION?
Essentially, the way we use (or plan to use, in some cases) runtime
verification is to recognise situations we do not expect. This covers a
range of possibilities, in terms of component behaviour, safety, user
models, security, verification boundaries, predictions, etc. In most
cases, runtime monitors are easy to generate — this is obviously
the case where we have carried out some form of modelling or
formal verification where the monitor is essentially a by-product
of the modelling/verification. In other cases, the monitors may
be derived from the predictive elements used, such as prognostic
models. So, to give a flavour of where we have, and might, use
runtime verification to help with verification and with increasing
confidence, we provide a range of examples below. Predominantly,
we use our ROSMonitoring tool [10] to create monitors that can

1standards.ieee.org/develop/indconn/ec/autonomous_systems.html

observe events generated between ROS components and verify
properties at runtime.
Certification/Assurance. Practical systems have to be certified or
approved by appropriate regulators. As part of this a “Safety Case”,
or some other form of analysis and evidence, must be provided.
And as part of the Safety Case, some assumptions are made. So long
as those assumptions remain true, the system is (legally) certified
to run. However, if these assumptions no longer hold then this
certification fails. This does not necessarily mean the system is
unsafe, just that the conditions under which approval was given
no longer hold [13].
Safety. Practical safety for autonomous systems is covered through
adherence to a range of safety standards that developers must
assess their system against. For example, [18, 24] describes the
proximity and speed limits for robotic devices near humans. While
developers must assess these requirements within their Safety Case,
their assessments are only estimates and so there remains a risk of
robots actually coming too close to humans. So, an obvious route
is to add runtime monitors to ensure that the proximity/speed
requirements are maintained in practice. We have done this as part
of the ARIAC automated manufacturing competition [11].
Security. There are a range of security threats that our autonomous
systems might face and so another obvious route is to add runtime
monitors to recognise either the patterns leading up to attacks or
the effect of attacks. However, there are so many potential threats
that we cannot realistically add monitors for all of these. So, our
approach here is to use general security analysis to highlight the
most likely, or most significant, threats and aim to recognise these
through runtime verification [23].
Verification Violations. Runtime verification naturally fits well
with static formal verification techniques. Typically, we will carry
out some form of model checking [7] before deployment, but will
have to make some abstract assumptions about the environment.
Under these assumptions we can guarantee correctness. Based on
this verification we can then produce runtimemonitors to recognise
when the assumptions have been ‘violated’ [9]. If such a situation
is recognised then the agent in control of the system knows that
the expected behaviour is no longer guaranteed. The role of run-
time monitors in checking for assumption violations (for formal
verification) is then quite natural and appropriate [12].
Failure. As described above, our autonomous systems comprise
various modules related to the distinct aspects of the system: agent,
planners, manipulation, movement, object recognition, etc. In so-
phisticated autonomous systems, the high-level agent might have
representation and awareness of the expected behaviour of each of
these components [5]. Runtime verification can usefully be used
to monitor whether the behaviour of various components match
expectations. For example, we might add a monitor to recognise
whether the movement module actually achieves its target destina-
tion or not. In case of failure, the agent might choose to use other
movement options or simply adapt its description of the module’s
capabilities [2, 6].
Predictions.Monitors are not only used to report violations at the
moment they occur, but they can also be used to predict unexpected
behaviour according to some previous knowledge of the system. In
such scenarios we talk about predictive runtime verification [28].
This becomes relevant when detecting a failure occurs too late. For
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instance, in the context of UAV battery consumption, wemight add a
monitor to detect when the battery is not going to be enough for the
UAV to conclude its mission and get back to base. In such scenarios,
if the monitor considered only the current battery consumption, it
would not be capable of warning the system in time to react, and
the UAV would risk running out of battery. Hence, we need the
monitor to predict a failure before the latter occurs. This can be
done by performing a prognostic analysis on the battery [29], and
using the resulting model to predict future events at runtime for
the monitor.
User Models. Typically, complex autonomous systems incorpo-
rate models of the users they deal with. Often these are of the
“Theory of Mind” kind [19]. Behaviour of the system, when inter-
acting with humans, is optimised with respect to the modelled
behaviour/expectations of the human. However, it will be impor-
tant to recognise when human behaviour regularly slips beyond the
expected envelope [13], which might then lead to theory revision
or reduced interaction.

4 SUMMARY
The demand for the use of autonomous systems has been increas-
ing, especially in applications domains that contain hazardous en-
vironments, require timely decisions/reactions, or are simply too
expensive or too mundane to operationalise. With this increase in
demand, autonomous systems are also facing higher scrutiny in
terms of trust that the autonomous behaviour works as intended
and does not violate any safety constraints.

Thus, it is important to provide assurances that can increase the
confidence we (regulators, public, developers, stakeholders, etc)
have about autonomous systems. Recent autonomous systems (e.g.,
robots) have a high degree of modularity due to the assortment
of different components that interact with each other. Some of
the approaches we have been developing use a variety of V&V
techniques (such as runtime verification, model checking, theorem
proving, simulation-based testing, etc.) that can be combined to
provide increased confidence in a range of autonomous systems.
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