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Abstract

Network-enabled services for Public Protection and Disaster Relief (PPDR) pro-
fessionals are more than necessary in todays emergency situations. Under the
extreme circumstances of an emergency, it is essential to have networks which
support the required data throughput as well as high availability in spite of high
traffic volumes, and minimize end-to-end delay. In the last decades, these issues
have been steering a good portion of networking research in ICT world; PPDR
networks, however, still represent a significant case study due to the challenges
that they entail.

During the emergency operations that follow natural or man-made disasters,
in fact, both commercial and dedicated terrestrial networks often fail to provide
the necessary support. The reason is threefold: they simply get destroyed by the
disaster, they cannot sustain the sudden surge of network demand, or they fail
to deliver the necessary bandwidth and/or other QoS guarantees. The final goal
is to provide field operators and people in distress with transparent accessibility,
coverage guarantees and broadband performance, with both the technological

and the algorithmic points of view properly considered.

The contribution of this work is to analyse the issues and the challenges
belonging to the PPDR world, and to provide suitable solutions to the above
mentioned problems. A key feature of the work is that the proposed solutions are
not simply tailored for specific PPDR scenarios, but they can be easily deployed
in whichever network environment, representing a possible ICT solution for a vast
range of problems. The proposed solutions can all be placed at (or around) the
networking level of the TCP-IP stack, designed with the cross-layering paradigm
to boost the efficiency and to address resiliency, a vital feature for PPDR systems,

with different technologies and environmental conditions.
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This work presents and analyses the following proposals: (i) a middleware
layer solution to control network congestion and fairness; (ii) a no-drop AQM
algorithm that mitigates TCP issues related to RTT variations and congestion
avoidance; (iii) a modular packet scheduler algorithm that provides a balance be-
tween high QoS guarantees and high throughput while still offering the possibility
to boost one with respect to another in a fine-grained way, offering flexibility in
PPDR systems.

All these solutions are tested and analysed through analytical and experi-
mental evaluations in order to provide them with sound and robust support, by

using both simulations and emulations techniques.

Keywords: emergency networks; cross-layering; middleware solutions; AQM;

packet scheduling.
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Chapter 1

Introduction

1.1 PPDR Communication Networks

Wireless communications are critical for public protection and disaster relief
(PPDR) professionals during the emergency operations that follow natural or
man-made disasters, scenarios in which both commercial and dedicated terres-
trial networks often fail to provide the necessary support. The reason is threefold:
they simply get destroyed by the disaster, they cannot sustain the sudden surge
of network demand or they fail to deliver the necessary bandwidth and/or other
QoS guarantees. From a technological point of view, LTE is expected to become
the main wireless technology for broadband communication; a lot of studies have
been devoted to assess its compliance for PPDR purposes and to find suitable ar-
chitectural solutions able to meet mission-critical requirements. This approach
is surely worthy, but it is based on the assumption that infrastructure-based
terrestrial systems are reliable. As a consequence, in worst-case emergency sce-
narios appropriate guarantees can be provided only in the hypothesis of huge
investment costs. Recent developments in satellite technologies are bringing the
availability of non-terrestrial high performance channels, with better properties
when comparing to LTE for what regards availability and reliability. On this ba-
sis, the best approach could be a network architecture based on the integration of
satellite and LTE networks for both infrastructure-based and infrastructure-less
scenarios. Throughout this integration we aim to provide field operators and
people in distress with transparent accessibility, coverage guarantees and broad-

band performance when terrestrial infrastructures are lacking, and to expand
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10 CHAPTER 1. INTRODUCTION

coverage, capacity and resilience otherwise. Moreover, on one side we analyse
this integration from a technological and topological point of view while, on
the other side, starting from the defined architecture we propose a centralized
middleware and investigate its performance optimization from a service point of

view.

1.2 Networking Algorithms

The networking layer of the TCP-IP stack can be introduced by presenting
two of its main goals: (i) QoS provisioning and (ii) congestion control. In the
Linux Kernel there is a specific networking layer, called queueing layer, in which
each deployed queue faces one of these two tasks (i.e. this happens in generic
internet nodes like gateways or routers). The first task, the QoS provisioning, is
addressed by using a Packet Scheduler algorithm. A packet scheduler separates
different traffic types in different queues and chooses the next packet to transmit
according to specific QoS requirements. The second task, the congestion control,
is addressed by using an Active Queue Manager (AQM). An AQM implements
techniques to control the queue length (e.g. it drops packets) in order to avoid
to exceed the queue limit and cause congestion on the network. In other words,
a packet scheduler controls the order, while the AQM controls the amount of

packets.

Packet scheduling has been deeply studied for lot of years by researchers in
the computer science and telecommunications fields as an important solution
that decides the order in which packets are sent over a link in order to provide
QoS on a network. Recently, packet scheduling has become again a challenging
topic due to the massive use of wireless technologies (e.g. WiFi, LTE, 4G/5G),
with which is still an open issue to provide high QoS guarantees. A common
solution is using a single, integrated scheduler that deals both with the QoS
guarantees and the wireless link issues. Unfortunately, such an approach is lit-
tle flexible and does not allow any of the existing high-quality schedulers for
wired links to be used without modification. To address these issues, in this
thesis we validate a modular architecture which permits the use, as they are, of
existing packet schedulers for wired links over wireless links, and at the same
time allows the flexibility to adapt to different channel conditions. We validate

the effectiveness of the modular architecture by showing, through experimental
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results, that this architecture enables us to get a new scheduler with the follow-
ing features, just by combining existing schedulers: execution time and energy
consumption close to a Deficit Round Robin, accurate fairness and delay guaran-
tees, possibility to set, by changing one parameter, the desired trade-off between
throughput-boosting level and granularity of the service guarantees. In partic-
ular, we show that this scheduler, which we named High-throughput Twin Fair
scheduler (HFS), outperforms one of the most accurate and efficient integrated
schedulers available in the literature.

The traditional role of Active Queue Management in IP networks was to
complement the work of end-system protocols such as the Transmission Control
Protocol (TCP) in congestion control so as to increase network utilization, and
to limit packet loss and delay, avoiding congestion. Since its formal introduc-
tion to IP networks in 1993 as a viable complementary approach for congestion
control, there has been a steady stream of research outputs with respect to Ac-
tive Queue Management. This thesis attempts to define and present a novel
AQM called PINK (Passive INverse feedbacK), a queue management algorithm
designed to indirectly impose a certain resource allocation policy on defined sets
of client hosts. PINK adds intelligence at intermediate nodes that connect client
hosts to bottleneck links or to external networks in general, allowing these nodes
to dynamically modify the TCP Acknowledgements (ACKs) segments passing
through. This is made by setting TCP ACK advertised Receive Windows field
(RCV.WNDs) to custom values, in order to enforce a specific bandwidth uti-
lization upper bound. To compute new RCV.WND values, PINK needs only
the number of active connections, the flows RTTs and the transmission channel
bandwidth. It follows that PINK permits to impose a centralized bandwidth
management without the cooperation of clients, which means that no modifica-
tion or addition whatsoever to end hosts is needed. Furthermore, throughout
simulations we demonstrate that PINK improves satellite emergency network
performance where high RTTs are in place. At the same time, both for high
RTT emergency networks and for general purpose networks, PINK allows to ef-
ficiently exploit channel throughput maintaining a low queuing delay, and guar-

antees optimal flow fairness without forcing any packet drop.

1.3 Outline of the Thesis

The rest of the thesis is organized as follows.
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In Chapter 2, we describe how an Emergency Network is deployed and how
to mitigate, in a centralized way, important issues like the congestion control

and the bandwidth management.

e In Section 2.1: (i) we define how the current PPDR systems are deployed
and (i) we propose an integration between the emerging LTE technology

with the Satellite one as a backhaul technique.

e In Section 2.2: (i) we propose a novel centralized middleware for conges-

tion control and (#i) we compare this solution with standard techniques.

e Finally, in Section 2.3: (i) a novel algorithm for bandwidth distribution
is proposed, (i) the algorithm is formalized throughout a mathematical
formulation and (i) integrated with the centralized middleware in order

to boost the general performance achieved.

In Chapter 3, we address the congestion control problem through the use
of AQM techniques moving from a “ad hoc” and centralized middleware to a

general AQM suitable for internet nodes regardless the topology.

e In Section 3.1: (i) a novel AQM technique for rate management in coop-
erative networks is described and (7i) the algorithm is deployed and tested

with the centralized middleware.

e In Section 3.2: (i) a smart no-drop AQM for emergency network is pro-
posed, (7i) the solution is uncoupled from the middleware and studied for
general PPDR networks and (74) an analysis on satellite network is pro-
vided.

e Finally, in Section 3.3: (i) the no-drop AQM solution is deeply investi-
gated and analysed though mathematical formulations, (4i) the algorithm
is compared with general AQM solutions for general purpose networks and
(ii1) strong performance analysis are presented over several figures of merit

(goodput, latency, RT'T variation, fairness and energy consumption).

In Chapter 4, we addressed the trade-off between QoS guarantees and

throughput with a novel packet scheduler for wireless links.
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e In Section 4.1: (i) we define a modular architecture suitable for PPDR
wireless networks and (4i) describe the benefits introduced by this flexible

approach.

e In Section 4.2: (i) we describe a novel packet scheduler deployed on top
of the modular architecture, (i) we provide a formal analysis of the QoS
bounds of the novel scheduler and (iii) we test this algorithm against the

high-performance packet schedulers available in the literature.

e Finally, in Section 4.3: (i) we describe the novel test environment for
packet scheduling testing, (i) we provide a detailed overview about this
test environment features and (4ii) validate the tool through the analysis

of several packet schedulers figures of merit.

Finally, in Chapter 5 the conclusions are drawn and the main achievements

of the thesis are summarized.
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Chapter 2

Middleware for PPDR systems

In this Chapter we focus on the Emergency Network topic by defining and pre-
senting the reference architecture. We start by defining an integration between
the state-of-the-art LTE technology for Incident Area Network (IAN) cover-
age with a Satellite link as a network backhaul and, in this way, we can deal
with major disaster events while boosting the coverage and the reliability of
the emergency network itself. Once introduced the architecture, we define and
present a Congestion Control Middleware Layer (C2M L), a cooperative middle-
ware suitable for centralized emergency networks organized with a hierarchical
star topology. With this novel middleware it is possible to improve end users fair-
ness while also improving QoS and reducing end-to-end latency. Together with
C?M L is also presented DyBRA, a novel algorithm for bandwidth distribution;
the algorithm is integrated with the centralized middleware in order to boost
the performance even in high dynamic environments in which clients experience

different channel conditions during the emergency operations.
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16 CHAPTER 2. MIDDLEWARE FOR PPDR SYSTEMS

2.1 The Reference Architecture

Current technologies employed for PPDR purposes provide a rich set of voice-
centric services that are of paramount importance for field operators, especially
in the very early stages of the response; unfortunately, these systems are un-
able to sustain high-bandwidth data-oriented applications, for which there is an
increasing demand from the PPDR community. Furthermore, due to the gener-
alized lack of a common PPDR communication infrastructure between different
PPDR entities (e.g. different police corps, fire department, ambulance service),
operators often relies on commercial terrestrial networks for coordination and

data-oriented communication [1].

To provide field operators with reliable, high performance communication
channels, LTE is increasingly being chosen for next-generation public safety net-
works, for which both dedicated only and hybrid dedicated/commercial solu-
tions have been proposed [2] [3]. These approaches are valuable for day-to-day
routine activities and major planned events, because they can offer great im-
provements to network capacity and in consequence to the range of services and
applications that PPDR users can employ. However, in most major incidents
and disasters, terrestrial mobile networks are overloaded or their infrastructures
are damaged and thus out of service [4]. Even the deployment of ad-hoc mo-
bile networks backhauled by infrastructure-based facilities cannot therefore offer

adequate guarantees in the latter, worst-case scenarios.

Nevertheless, LTE is indeed a technology that shows a great potential in
unexpected emergency situations; for example, preliminary research on dynamic
spectrum management protocols has shown [5] how LTE could exploit spectrum
holes created by the sudden failure of terrestrial infrastructures through cognitive

radio access techniques, providing increased transmission quality and coverage.

This Section proposes an infrastructure-less approach to provide high-band-
width connectivity through deployable LTE base stations, backhauled by new-
generation satellite systems. This way, it is possible to provide coverage in
the majority of the cases in which terrestrial infrastructures are damaged or
destroyed by a disaster, without requiring field operators and civilians to em-
ploy special equipment. In infrastructure-based scenarios, this proposal provides
PPDR operators with extended coverage, higher broadband capacity and greater

resilience.
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Section 2.1.1 describes the deficiencies of systems currently used to offer
communication in PPDR operations and presents, briefly, the features that are
demanded by PPDR stakeholders for the future. Section 2.1.2 details our pro-
posal through the analysis of network architecture, properties and features. Sec-

tion 2.1.3 draws the main conclusions.

2.1.1 Current PPDR Systems

In the European Union, PPDR communication is currently performed by means
of different technologies, depending on the country or even on the specific region:
TETRA Release 1, TETRA Release 2, TETRAPOL, Analogue Professional Mo-
bile Radio (PMR), Digital PMR (dPMR), Digital Mobile Radio (DMR) and
satellites. Their main purposes are the provision of specific voice capabilities,
such as Group Calls and Direct Mode Operation (DMO), and the facilitation of

voice calls when terrestrial networks coverage is lacking.

TETRA Release 1, the Terrestrial Trunked Radio standard, was firstly intro-
duced in 1995 by the European Telecommunications Standards Institute (ETSI)
as a PMR two-way transceiver with Voice plus Data (V+D) capabilities. TETRA
uses Time Division Multiple Access (TDMA) and a 7/4 DQPSK modulation
scheme, with four user channels on one radio carrier and 25 kHz spacing be-
tween carriers. Both point-to-point and point-to-multipoint transfers can be
done. In addition to voice and dispatch services, digital data transmission is also
included in the standard although at a very low data rate. The most important
services provided by TETRA are specific voice capabilities, namely: wide area
“all informed net” group calls, Direct Mode Operation (DMO) that allows direct
communication between radio terminals independently from the network, high
level voice encryption to meet the security needs of public safety organizations,
an Emergency Call facility that gets through even if the system is congested
and full-duplex voice for PABX and PSTN telephony communications. TETRA
maximum data rate is 7.2 kbit/s, which can be increased up to 28.8 kbit/s if

multi-slot packets are employed.

TETRA Release 2 introduced some enhancements to the first version of the
standard: Enhanced Data Service (TEDS), Range Extension for Trunked Mode
Operation and additional specific voice codecs; the physical layer remained the

same. The biggest improvement of TETRA release 2 is the introduction of
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the TEDS standard which, by utilizing different modulation schemes and by
supporting the use of different RF channel bandwidths, allows for data rates up
to 400 kbit/s. It also permits QoS negotiations in terms of throughput, delay,
priority and reliability.

TETRAPOL is a digital, cellular trunked radio system for voice and narrow-
band data communication developed by private stakeholders; it has no relation
with TETRA, although the offered functionalities are very similar. The physical
network structure of TETRAPOL is similar to that of TETRA, but TETRAPOL
uses Frequency Division Multiple Access (FDMA) with only one user channel

per carrier, which limits the maximum data rate to 7.2 kbit/s.

PMR is an analogue technology available for both licensed and unlicensed
spectrum use; Analogue PMR applications extend from low-cost walkie-talkies
aimed at the consumer market to public safety and mission-critical systems. The
reachable data rate is even lower than the aforementioned solutions, halting at
1 kbit/s.

dPMR utilizes digital transmission over the air interface allowing for minimal
migration costs from Analogue PMRs. dPMR uses a 6.25 kHz FDMA radio with
a 4FSK modulation scheme, providing good spectrum efficiency. dPMR data rate
ranges between 1.2 kbit/s up to 9.6 kbit/s.

DMR has been produced in order to facilitate migration from analogue PMR
to dPMR by allowing the simultaneous utilization of both technologies. This is
realized through FM analogue modulation and selective calling based on tradi-
tional protocols for voice communication, and through 4FSK digital modulation
for voice communication and data transmission. DMR is also capable of per-
forming simulcast transmissions, in which the network repeaters are active on
the same frequency at the same time. The DMR standard permits the use of a
12.5 KHz spaced radio carrier for the simultaneous employment of two TDMA
channels. DMR use a modulation scheme called constant envelope, that allow
a decrease in power consumption and facilitates spectrum efficiency features,

providing a maximum data rate of 9.6 kbit/s.

Satellite communications are currently used only to facilitate voice calls and
narrowband data transmissions in remote areas where terrestrial networks cov-
erage is lacking or to provide field operators with a reliable communication
medium. In its simplest form, the network architecture consists of three enti-

ties: the user segment (user terminals), the ground segment (gateways, network
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control centers and satellite control centers) and the space segment (one or more
satellite constellations). There is a large variation of achievable data rates, usu-
ally ranging from 2.4 kbit/s to tens of Mbit/s depending on the constellation
type and the utilized frequency bands.

Although these technologies are commonly used in the PPDR, domain, they
exhibit well-understood deficiencies, especially in relation to the PPDR commu-
nity demands for data-oriented applications. In particular, the key properties

that these systems are unable to meet are:

e Data Rate: current PPDR technologies do not offer broadband capabili-
ties; in fact, except with TETRA Release 2 and some satellite links, the
achievable data rates are always less than 30 kbit/s. TETRA Release 2
allows for data rates up to 400 kbit/s whereas, for what regards satellite
communications, there is a large variation of achievable data rates, usually
ranging from 2.4 kbit/s to an aggregate of tens of Mbit/s depending on
the constellation type and the utilized frequency bands. It is therefore im-
possible to exploit applications like video streaming, high-resolution image
transmissions and data services in general [6]. For these, PPDR personnel

often relies on commercial terrestrial networks [1].

e Availability: currently deployed infrastructures often fail to guarantee op-
eration in major incidents and disaster scenarios. Even in the absence
of damage to terrestrial infrastructures, their coverage is far from being

ubiquitous, especially for data-intensive applications.

e Resilience: in addition to the aforementioned issues, the current infrastruc-
ture-based systems are not redundant and, in general, they are vulnerable
to disasters and subsequent incidents (e.g. earthquakes often happen in
series, posing a threat to terrestrial infrastructures even if the first event

has left them partially or totally operational).

e Spectrum: to date, spectrum allocation is not harmonized between EU
countries, affecting the interoperability of PPDR systems, especially in

cross-border operations.

Between PPDR stakeholders, there is complete consensus on the paramount

importance that voice services play in every disaster relief operations. It is also
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clear that data and video services have already started to play an important role
for PPDR users [1]. PPDR operators need networks that offer high availability,
high reliability, high security and faster data transmissions; capabilities that map

respectively into coverage, resilience, security and data rate properties.

2.1.2 Integration of Satellite and LTE

In general, in PPDR operations it is often essential to employ satellite technolo-
gies or cellular repeater stations to provide wireless network coverage to field
operators and people in distress. Traditionally, PPDR agencies have had to
choose between the two; instead, we show that they can be employed together.
A model that encompasses both terrestrial and satellite technologies has the po-
tential to provide field operators with a fast and reliable way to communicate in
emergency scenarios, overcoming the typical issues faced today for what regards
bandwidth-intensive applications. In order to specify a next-generation PPDR
network architecture able to sustain the features and requirements that PPDR
stakeholders are demanding, we propose an integration between LTE and satel-
lite technologies, because it is the combination of the two that may offer the
best benefits for PPDR operators and people in distress in critical disaster sce-
narios, by exploiting the benefits of both and at the same time mitigating each

technology specific issue.

This approach has been chosen because satellites, today, are an almost ubig-
uitous mean to provide broadband connectivity; however, general-purpose User
Equipment (UE) such as mobile phones and smartphones do not have, in gen-
eral, components to access satellite systems. Furthermore, the propagation delay
imposed by satellites would yield impractical the communication among field per-
sonnel. On the contrary, general-purpose UE is built to connect to commercial
mobile networks, and it is already clear that LTE and LTE-Advanced are going

to be the next key general-purpose technologies for mobile devices.

The potential benefits of a hybrid architecture composed by LTE base sta-

tions backhauled with satellite links may be summarized as:

e Easy access to the deployed network with general-purpose User Equipment
(UE), through LTE.

e Almost ubiquitous external coverage, even in case of failure of terrestrial

networks, through satellite.
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e High bandwidth capabilities and reasonable latencies, especially with the

newest Ka-band Medium Earth Orbit satellite constellations.

e Concurrent exploitation of existing terrestrial commercial networks, if they
are still operating in the disaster area, by the addition of coverage, capacity

and resilience.

e Possibility to bring coverage indoor and in tunnels, through UE bridges or

via commercially available LTE picocells and femtocells.

Therefore, the key design requirements for the architecture have been defined

as:

e Accessibility: the deployed network(s) must be easily accessed by general
UE.

e Coverage: in absence of adverse external conditions, it must be possible to
deploy Incident Area Network(s) where terrestrial coverage is disrupted or

absent.

e Performance: it must provide broadband access, at least to PPDR opera-

tors.

The subsections that follow details our proposal.

2.1.2.1 System architecture

In disaster scenarios, a complete or partial destruction of already existing ter-
restrial networks must be expected but it is not “a priori” predictable; therefore,
both infrastructure-based and especially infrastructure-less solutions for com-
munication must be taken into account. In fact, base stations may not be the
only network components affected by disasters, also aggregation channels and
core infrastructures may be damaged. Our proposal aims at being a solution
in the worst-case (i.e. when an infrastructure-less network must be deployed
and represents the only source of coverage), while adding capacity and func-
tionalities when an infrastructure-based LTE network is still totally or partially

operational.

As the general concept, we consider LTE to be the access technology while

satellite the backhaul one; i.e. satellites are used as backhaul means to convey
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Figure 2.1: Single Reference Deployment

coverage through LTE base stations, as depicted in Figure 2.1. In this model,
the Mobile Emergency Operations-control center (MEOC) provides First Re-
sponders (FRs) with a LTE Incident Area Network (IAN), thus representing
a deployable (and mobile) LTE repeater station for field operators. A reliable
satellite link serves as the backhaul medium between the MEOC and the Emer-
gency Operations-control Center (EOC), which is non-mobile and represents the
operations headquarters, in order for the former to be able to communicate with
the latter independently from the geographical position.

We consider the Incident Area Network provided by the MEOC to be an
“atomic” element with which to compose the ad-hoc infrastructure-less network
topology that will be presented now.

The state of network access on the field can be fully described with three

cases:

e Persons have no connectivity to MEOCs or terrestrial networks, and are

therefore unable to communicate.

e Persons can have connectivity with either a MEOC or a terrestrial base

station.
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Figure 2.2: MEOC Network Architecture

e Persons can have connectivity with both a MEOC and a terrestrial base

station.

These conditions are not necessarily fixed for the entire duration of the rescue
operations: a person may shift between them at any time, for example if ter-
restrial congestion increases/decreases, if subsequent disasters damage network
infrastructures or if MEOCs move. It is obvious that the first case must be

always avoided.

Figure 2.2 shows the network architecture on a MEOC. By integrating both
the E-UTRAN and the EPC subsystems, the MEOC can directly provide IP
connectivity to UEs, and in case of necessity it can thus route data through its
satellite link. Furthermore, this way no terrestrial core network is necessary,
thus avoiding the presence of a single point of failure when a number of MEOCs

are deployed.

2.1.2.2 Service Provisioning

People in distress may use their standard UE to ask for help, communicate their
status and position, give a contribution to disaster recovery, and communicate
with loved ones. If for whatever reason they are not able to rely on commercial

terrestrial networks, they must connect to a MEOC when it provides them with
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LTE coverage. If, on the other hand, FRs use the terrestrial commercial net-
works as today often happens, they will congest them even more, especially in
the presence of prioritization mechanisms; therefore, this option must be used
as a last resort, e.g. if they are deployed in an area covered by a MEOC and
they subsequently move out of its coverage. Thus, connectivity (voice and text
messaging at least) must be provided to people in distress that may be trapped,
injured or dying and additional services (specific voice capabilities, text messag-
ing and broadband data support) must be provided to First Responders. The
latest LTE standard releases already contemplate the provision of services such
as DMO and Group Calls [7]; in addition, external platforms such as the IP
Multimedia Subsystem (IMS) or service enablers defined by the Open Mobile
Alliance (OMA) can be employed to provide advanced voice services through
LTE. For what regards broadband data support, the optimal solution is for FRs
to have a dedicated channel (i.e. high priority) with the MEOC via LTE that
provides broadband data capabilities; MEOCs network capacity in excess (i.e.
low priority) can be therefore provided for people in distress. MEOCs have thus
a twofold function: they provide a dedicated PPDR network for FRs and addi-
tional network capacity for people in distress. This prioritization can be realized
through LTE bearers. A bearer is an IP packet flow that defines a specific qual-
ity of service (QoS) between a gateway and a UE. A user can be associated with
multiple bearers; this has been done in order to provide different levels of QoS for
different streams. For example, a FR might be engaged in an emergency voice
(VoIP) call while at the same time performing a file upload. A VoIP bearer
would provide the necessary QoS for the voice call, while a best-effort bearer

would be suitable for the file transfer.

The same concept applies for different users, i.e. it is possible to assign by
default dedicated bearers to FRs and best-effort bearers to civilians. This is
possible because, as part of the procedure in which a UE connects to a LTE
network, the UE is assigned an IP address by the P-GW and at least one default
bearer is always established, the parameters of which are assigned on the basis
of subscription data retrieved from the HSS. Bearers can be classified into two
categories based on the nature of the QoS they provide: Minimum guaranteed
bit rate (GBR) bearers and Non-GBR bearers. The former permanently allo-
cates dedicated transmission resources, while the latter does not guarantee any

particular data rate.
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Figure 2.3: Infrastructure-based vs Infrastructure-less Topologies

2.1.2.3 Infrastructure-based and infrastructure-less topologies

Our proposal contemplates the possibility to extend infrastructure-based net-
works if terrestrial LTE infrastructures are still operational, and to deploy com-
pletely infrastructure-less networks otherwise, as shown in Figure 2.3. Normally,
the X2 interface is established between one eNodeB and some of its neighbour
eNodeBs in order to exchange signaling information. Its initialization starts
with the identification of a suitable neighbour, a process that can be manually
performed or automatically carried out by LTE Self-Organizing Network (SON)
features. Specifically, the Automatic Neighbour Relation Function makes use of
UEs to identify neighbor eNodeBs: an eNodeB may ask a UE to read the global
cell identity from the broadcast information of another eNodeB for which the
UE has identified the physical cell identity (PCI). Once a suitable neighbour has
been identified, the initiating eNodeB can set up the Transport Network Layer
(TNL) using the X2 IP address of this neighbour, either as retrieved from the
network or locally configured. After the TNL has been set up, the initiating
eNodeB must trigger the X2 Setup procedure, which enables an automatic ex-
change of application level configuration data relevant to the X2 interface. This
automatic data exchange is also the core of another SON feature: the automatic
self-configuration of the PCIs [8]. Once the X2 Setup procedure has been com-
pleted, the X2 interface is operational. This way, it is possible to deploy MEOCs
that automatically attach to already existing terrestrial eNodeBs, thus extending

the terrestrial infrastructure.
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In the same way, it is also possible to automatically interconnect different
MEOQOCs in an infrastructure-less topology. When a UE has the possibility to
attach to different eNodeBs, such network topologies may be very useful to shift
traffic from heavily congested MEOCs to less congested ones, thus augmenting
the overall system efficiency, and to provide stronger resilience by the presence
of different available paths in order to reach a remote host. An additional LTE
eNodeB on each MEOC is an option that may be considered to provide a long-
range channel to connect different MEOCs when they are not deployed near
each other; without providing connectivity and capacity to users on the field,
their range may be much more extended comparing to a typical LTE eNodeB
used to provide coverage to people in distress and FRs. This way, inter-MEOC
communication can be at least provided. In absence of these dedicated channels,
or if MEOCs are deployed even farther, the satellite backhaul channels may
be used among MEOCs, although this solution would add the time for two

additional satellite hops to the overall transfer.

2.1.2.4 Handover

FRs are expected to move in the disaster area, and their specific movements
cannot be predicted in advance. When civilians, on the other hand, are not able
to rely on commercial terrestrial networks, they must be able to shift to a MEOC
when it provides LTE coverage in their area; furthermore, if terrestrial networks
are still operating, it may happen that people in distress try to communicate (e.g.
asking for help) through the terrestrial links; however, they may be unable to
do it successfully in consequence of network congestion or poor signal conditions
(e.g. if trapped in buildings); in these cases, a MEOC in the surrounding can
provide them with a better access. Therefore, transparent handover provision
is an important requirement, especially in a hybrid network like this. There are
two types of handover mechanisms in LTE: the S1 and X2 handover procedures.
When a UE moves between one cell and another, handover through the X2
interface is triggered by default, unless there is no X2 interface established or
the source eNodeB is configured to use S1 handover instead. Mobility over
X2 can be classified according to its resilience to packet loss: the handover
can be termed seamless if it minimizes the interruption time during the UE
movement or lossless if it tolerates no loss of packets at all [8]. X2 handover

should be performed if the UE is moving between terrestrial eNodeBs. When
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moving between MEOCs cells or between a MEOC and a terrestrial eNodeB, a
S1 handover procedure must be performed instead. This is because terrestrial
infrastructure-based networks are usually realized through star topologies, i.e.
there is one Core Network infrastructure for many eNodeBs, while infrastructure-
less networks as those provided by the MEOCs contemplate both the E-UTRAN
and EPC Core subsystems to be deployed on each node, as previously explained.
In these cases, the source and target eNodeBs are served by different MME/SGW
nodes, and S1 handover is required. These two different procedures are totally
transparent for the user, because from the point of view of its UE their handling
by the target eNodeB is exactly the same, regardless of the type of handover (S1
or X2) being used.

2.1.2.5 Spectrum Remarks and Interoperability with Legacy Tech-

nologies

In order to enable LTE deployment around the world the technology have been
designed to support as many regulatory requirements as possible, and in con-
sequence it is able to operate in a number of different frequency bands. While
from a commercial standpoint most European LTE networks are being deployed
in Bands 3 (1800 MHz), 7 (2600 MHz) and 20 (800 MHz), EU still lacks a
harmonized frequency band dedicated to PPDR purposes. To date, the only
accomplished initiatives on the allocation of LTE spectrum for PPDR have been
independently pursued by few nations and have a very local scope. In fact,
the most significative example in all EU is Greece, where Band 40 (2300 MHz)
has been allocated for public safety networks in its five largest cities [9]. This
lack of spectrum harmonization for PPDR purposes clearly represents an issue
for cross-border operations and Pan-European service provision; furthermore, it
may happen that equipment from one country is not able to work in some others.
To help to overcome these issues the proposed architecture may allow for a lo-
cal spectrum harmonization of the deployed IANs, also through on-demand (i.e.
by MEOCs configuration) spectrum alignment with the frequency bands used
by terrestrial networks in the specific geographical area of the disaster, feature
that may ease accessibility, reduce signal interference and allow for cross-border
interoperability. In alternative, under the hypothesis of proper EU regulatory
enforcements, the hybrid spectrum management approach proposed in [3] may

provide PPDR, operators with sufficient guarantees.
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Figure 2.4: End to end latency comparison between GEO and MEO satellite
backhauls

Because the legacy PPDR networks listed in Section 2.1.1 are already op-
erational in a number of EU countries and are already under development in
others, multi-mode PMR/LTE or TETRA/LTE UE may be adopted by FRs in
order to allow the exploitation of existing PPDR infrastructures, where those

are deployed.

LTE also supports interworking and mobility (handover) with networks using
other technologies, namely GSM, UMTS, CDMA2000 and WiMAX. The S-GW
acts as the mobility anchor for interworking with other 3GPP technologies such
as GSM and UMTS, while the P-GW serves as an anchor allowing seamless
mobility to non-3GPP networks such as CDMA2000 or WiMAX [8]. This allows
for interoperability with legacy terrestrial commercial networks, if deployed and

operational in the disaster area.

2.1.2.6 Networks range, Data Rate and QoS

In general, the range limit of wireless repeaters is primarily determined by cell
size (standard base station, microcell, picocell or femtocell), system configu-

ration, signal penetrability and expected number of users. Theoretically, the
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coverage offered by common LTE base stations may range from about 15 km
to 100 km [10]. In practice, these values vary. In urban/suburban areas, single
cell coverage typically ranges between 0.5 km and 3.5 km; this is because both
the propagation loss and the average user density are high. In rural areas, the
nominal single cell coverage typically ranges between 25 km and 50 km; however,
the actual coverage is easily affected by environmental conditions that rise the
propagation loss (e.g. when obstacles as hills are present between eNodeBs and
UE). Considering the peculiarities of a generic emergency situation, the main
factors that hinder coverage of a deployed LTE cell are the possibility of high
propagation losses (especially when the disaster strikes an urban area) and the
certainty of a very high user density, both in the spatial and temporal domains.
Therefore, we consider ranges between 0.5 km and 1.5 km in urban areas, be-
tween 1 km and 2 km in suburban areas, and between 1 km and 10 km in rural
areas to be appropriate estimations for a deployable LTE eNodeB to be used
in emergency scenarios. Satellites, on the other hand, are theoretically able to

provide global coverage. The actual covered zones depend mainly on their orbit

type:

e Geosynchronous Orbit (GEO) satellites are the solutions that offer the
greatest coverage (a single one may cover around 42% of Earth’s surface);
they also have the advantage of remaining permanently in the same area
of the sky, and thus ground-based antennas do not need to track them
but they can remain fixed in one direction. Unfortunately, being that
these satellites are very far from Earth (they orbit at 35.786 km above the
Earth’s equator), they exhibit poor latency and data rate performance,

caused by a very high propagation delay.

e Medium Earth Orbit (MEO) satellites orbit at altitudes comprised between
2000 km and 35.768 km. A greater number of satellites is necessary to pro-
vide a coverage comparable to GEO solutions. The lower orbit, however,

allow for better transmission performance.

e Low Earth Orbit (LEO) satellites orbit at altitudes comprised between
160 km and 2000 km. This solution can provide high bandwidth and low
propagation delay. However, an even greater number of satellites must be

put in orbit in order to offer a coverage that is comparable to GEO and
MEO solutions.
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For what regards data rate, LTE can theoretically reach an uplink value of 75
Mbit /s, while 326 Mbit /s can be reached in downlink with a 4x4 MIMO antenna
without error control coding, value that descends to 226 Mbit/s with rate 5/6
error control coding. However, simulations and trials have showed [11] that
realistic LTE average throughput values stop between 17 Mbit/s and 33 Mbit/s.
The data rate provided by a satellite backhaul depends primarily on its orbit
type; because propagation delay plays a key role in the realistically achievable
data rates, GEO satellites usually offer the least performance. We consider as
the reference for latest MEO systems the O3b solution [12]; it uses the Ka-band
frequencies between 17.8 and 19.3 GHz in the downlink and between 27.6 and
29.1 GHz in the uplink. These satellites compose a MEO constellation at a
height of 8063 km, in which a subset of them is kept for redundancy purposes.
Each satellite circles the earth within 4 hours and, for a fixed point on Earth, a
new satellite rises every 45 minutes. O3b uses a make-before-break mechanism
to ensure seamless satellite handover, in which a ground terminal temporarily
enjoys a simultaneous connection to two satellites. Each satellite possesses 12
spot beams, 2 of which are reserved for the link to the gateway while 10 are left
for the terminals. Each spot beam can have a bandwidth of up to 216 Mhz and
is able to deliver a data rate of up to 1.2 Gbit/s. To achieve such high data rates,
the satellite dishes of terminals have to have a diameter that is between 3.5 m
and 4.5 m, facilities that cannot be embedded in a UE but can be installed on a
MEOC. There is also an increasing interest on the usage of Ka-band frequencies
for future LEO constellations. L-3 Communications estimated that data rates
up to 3.75 Gbit/s should be achievable between a LEO satellite and a ground
station [13]. However, to date no LEO constellation able to offer broadband

capacity is operative.

For QoS purposes, the overall latency plays a key role, especially when con-
sidering the usage of satellites as backhaul means. For the LTE access part,
thanks to its [P-based architecture, the initial packet data connection typically
takes around 50 ms, and between 10-15 ms of round-trip latency is needed for
subsequent transfers. The propagation delay between the eNodeB and the UE
does not pose any issue to delay-sensitive applications; in fact, even at a distance
of 100 km, the eNodeB needs less than a millisecond to reach the UE. At that
distance, however, performance would be significantly impaired by the propaga-
tion loss. It is worth to notice that once the connection has been established, the

UE can move farther away and still maintain communication capabilities, as long
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as both ends of the link can reach each other. On the contrary, a GEO satellite
backhaul takes at least 500-550 ms for a Round Trip Time (RTT), whereas with a
MEO solution this value can be reduced to an average of 200 ms [14], depending
on the orbit height. LEO satellites typically need less than 100 ms for a RTT,
also depending on the orbit height, which would make them the satellite solution
that offers the best propagation delay; however, because of the data rate defi-
ciency stated above, current LEO constellations may only be considered as part
of the legacy PPDR systems described in Section 2.1.1. An estimation of the
total average latency needed for a complete, remote connection made through
the LTE subsystem backhauled by satellite is represented in Figure 2.4. In it,
the GEO propagation delay is optimistic on purpose, resulting in a mean RTT
of 600 ms with GEO satellites and of 230 ms with MEO satellites. Especially in
the PPDR context, where stringent QoS guarantees are often needed, the total

latency experienced by the user is a very important parameter.

The usage of satellites as backhaul mediums implies that the Transport Pro-
tocol in the network stack is another QoS key factor. More specifically, QoS is
strongly affected when Transport Control Protocol (TCP) is employed, as it is
often the case in PPDR operations where reliable, in-order and error-checked
stream delivery is often desirable if not necessary. In fact, while also in PPDR
operations UDP is preferred for general video streaming, a good number of appli-
cations require reliable data delivery [1]. It is very well known that the standard
TCP protocol performs badly when employed on links with high propagation
delay. Although a complete analysis of Transport-Level protocols on satellite
links is out of the scope of this first Section (it will be deeply investigated in
the following Sections), we note that the use of tailored solutions [15] has the
potential to mitigate these issues. If GEO satellites are employed, very specific
TCP protocols or TCP accelerators should be used; instead, with MEO and
LEO solutions it is possible to maintain the usage of common TCP protocols
(e.g. TCP Cubic) with a limited QoS degradation [14].

In the proposed architecture, the identified bottlenecks are therefore:

e The LTE access subsystem for what regards coverage.

e The LTE access subsystem for what regards data rate if it is backhauled
by MEO satellites, while the situation may invert if GEO satellites are
employed.



32 CHAPTER 2. MIDDLEWARE FOR PPDR SYSTEMS

e The satellite backhaul subsystem for what regards latency QoS.

Overall, new-generation Ka-Band MEO satellite constellations offer a high-per-
formance and valuable medium to backhaul LTE connections for PPDR, pur-

poses.

2.1.2.7 Indoor and Tunnel Network Provision

In PPDR operations, it is not infrequent to meet an indoor or tunnel scenario.
In order to provide coverage in those cases, the proposed architecture allows for
two different approaches. In general, the FRs UE should embed the possibility
to act as repeaters, in order to extend network range and to create a redundant
number of network paths available to the MEOCs, so as to advantage other FRs

or people in distress.

The first option is to deploy picocells and femtocells inside buildings and
tunnels, respectively; these may be directly connected to a MEOC, to other
eNodeBs that in turn reach the MEOC, or to some FRs UE acting as a bridge.
The second option is to create a network chain by deploying the necessary number
of FRs that form a network path from the MEOC to inside the building or tunnel;
this way, their UE may provide connectivity indoor and traffic may be routed

outside through multiple hops.

2.1.3 Conclusions

To address the vulnerabilities of terrestrial infrastructure-based networks in ma-
jor incidents and disaster scenarios, we proposed a hybrid network architecture
that integrates LTE and satellite technologies for PPDR purposes. It is based
on deployable mobile units that bring LTE coverage to the disaster area through
a satellite backhaul. The architecture is designed in order to provide easy con-
nectivity, extended coverage and high performance guarantees. Furthermore,
it allows for both infrastructure-less and infrastructure-based service provision,
without requiring extensive configuration. This way, existing dedicated and com-
mercial terrestrial infrastructures can be leveraged, and at the same time suffi-
cient reliability from unexpected events can be provided. We conclude by noting

that the proposed architecture has the potential to permit interoperability with
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legacy cellular technologies, to ease cross-border operations and to provide com-
munication in disasters that include both outdoor and indoor scenarios. The
following Sections provide several simulations with the ns-3 network simulator
in order to find bottlenecks and optimization opportunities starting from this

reference architecture.
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2.2 (C?ML: Congestion Control Middleware Layer

Wireless communications technologies are critical for public protection and dis-
aster relief (PPDR) professionals, who require services like basic voice communi-
cation and its extended features, such as Push-To-Talk, Group Calls and Direct
Mode capabilities. For several years, data-intensive applications have also been
strongly requested by the PPDR community during the emergency operations
that follow natural or man-made disasters, scenarios in which commercial ter-
restrial networks often fail to provide the necessary support. The reason is
threefold: they simply get disrupted by the disaster, they cannot sustain the
sudden surge of network demand or they fail to deliver the necessary bandwidth
and/or other QoS guarantees. For these scenarios satellites offer a reliable and
almost ubiquitous communication channel and have been proposed as a back-
haul solution also for TETRA networks [16]. The major issues that arise when
trying to deliver services through satellite technologies or, in general, through

¢

high-delay links are related to the “reliable” transport-level protocol, TCP. This
happens because of two phenomena: the high Round Trip Times (RTTs) and
the often too large buffer sizes, which have a bad influence on its algorithms and

related assumptions.

Standard TCP performs congestion control through the Van Jacobsons al-
gorithm of Slow Start with Congestion Avoidance, coupled with exponential
backoff [17]. When the delay is high, the Slow Start algorithm phase leads to
an initial underutilization of the available capacity, while both link asymmetry
and variable RT'T further affect connection throughput when using the additive-
increase/multiplicative-decrease Congestion Avoidance algorithm. Several TCP
variants, as well as TCP accelerators [18], have been implemented so far to mit-
igate these problems, however, when several hosts are competing for the same
link, fairly distribute the bandwidth among the flows still represents a challeng-
ing task. Intra-protocol fairness and inter-protocol friendliness properties play
a crucial role in emergency networks, because priority flows should be carefully
designed and chosen by the network administrator rather than imposed by con-

gestion control algorithms.

At the same time, there is another figure of merit for the network: latency. It
is a fundamental parameter for public protection and disaster recovery network

purposes, and in this perspective our focus is at network and transport lever
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rather than at application level. When TCP was designed, it employed the
idea of pipe size and the correct observation that there was reasonable but not
excessive buffering along the data path through which to send a window of
packets. Buffering is necessary because, unless sources are synchronized, packets
may arrive in bursts taking some time to get routed. The increasing number of
links with high delay and the reduction of memory costs have in general led to
an increase in buffer sizes, deployed to overcome TCP losses at bottleneck links.
Unfortunately, this is seen by TCP as another pipe in series with the link; the
protocol will thus try to fill it increasing the delay after the bottleneck capacity
is reached. In fact, even in terrestrial networks, the existence of excessively large
and nevertheless frequently full buffers may lead to an increase in overall delay.
This phenomenon has been called “Bufferbloat” [19]. One of the main goals
here, coupled with a low network latency, is to avoid expensive QoS operations
in routers or wireless access points, because they should be fast to deploy and
setup during real crisis or disasters (avoiding any delay due to configuration)

and lightweight enough to be run without high-energy sources.

In this Section, we analyse standard TCP as well as protocols specifically
designed to overcome issues on links with high delays, and investigate both their
congestion control algorithms as well as the - sometimes excessive - buffering
they require to provide good performance on this kind of channels. Results show
that a “cooperative” transmission control protocol has the potential to miti-
gate the aforementioned issues. Therefore here we propose a middleware layer,
called C?M L, to optimize the transport layer performance over high delay links.
Our simulations through the ns-3 network simulator show that C?M L effectively
improves throughput and fairness, leading also to a better network-level buffer
usage and, as a consequence, to a remarkable reduction of the overall latency,
avoiding buffers to be bloated by uncontrolled streams. Our proposal requires
sender-side modifications only, along with a central gateway that manages band-
width allocation for competing nodes over satellite links. In particular, in Sec-
tion 2.2.1 we summarize related work. In Section 2.2.2 we describe our reference
environment, along with its issues, while Section 2.2.3 describes C?M L. Numer-
ical results are reported in Section 2.2.4, and in Section 2.2.5 we summarize the

conclusions.
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2.2.1 Literature Overview

Active queue management (AQM) schemes, such as RED [20,21], have been
around for well over a decade and could potentially solve the aforementioned
problem, also reducing queuing delay. RFC 2309 strongly recommends the adop-
tion of AQM schemes in the network to improve the performance of the Internet.
RED is implemented in a wide variety of network devices, both in hardware and
software. Unfortunately, due to the fact that it needs a careful tuning of its
parameters in relation to various network conditions, most network operators
do not turn it on. In addition, it is designed to control the queue length which
may implicitly affect delay. Recently, a new AQM scheme named CoDel [22]
has been proposed to address the bufferbloat problem by directly controlling
the latency, but its requirements consume excessive processing and infrastruc-
tural resources, yielding CoDel expensive to implement and operate, especially
in hardware. These issues are reported in [23]. The entire class of solutions
based on AQM schemes can not be comprehensive enough to definitely solve the
bufferbloat problem, despite a reduction in queuing delay, especially in chan-
nels with high bandwidth-delay product (BDP); this is because they all become

eventually prone to instability, which leads to lower performance [24].

When the bottleneck is known, another interesting approach is to cooper-
atively adapt the transmission rate between peers of the same bottleneck link.
As an example, in a mobile wireless scenario the throughput is deteriorated
by traffic congestion when multiple devices share one single access point. This
happens because the traffic control mechanism implemented in TCP is not de-
signed to coordinate them; instead, it is designed to control the traffic only in
an end-to-end manner for each connection. A Cooperative Transmission Control
Middleware [25] has been proposed to adjust the congestion control in such cases
by exchanging information with broadcast messages among devices in the same
wireless LAN. As a result, both communication throughput and bandwidth uti-
lization fairness are improved. Anyway, the fact that the work is tailored over
TCP Cubic [26] and smartphone devices in a wireless LAN environment makes

it hard to adapt to emergency networks.

In order to overcome the problems mentioned in the previous section, a num-
ber of Transport Protocol variants have been proposed [27-31]. Floyd et al. [27]
introduced the High Speed TCP algorithm (HSTCP), which considerably in-
creases the efficiency of networks with high BDP. However, HSTCP does not
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consider RTT fairness and friendliness with standard TCP flows. Kuzmanovic
et al. merged HSTCP with TCP-LP [32] in a protocol [28] that aims to enable
a simple two-class prioritization for low-priority background file transfer over
high-speed networks, so as to use only the excess bandwidth for low-priority
flows as compared to the fair-share of bit rate as targeted by other TCP vari-
ants. Kelly [29] proposed Scalable TCP (STCP), as an alternative to HSTCP,
to solve the data-transfer efficiency problem in long fat networks. STCP uses
multiplicative increase and multiplicative decrease strategy (MIMD) instead of
additive increase and multiplicative decrease (AIMD) to adjust the congestion
window for each coming RTT. The proposed modification scales well in many
environments. However, STCP flow usually moves the network to a state of
nearly constant congestion which is generally undesirable for most networks [33].
TCP-Peach [30] is based on the replacement of slow start and fast recovery al-
gorithms with sudden start and rapid recovery procedures, which rely on the
introduction of dummy segments to probe the bandwidth availability of the net-
work. TCP-Peach requires all the routers along the connection to implement
some priority mechanism at the IP layer, in order to discard dummy segments
in presence of congestion. Caini and Firrincieli proposed Hybla [31] to solve the
RTT-unfairness problem in heterogeneous networks composed by both low and
high BDP channels, by removing the performance dependence on RTT. TCP
Hybla exhibits excellent fairness and friendliness properties, and effectively en-
hances performance of connections with high RTTs. However, it tends to intro-
duce inefficiency regarding channels full capacity utilization, thus not allowing

connections to fully exploit the link potentials.

Another approach is the eXplicit Control Protocol (XCP) [34], a novel pro-
tocol for congestion control that outperforms TCP in conventional environments
and remains efficient, fair, and stable as the link bandwidth or the round-trip
delay increase. It generalizes the Explicit Congestion Notification (ECN) [35],
informing senders about the degree of congestion. The protocol is stateless, as no
router along the path should maintain a per-flow state, and it can thus scale to
any number of flows. Unfortunately, each router over the entire end to end path
plus the receiver should be XCP-aware. Furthermore, it has been shown [36]
that the scheme fails to achieve max-min fairness and leads to under-utilization
of the network in scenarios with multiple congested links, and it also presents
oscillations in cases of large delays. Adaptive Congestion Protocol (ADP) [37]
has been designed to outperform both TCP and XCP, even in the presence of



38 CHAPTER 2. MIDDLEWARE FOR PPDR SYSTEMS

random packet losses, in traffic scenarios comprising of a small number of long
flows and a large number of short flows. Unfortunately, it also forces routers
over the entire end to end path to be ADP-aware. A separate work [38] focuses
on max-min fair allocation of bandwidth with minimum and maximum rate
constraints, but it is oriented to multirate, multicast scenarios. In [39] authors
propose a scheme (REFWA) that allows satellite systems to automatically adapt
to any change in the number of active TCP flows due to handover occurrence,
free buffer size and BDP. The system efficiency is controlled by matching the
aggregate traffic rate to the sum of the link capacity and total buffer size, while
max-min fairness is achieved by allocating bandwidth among individual flows in
proportion with their RTTs. An important point is that this scheme requires
no modification to TCP implementations in the end systems. However, the
proposed congestion control method is specifically designed for multi-hop Low
Earth Orbit (LEO) satellite networks and it doesn’t take into account Medium
Earth Orbit (MEO) or Geostationary Earth Orbit (GEO) solutions, which are
characterized by higher delay.

Being in the context of satellite-based emergency networks we focused on
TCP Noordwijk (TCPN) [40], a new burst-based TCP variant for satellite links,
which requires only sender-side modifications. Authors aim at satisfying three
particular requirements, overcoming issues of standard congestion control algo-

rithms over high BDP channels and consequently maximizing throughput:

e To optimize the transmission of short objects;

e To guarantee a fair behaviour with competing flows and efficient resource

sharing in case of large transfers;

e To efficiently operate over all DVB-RCS DAMA schemes [41].

TCPN replaces the standard “window-based” transmission with a “burst-
based” transmission. The transmission of packet bursts is characterized by two
variables: burst size, which is the number of segments to send in one shot, and
burst transmission interval, which is the time between two consecutive trans-
missions. Both variables are updated according to ACK-based measurements,
i.e. ACK Dispersion and RTT Variation. TCPN has also some drawbacks: it
works under the assumption of a controlled environment with well known char-

acteristics and it does not guarantee a fair behaviour with competing flows and
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the efficient resource sharing in case of very short transfers, resulting in flow

oscillations. Also, its queue usage is very large.

Therefore, the proposed cooperative transmission control middleware with

centralized congestion management will be based on the following key points:

e To be independent from the AQM system;

e To enhance transport layer performance in throughput, latency and fair-

ness terms;
e To require sender side modifications only;

e To provide fairness among flows for both large and short transfers.

Moreover, it is thought to be easily adapted to different TCP algorithms
and to different congestion control mechanisms, to make it as much flexible as

possible.

2.2.2 Environment and background issues

As ground setting for our work we selected from the EU FP7 Project ”Public
Protection and Disaster Relief - Transformation Centre” the scenario depicted
in Figure 2.5, which is composed by two hierarchical tiers. The top one (Tier 1
in the Figure) comprehends a Mobile Emergency Operations-control Center [42]
(MEOC) that provides, through the connectivity guaranteed by a reliable satel-
lite link, an ad-hoc network to the child tier (Tier 2 in the Figure); this is
composed by other MEOCs that in turn create radio coverage for First Respon-
ders (FRs), deploying this way Incident Area Networks (IANs) in the mission
field. The specific radio technologies shown in the Figure have been inserted
only by way of example. Figure 2.6, instead, represents the logical high-level

architecture of a generic tier.

It is important to highlight that our proposal can be generalized for every
challenging scenario in which clients may use a central gateway to access a bottle-
neck link, as may be the case of a home wireless LAN connected to the Internet
via ADSL, or a wired network in a building where the external connection is
guaranteed by a satellite link; in cases where the bottleneck is due to a satel-
lite channel our proposal allows to avoid the use of Performance Enhancement

Proxies.
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2.2.2.1 Overview of the experimental setup

In order to assess performance we simulated the scenario shown in Figure 2.7.
This scenario represents a network composed by one tier only, as it is simpler
to analyse yet comprehensive enough to model more complex scenarios as the
one depicted by Figure 2.5. In the simplest case, in fact, additional tiers can be
modelled through additional routers between client hosts at the end of the tree

hierarchy and the root gateway.

All tests have been performed on the ns-3 network simulator. The satellite
link has been modelled as a point-to-point channel with a delay of [300-350]
ms and a bandwidth in the range [1,4] Mbit/s (depending on the simulation).
Regarding the gateway buffer size, two configurations have been introduced: the
first, called standard, sets a buffer size equal to the BDP of the channel; the other,
called large, sets instead a fixed buffer size of 4 MB. As claimed by the DVB-RCS
standard [43], the link is dimensioned to work in quasi-error-free conditions (Bit
Error Rate less than 1071%); therefore, no error model has been added to the
simulated link. In the simulated scenario, point-to-point links connect multiple
local nodes to the gateway; each link is configured with the same bandwidth
of the bottleneck link and a propagation delay of 0 ms, since we do not want
to take into account the local network delay, focusing only on the bottleneck
link. This does not invalidate the simulations with regards to reality, because
the same results are obtained moving 10 ms of delay from the bottleneck to the
clients (therefore having a 290 ms propagation delay over the bottleneck link
and a 10 ms propagation delay over the client connections). The gateway is in
turn connected to remote nodes with the aforementioned satellite link; each local
node runs an application that transmits TCP segments to a certain remote node,

where there is a sink application that receives them, and send related ACKs.

With regards to TCP/IP stack, we modelled the receivers not to send cu-
mulative ACKs in case of TCP Noordwijk simulations (as its reference model
demands), but let other TCP to send one ACK every two segments, offloading
a bit the return channel. Other parameters, like initial congestion window and
initial slow start threshold, are respectively 10 segments [44] and 5000 bytes.
For TCP Noordwijk, we set a default burst size of 20 packets with a default
transmission timer of 500 ms (as its reference model demands) but decreased
them to 5 packets and 50 ms respectively when employing our proposal. Also,

we enabled all optional TCP extensions available on ns-3 which could help in
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Figure 2.7: Simulations scenario

high-delay links, as the TCP window scaling and timestamps option, and we
chose as MSS for all TCP variants a fixed value of 500 bytes. With this setup,

the bottleneck is clearly the satellite connection.

2.2.2.2 TCP performance over satellite links

TCP, originally designed for terrestrial networks, suffers when applied to a satel-
lite communication environment due to the different channel characteristics. In
the following experiments we run nodes with the large buffer size and a bottle-
neck bandwidth of 1 Mbit/s.

In Figure 2.8 we show how TCP NewReno [45] performs in our experimental
setup. There are three nodes, and each one have to transfer a 5 MB file to a
remote host. To see how flows interact, we start each node with a 10 second
delay from the previous one: Node 1 starts at the beginning of the experiment,
Node 2 starts after 10 seconds of simulated time and finally Node 3 starts after 20
seconds of simulated time. We can see that the third flow is penalized, compared
to the other two already saturating the channel. The third flow experiences an
high number of losses in the initial phase of the transmission. Mixed with the
high latency, up to two orders of magnitude larger than latency in terrestrial net-
works, this drastically slows down the TCP congestion window (¢Wnd) growth:
this means that most of the typical TCP transfers (from dozen of kilobytes up
to several megabytes) conclude before TCP reaches its optimal window. This

implies a huge waste of potentially available network capacity.
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In Figure 2.9 we show how six TCP flows interact. We raised the available
bandwidth to 2 Mbit/s, with a delay of 300 ms and used for each node the
following TCP versions: Noordwijk, Cubic, NewReno, Hybla, HighSpeed, and
Bic; each node starts 3 seconds after the previous one. Besides, the same Figure
shows how these six different TCP algorithms fail to achieve fairness balance.
Aside from the well-known issues of TCP in high-delay links, the unfairness is
partially due also to the AQM scheme used, Drop-Tail, which is the only AQM
which can be employed when using TCP Noordiwjk (we will detail this statement

later in the Section).

2.2.2.3 Buffer impact over TCP congestion controls

In this section, we want to show how buffers along the path influence the be-
haviour of some congestion controls with respect to throughput, while latency
is investigated later in Section 2.2.4. TCP algorithms are all affected by losses
in environments with high delays, as the recovery time can be very high (also
with techniques like Fast Recovery or Fast Retransmit). We repeated the pre-
vious experiments to see the behaviour of the different congestion controls with

standard buffer size, using Drop-Tail as queue management algorithm.

In Figure 2.10 we can see TCP Cubic performance, whose flows affected by

queue-drops unfairly reduce their rate, allowing those not affected to continue
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Figure 2.11: Three nodes, TCP Noordwijk, file transfer, standard buffers

and also to steal some portion of bandwidth, leading to a poor fairness among

flows.

A worse situation holds for TCP Noordwijk, as we can see in Figure 2.11,
because it assumes a well-defined environment with no losses, relying on queu-
ing capability of the I-PEP [46] interface. Consequently, its behaviour in the
reference model is undefined when losses arise. In particular, the protocol loses
the timing information of ACKs due to retransmissions (or fast retransmissions)
triggered by duplicated ACKs or RTO expirations, and thus it can not regulate
itself or recover from multiple loss events. It is, for instance, the main reason
which lead us to avoid the use of any AQM schemes in simulations: by early
dropping packets (i.e. the RED or CoDeL case) TCP Noordwijk performance

starts to worsen early in simulations, making the comparison unfair.

At this point, our goal is to introduce a system that, while maintaining an
high overall throughput, helps both fairness and friendliness at the same time

with a low buffer usage to minimize the overall latency.

2.2.3 (C?ML Design and Implementation

In this section we describe C2M L: Congestion Control Middleware Layer. It is

composed by a new network layer which manages the flows congestion control
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and a protocol that distribute information about the status of the network.
Firstly, we focus our discussion on the design and the key principles, and then

we show its implementation. Source code, with related scripts, is available [47].

2.2.3.1 C?ML Design

In the reference scenario a gateway provides the access to the bottleneck link
and it is aware of its characteristics (e.g. channel bandwidth). In such an
environment, a practical and effective way to reduce queuing delay and improve
fairness and throughput is to use a cooperative adjustment of the transmission

rate in order to match the bottleneck link capacity.

To distribute the congestion control management to the set of nodes and
gateway, the addition of a layer (that we call Congestion Control Layer, C2L)
in the network stack of nodes and gateway is required. As a key principle, we
allow only sender-side modifications, in order to allow remote hosts and routers
to run without any modification. C2L, which acts as middleware between the
application and the transport layer, should intercept all socket creations and
it can be seen as a logical channel between gateway and nodes. Therefore, in
order to cooperatively adjust the transmission rate, a protocol is also required
to regulate communications. Its focal point is the update of the active nodes
rate when another node enter or exit the network. In fact, informing all other
nodes about a new entry permits to avoid channel congestion thus leading to
an improved fairness (as flows know their maximum allowed rate avoiding to
compete with each other in a cooperative environment) and to a reduced buffer
usage, as we will show. On the other hand, informing all other nodes about
a leaving permits the increase of the remaining nodes maximum allowed rate,
thus obtaining higher throughput for each one. We call this protocol C2LP,

Congestion Control Layer Protocol.

In the emergency network field, the resilience is a key factor of the network,
so redundancy of gateways should be always considered. Anyway, if for any
reasons C2LP can not be run, the nodes must fall back to the old behaviour

(and so, disabling C2M L at all) in an application-transparent way.



2.2. C?ML: CONGESTION CONTROL MIDDLEWARE LAYER 47

Local Network High-Delay Remote Network
bottleneck
App
cemL | «—SStP , Mceme App
—> | TCP P P TCP | «—
P H2N H2N 1P
H2N y = 4 H2N

-

Remote
Node

GateWay (?aetr:\;)vtaey

Figure 2.12: C2M L scheme.

2.2.3.2 C?ML Implementation

The scheme of C?M L is depicted in Figure 2.12. Nodes establish a session with
the gateway (implemented as a standard TCP session from nodes to gateway, in
order to avoid middle-boxes interferences), where the following control messages

can be exchanged:

e CLIENT HELLO, used by a node to inform the gateway it wants to send data;

e CLIENT_BYE, used by a node to inform the gateway it has finished the

transmission;

e AVATL BW, used by the gateway to inform nodes about their available band-
width.

When a node joins the network, it opens a control connection with the gate-
way. Only when the first application socket is created it sends the CLIENT_HELLO
packet, while the CLIENT_BYE packet is only sent when the last application socket
is closed. This way, the bandwidth sharing among the flows within a node is
relegated to the node itself, triggered the first time when an AVAIL_BW packet
is received. Such packet contains a parameter with the node maximum allowed
bandwidth; the node itself is responsible to divide the value among the sockets,
by evenly splitting it or prioritizing some flows over the others depending on the
flow type, but ultimately the node should not over-exceed the assigned band-
width regardless the socket number. This paradigm shift (actually, the TCP
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distributed congestion control works naturally on a per-connection rather than
a per-node basis) is required from PPDR community, in order to avoid an ex-
cessive bandwidth usage from nodes, malicious or not, that open several parallel

connections.

The gateway knows the total bandwidth (BW) of the bottleneck link. When
it receives a CLIENT_HELLO packet (or a CLIENT_BYE), it increments (or decre-
ments) the number of active clients, recalculates the bandwidth allowed for each
node and then sends n AVAIL_BW packets to the n connected nodes. In the same
way, if the gateway detects a variation of the bottleneck link bandwidth, it re-
calculates the bandwidth subdivision and sends the appropriate values to its n
client hosts. A simple but effective algorithm for bandwidth subdivision is the

Unweighted Fair Budget one: the gateway assigns at each node

_ BW
N n

BW;

where n is the number of active nodes. Other bandwidth management algorithms
could also be employed without affecting the entire system, but the following in-
variant property must be respected: the total budget assigned to nodes is less
or equal to the total available bandwidth. Not doing so will lead to congestion
resulting in throughput, fairness and perceived delay degradation. We also pro-
vided a dynamic algorithm, as an extension to C?M L, that deals with nodes

which are not able to fully exploit the assigned bandwidth in [48].

The run-time complexity of the algorithm for clients is O(1) when joining
or leaving the network, while for the gateway it depends on the bandwidth
management algorithm chosen. When Unweighted Fair Budget is used, the run-
time complexity is O(1). The communication complexity worst case is O(n)
AVAIL BW messages (where n is the number of operative nodes in the network)
sent from the gateway to node themselves when one of them joins or leaves the
network. As the message content is the same for all nodes, the communication

complexity can be reduced to O(1) if broadcasting techniques are employed.

2.2.3.3 Adapting existing congestion controls

We chose to adapt TCP Noordwijk (TCPN) to work with C?M L because of
its effectiveness over satellite links, but other TCP protocols could be adapted

as well. Conceptually, C2M L aims at avoiding congestion by giving each node
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> An AVAIL_BW message is received from the gateway
procedure HANDLEMESSAGE(Bandwidth bw)
avail Bw < bw
ssThres + avail Bw * rtt
Th
cWnd « #2572

end procedure

procedure ACKRCV(SeqNum n) > An ACK is received
ssThres < avail Bw * rtt
Cusic::AckRcv(n)
if cWnd > ssThres then
cWnd < ssThres
end if
end procedure

Figure 2.13: Pseudocode of (client-side) TCP Cubic adaptations for C2M L

the available bandwidth. This perfectly fits the scheme of TCPN which bases
its transmission over a timer, i.e. TX_TM R, which when expires triggers the
sending of a fixed numbers of segments called BURST. Thus, the node ¢ sends
over the link an amount of bits per second BW; (assuming that TX_TMR is
expressed in seconds and M SS, the Maximum Segment Size, is in bytes) equal

to
BURST; - (MSS -8)

TX_ TMR;
If the bandwidth BW; (in bit/s) is given by the gateway, each node can adjust
the rate for the TCPN scheme in two ways: changing BURST; or TX T MR;

to match the given bandwidth utilization:

BW; =

BW,; - TX_ TMR;

BURST;, =
URS (MSS - 8)

(MSS -8)- BURST;

BW;
Rate Adjustment and Rate Tracking algorithms, employed by TCPN to adjust
BURST and TX_TMR variables in reaction to channel conditions, are still

present (in fact, the gateway know neither the network conditions beyond the

TX TMR; =

bottleneck link nor the receiver status), but they are modified in order not to

exceed the available bandwidth, with simple conditional controls.

A different situation holds for TCP algorithms which rely on the well-known
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congestion window concept. Without any transmission timer, the best these
protocols can do is to adjust the congestion window according to the RTT in-

formation and the gateway assigned bandwidth by doing:

BW;

cWnd = { -‘ -RTT (2.1)

In presence of long RTTs and high bandwidth, the result from (2.1) is a
large ¢Wnd, independently of the TCP version adopted. This may lead to a
bursty transmission, with a possible consequent performance degradation on the
buffers side, especially when few nodes share a lot of bandwidth. However, such
burstiness can be eliminated by employing packet spreading techniques [49, 50]
or by limiting the resulting ¢Wnd value. The latter approach does not exploit
the available bandwidth, while the former requires accurate analysis for each
TCP version. Since one of the key point of C2ML is to be easily adapted to

different TCP algorithms, a mixed version of these two proposals is employed:
3
algorithm is used as packet spreading technique (2.2).

the resulting ¢Wnd is limited by a constant of 5, and the classic slow start

ssThres = {BWZ—‘ -RTT
(2.2)
T
Wnd — ss ;"Lres

This way, the ¢ Wnd reaches as fast as possible (in one RTT) the given rate while
remaining friendly with others TCP, thanks to the exponential ¢ Wnd growth of
the slow start algorithm (in one RTT it effectively doubles the ¢Wnd). In fact,
if no losses are detected in slow start, when the ¢ Wnd reaches the ssThres value,
with an accurate RTT measurement, the bandwidth utilized is the same as the

one assigned by the gateway (assuming the receiver window is large enough).

To avoid congestion episodes, another action to employ is to limit the conges-
tion avoidance part of the algorithm, in order not to exceed the assigned ¢ Wnd,
and to maintain an accurate ssThres value by recalculating it each time the RTT
changes. It is worth to note that the congestion avoidance function is free to
reduce the ¢Wnd, not only because receiver status and conditions beyond the

bottleneck are unknown, but also to maintain compatibility with nodes without
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C?M L support in the same local network (in this case the effectiveness is re-
duced, but allowing a ¢Wnd reduction makes possible the gradual deployment
of C2ML).

A pseudo-code of such changes, employed to adapt TCP Cubic, is presented
in Figure 2.13. The original AckRcv function, invoked each time a new ack
arrives, updates ¢Wnd on the basis of its rules, and is thus overwritten in our
case. The modifications are conceptually the same for other TCP versions; in
particular, in our experiments we adapted every TCP version changing only the
call to the proper AckRcv function (e.g. NewReno :: AckRcv, HighSpeed ::
AckRcv and so on). If gateway can not be reached for a long period of time
(e.g. the TCP session expires) nodes can automatically disable such extensions,

in order to transparently fall back to the standard behaviour.

2.2.4 C?ML Performance

We implemented C?M L and the modifications to adapt various TCP congestion
control algorithms (including Noordwijk, NewReno, Cubic, Hybla, HighSpeed,
Bic) to work with C2M L in the ns-3 network simulator [51]; we then simulated
the setup described in Section 2.2.2 and then we ran an extensive packet-level

simulation.

2.2.4.1 Intra-protocol fairness

The aim of this subsection is to prove the effectiveness of C?M L in terms of gen-
eral throughput and fairness of flows of the same TCP type, with same or differ-
ent RTTs, over a bottleneck link of 1 Mbit/s with a delay of 300 ms. To achieve
this, we performed several simulations enabling C?M L with standard buffer size
configuration. At first, we show in Figure 2.14 how three TCP NewReno flows
perform over a large transfer, with the same RTT. Thanks to C?M L the slow
increase of TCP c¢Wnd is avoided; thus, several RTT are saved and the data
rate is close to the maximum value since the very beginning, reaching the best
throughput performance earlier than the NewReno simulation presented in Sec-
tion 2.2.2 (Figure 2.8), with C2M L disabled. However, we can still observe little

oscillations when other nodes join the network.

The typical NewReno behaviour is to privilege flows with short RTT, because

of the faster growth of the window size. For instance, with an RTT of 1 ms the
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Figure 2.14: Three nodes, TCP NewReno and C2ML, file transfer, standard
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Figure 2.16: Three nodes, TCP Cubic and C?>M L, file transfer, standard buffers
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Figure 2.18: Worst Jain’s Fairness Index for various TCP, large buffers

window can grow by 30 packets in 30 ms, while with an RTT of 100 ms the
same increment is achieved in 3 seconds. By utilizing C?M L the NewReno
protocol becomes RTT-fair, as we show in Figure 2.15, where the throughput of
three competing TCP NewReno flows with C?M L and different RTTs is plotted.
When C?M L is employed, all flows (regardless of RT'T) can set their proper rate.
In general it helps any TCP protocol, which isn’t RTT-fair by design, to become
RTT-fair.

For an RTT-fair scheme such as TCP Cubic, C>?M L helps in terms of both
throughput and fairness: in Figure 2.16 it is shown how flows self-regulate to the
proper rate given by the gateway, and how throughput oscillations are decreased
leading to better intra-protocol fairness. We have implemented and tested other
congestion control algorithms, but we obtained the best results with a congestion
control that employs a fine tuning of bandwidth utilization, like TCP Noordwijk.
As we can see in Figure 2.17, there are not throughput oscillations with it, leading

to a very high fairness among flows.

To further analyse the fairness, it can be defined in terms of different system
parameters. For instance, it could be defined in terms of throughput if each
flow is allocated the same amount of service over time, or it could be defined in
terms of data rate if the objective is to allocate flows resources in order for all
of them to achieve the same data rate. Assuming equal data rate requirements
among flows, the instantaneous Jain’s Fairness index JF' is defined in terms of

the instantaneous data rate R; as:

"R
JFi(Ry, Ry, ..., Ry) = (Z+)2
n-yig Ri
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Figure 2.19: Worst Jain’s Fairness Index for various TCP, standard buffers

where n is the number of active flows, R; is the instantaneous data rate of flow i
and JF7 is a real number in the interval [%, 1] with a maximum best-case value
of 1 if the achieved rate is equal for all flows and a minimum worst-case value of

1

+ if only one aggressive flow is filling the entire data rate of the system.

In Figure 2.18 we show the lowest JF'i calculated over a series of 5 minutes
run, where a defined number of flows, continuously backlogged, are sending data.
This way it is possible to highlight a lower bound of fairness guaranteed for each
configuration. For this test we used the large buffer configuration for each node
and varied the number of the n active flows from 2 up to 16, performing two
runs, one without C?M L, and the other with C?M L enabled. It can be seen
that in all cases without C2M L lower JF'i values are obtained, which indicates
that in some points there is a poor fairness among flows (in other words, one or
more flows are stealing bandwidth to others). On the contrary, when C2ML is
employed the flows have a higher JFi, reaching in most cases a value near 1,

which indicates a perfect balance of bandwidth usage among different flows.

Figure 2.19 follows the same setup but with flows in a standard buffer con-
figuration. By moving from Figure 2.18 to Figure 2.19 it is possible to notice a
decrease of JFi values without C?>M L; instead, with C2M L values of JFi near
one are reached in most cases. A remarkable increase of fairness performance can
be highlighted when TCP Noordwijk with C2ML is employed. Therefore, the
use of C?M L helps to achieve a proper bandwidth distribution resulting in a high
intra-protocol fairness, even with the standard buffer size. In the next subsection

the buffer usage and how C?M L is able to reduce it will be investigated.
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Figure 2.20: TCP Cubic max queue usage
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Figure 2.21: TCP NewReno max queue usage
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Figure 2.22: TCP Bic max queue usage
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Figure 2.23: TCP Noordwijk max queue usage
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Figure 2.24: TCP HighSpeed max queue usage

2.2.4.2 Buffer usage analysis

In the following simulations the bottleneck link bandwidth has been raised to
2 Mbit/s and the number of active nodes varies from two up to sixteen; they
start at the same time and they each perform a transfer of 5 MB to a remote
node. We then analyse the buffer usage on the gateway. From Figure 2.20
to Figure 2.24, the maximum amount of bytes stored in the gateway queue is

reported, comparing different TCP algorithms with and without C?ML.

When C?ML is disabled, with all tested TCP algorithms it is possible to
observe a really high queue usage. This is not always an issue, but it increases
the overall network latency as a function of the queue size. Contrarily, C2M L
has a less-than-logarithmic growth of used buffer space, a constant value for
each simulation, because each node sets its rate to a constant value (as from

Section 2.2.2), which never exceeds the bottleneck link total bandwidth.

A separate and thorough discussion has to be done for TCP Noordwijk; the
growth is faster with respect to the other TCP algorithms, causing also several
errors in the 16-nodes test, resulting in a poor utilization of resources. This trend
explains the misbehaviour of TCPN when buffer size is limited to a standard
size. In fact, because of the frequent packet drops due to the Tail-Drop queue

algorithm, TCPN loses the timing information about the network, normally used
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to regulate burst size and transmission timer. On the other hand, when TCPN
is coupled with C2M L, in the worst case the node 7 injects in the gateway queue
an amount of data equal to BURST; bytes each time T'X_TMR; expires. If
the C2M L uses the Unweighted Fair Budget algorithm to assign the available
bandwidth to the n connected nodes we have BW; = %,
BURST; = BW; - TX_TMR,; as its burst size. Without loss of generality, it can
be assumed TX_TMR; = TX_TMR; for all 4, j (it is trivial to adjust burst size

and transmission timer for all nodes maintaining the same ratio), which results

and so each node sets

in all nodes having the same burst size. At this point we can write the total
amount of packets injected in the gateway queue (Q_USAGE) in the worst case,

i.e. when all n nodes are transmitting at the same time, as:
QUSAGE =n - BURST;

As a general note, nodes should have a low default transmission timer in order to
have a small burst size. This helps not to over-exceed the receiver window and to
maintain queue occupancy low. In the sixteen nodes case, thanks to C2M L, each
node sets its burst size equal to 3 segments (1500 bytes) and the transmission
timer to 100 ms; this results in using at most 16 - 1500 = 24000 bytes of queue
space on the gateway, an amount of data that is transmitted (at a 2 Mbit/s
rate) in roughly 91 ms, leaving the buffer empty at the next transmission timer

expiration.

Without C2M L, such a high buffer usage of TCP Noordwijk, as well as of
other TCP algorithms, leads to performance degradation with respect to packet

delay, which will be investigated in the next subsection.

2.2.4.3 Delay analysis

The queuing delay is an important factor for network performance. High queu-
ing delays means a high packet transfer delay, and so an overall degradation of
the Quality of Experience perceived by the users; this delay greatly depends on
the queue length along the entire path. Here, we used the large buffer config-
uration for each node. Our aim is to show how C?M L impacts over the RTT
experienced by various TCP congestion control algorithms in a large buffer sce-
nario, maintaining the same bandwidth and the same transmission delay of the

previous section (i.e. 2 Mbit/s and 300 ms).
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Figure 2.25: TCP NewReno RTT analysis
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TCP Cubic [ TCP Cubic+C?ML
[ n [ APD (s) [ PDV (s) [ End (s) | APD (s) [ PDV (s) | End (s)
2 0.373 0.447 99 0.300 0.037 47
4 0.818 1.420 124 0.301 0.039 93
8 1.936 3.408 223 0.301 0.059 188
16 | 4.207 7.326 397 0.300 0.039 382

Table 2.1: Average Packet Delay and Packet
Delay Variation summary for TCP Cubic

In Figure 2.25a and Figure 2.25b we show the RTT experienced by one node
over eight (or sixteen in Figure 2.25b) nodes running TCP NewReno. As we
can see, RTT of packets for TCP NewReno is very high, reaching for the sixteen
node simulation the value of 11s. This is caused by the buffering in the gateway
queue: the sender continues to grow its window until the queue is full. Then, it
notices the first drops, and it starts to limits itself. After some iterations of this
process, it reaches the optimal window size for the bottleneck link, unfortunately
leaving many packets in the gateway queue. As one packet is transmitted over
the bottleneck link, another is arriving in the queue, effectively filling it for the

entire duration of the file transmission (turning it into a bloated buffer).

Coupling TCP NewReno with C2M L, RTT effectively decreases (thanks to
the lower buffer usage), and the overall transfer time decreases as well. The
congestion control, having its bandwidth assigned, does not long see the queue
as an empty space to fill, so it does not have to wait or notice the first drops to

limit itself. Therefore, most of the queue in the gateway is left unused.

Similar results, with an overall decrease of both RT'T experienced by packets
and a decrease of the transmission time, are obtained by replacing TCP NewReno
with TCP Cubic, as in Figure 2.26a and Figure 2.26b. We tested other TCPs,

and in no cases a high buffer usage, when using C2M L, has occurred.

For TCP Noordwijk, the improvement is remarkable (Figure 2.27). Remind-
ing the high buffer usage of Noordwijk without C2M L, the results are rather
intuitive and the user experience in terms of latency is considerably improved.
To reinforce this result, some statistics about the delay experienced in the net-
work are reported next. Every 100 ms the gateway buffer occupancy is read,
indicated as Q_USAGE; at time t, and Average Packet Delay is computed as

N
S D(i-1073)
_ QUSAGE, - MSS L PD APD = =0

b BW N
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Figure 2.27: TCP Noordwijk RTT analysis, 8 nodes

TCP NewReno [ TCP NewReno+C*ML

[ n [ APD (s) [ PDV (s) [ End (s) | APD (s) [ PDV (s) | End (s)
2 0.300 0.002 116 0.300 0.037 47
4 0.339 0.209 123 0.301 0.039 93
8 0.762 0.965 211 0.301 0.059 188
16 1.796 2.482 384 0.300 0.037 382

Table 2.2: Average Packet Delay and Packet Delay Variation summary for TCP
NewReno

TCP Bic [ TCP Bic+C?ML
[ n | APD (s) [ PDV (s) [ End (s) [ APD (s) [ PDV (s) | End (s)
2 0.340 0.375 222 0.300 0.037 47
4 0.659 1.291 864 0.301 0.039 93
8 1.592 3.100 900 0.301 0.059 188
16 | 3.587 6.764 900 0.300 0.039 382

Table 2.3: Average Packet Delay and Packet Delay Variation summary for TCP
Bic

where T is the total simulation time, N is the number of samples gathered
during the simulation (each 100 ms), BW is the channel bandwidth and PD
is the propagation delay. The default MSS value for all our simulations is

500 byte. We reported the results for each TCP version, along with maximum
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TCP Noordwijk [ TCP Noordwijk+C?M L

[ n [ APD (s) [ PDV (s) [ End (s) | APD (s) [ PDV (s) | End (s)
2 0.757 0.492 691 0.309 0.020 46
4 1.679 1.680 665 0.304 0.018 91
8 3.580 4.477 709 0.307 0.068 181
16 | 2.639 8.715 900 0.315 0.178 360

Table 2.4: Average Packet Delay and Packet Delay Variation summary for TCP
Noordwijk

TCP Hybla [ TCP Hybla+C?ML
[ n [ APD (s) [ PDV (s) [ End (s) | APD (s) [ PDV (s) | End (s)
2 0.748 0.490 101 0.303 0.203 49
4 1.738 1.514 168 0.311 0.299 93
8 3.727 3.561 378 0.360 0.209 179
16 | 6.187 7.020 690 0.620 0.363 376

Table 2.5: Average Packet Delay and Packet Delay Variation summary for TCP
Hybla

TCP HighSpeed | TCP HighSpeed+C*ML

[ n [ APD (s) [ PDV (s) [ End (s) | APD (s) [ PDV (s) | End (s)
2 0.300 0.004 100 0.301 0.039 47
4 0.432 0.502 191 0.301 0.039 93
8 1.030 1.555 271 0.301 0.059 188
16 | 2.369 3.637 393 0.300 0.037 382

Table 2.6: Average Packet Delay and Packet Delay Variation summary for TCP
HighSpeed

Packet Delay Variation (PDV) and the total time needed for all nodes in order

to complete the 5 MB transfer; the former is calculated as
PDV = max(D(0) — Dyin, -+, D(T) — Diin)

where D,,;;, is the minimum delay value over the entire data set. For TCP Cubic,
data are reported in Table 2.1, and it can be seen that by employing C?M L the
packet transfer is faster (as the End Time of the transfer is considerably lower)
and both APD and PDV are shorter, except in the 2 nodes cases where the PDV
is 30 ms higher with C?M L. This is not a big deal, as the APD is near the
transmission delay of the bottleneck link (300 ms). In general, this behaviour
holds for other TCPs (Table 2.2 for TCP NewReno, Table 2.3 for TCP Bic,
Table 2.4 for TCP Noordwijk, Table 2.5 for TCP Hybla and finally Table 2.6
for TCP HighSpeed). It should be noted that, while slightly worsening the base
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Figure 2.28: Friendliness among TCP flows, standard buffers
Transmitted data
1.5MB 5MB 10MB
C*ML+ | No C°ML+ [ C°ML+ | No C*ML+ | C*ML+ | No C°ML+
2 32 61.6 117.2 232 458 476.8 947.7
T 64 111 219.9 402.5 803 820.6 1639.1
Z 128 228.4 455.5 810.7 1620.3 1662.7 3324.3

Table 2.7: Average short-transfer completion time

cases, employing C?M L makes APD and PDV near constant among simula-
tions, regardless of the number of nodes. It also makes the different congestion
controls to behave the same over an identical bottleneck link: for instance, data
of NewReno, Cubic or Bic coupled with C?ML are the same. Therefore, an
interesting follow-up is to see how different and competing congestion controls

work together.

2.2.4.4 Short-transfer performance assessment

With this set of simulations we aim to analyse C?M L behaviour in case of high
dynamism of traffic, thanks to scenarios with several short connections and a

larger number of nodes. We carried out tests with 32, 64 and 128 users. For
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Figure 2.29: Worst Jain’s Fairness Index between different TCP

32
64
128

Transmitted data

1.5MB 5MB 10MB
C°’ML+ | No C°ML+ | C°ML+ | No C°ML+ | C°ML+ | No C*ML+
64.9 365.9 247.9 490.2 505.5 1005.4
113.9 226.2 400.1 798.4 820.6 1639.5
230.6 460.3 818.7 1636.4 1658.9 3316.8

Table 2.8: Average short-transfer completion time with background traffic load
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each test we considered a number of short-living connections equal to twice the
number of active nodes, and each connection is opened randomly in the range of
[0,30] seconds of simulated time by a random user (i.e. each user can open more
than 1 connection). We repeated each test as a function of the short-transfer
size considering transmissions of 1.5MB (the average web page size), 5MB (huge
web page size) and 10MB (high resolution image). The evaluation parameter
is the average completion time for each connection experienced with or without
C?M L. Results of these tests are reported in Table 2.7. The table highlights the
ability of C2M L to maintain very good performance even in presence of high
dynamism on the network; in fact, it halves the average completion time of the
connections in almost all the cases.

We repeated the same set of experiments adding to the short transfers 10
long-living TCP flows, continuously backlogged, as background load for each sim-
ulation in order to increase the network congestion while continuing to maintain
the bandwidth subdivision dynamism. Therefore, we evaluated C2M L perfor-
mance in a more realistic and challenging scenario. We then reported the average
completion time of all short-living connections in Table 2.8. By comparing Ta-
ble 2.8 with Table 2.7, it is worth to notice that the average completion time
of the connections slightly increases due to the presence of the background load
traffic; at the same time, C2M L leads again to an halving of the completion

time.

2.2.4.5 Inter-protocol friendliness

Here the focus is on how C?M L may help the various TCP protocols in terms
of both throughput and latency when they compete for the same link. Using
2 Mbit/s and 300 ms delay for the bottleneck channel, we simulated six nodes,
each one with a different TCP version: Cubic, Noordwijk, NewReno, Hybla,
HighSpeed, and Bic. Each node starts 3 seconds after the preceding one, with the
standard buffer setup, and their throughput is plotted in Figure 2.28. Comparing
it with Figure 2.9, without C?M L and with the large buffers (leaving other
network parameters unchanged), it can be noted how employing C?M L helps to
maintain throughput stable, with a low buffer usage, after the initial slow-start
phase. As a consequence, the overall flows friendliness is boosted, and also JF'
results are higher. It is calculated for both configuration of buffer sizes (large
and standard), with and without C2M L, and the worst case JFi is plotted in
Figure 2.29.
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2.2.5 Conclusions

A new cooperative transmission control middleware, called C2M L, has been de-
scribed and evaluated. This solutions effectively optimizes performance in net-
works with high delay, such as satellite networks. Design goals and requirements
were based on the analysis of current issues of state-of-the-art TCP algorithms
in such links; the focus was on satellite channels because they represent an
almost-ubiquitous medium to provide communication and data connectivity in
crisis scenarios, but it can be adapted in other contexts were a gateway provides

connectivity to a large number of clients.

C?ML acts primarily on the transport layer by regulating flows between
connected nodes, and it indirectly tunes network-level buffer usage, requiring
only sender-side modifications (with minor adaptation to the employed conges-
tion control protocol) along with a central gateway, resulting in a feasible and

deployable system.

Through numerical results it has been shown that C?ML leads to high
throughput and it improves intra-protocol fairness and inter-protocol friendli-
ness regardless of queue sizes, thus reducing the overall latency and avoiding
the “Bufferbloat” problem. Moreover, same results have been achieved even
when the number of competing nodes increases, therefore confirming C2M L as

a practical and scalable system.

Finally, the use of C2M L exploits much more effectively the potential offered
by satellite links, even for real-time applications. The next Section includes the
possibility to renegotiate the bandwidth allocation for problematic connections
(e.g. restricted signal due to propagation obstacles) which can not fully exploit
the assigned bandwidth.
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2.3 DyBRA

The massive diffusion of the Internet for personal and commercial use and the
ever increasing consumer demand for availability and performance have pushed
the development of many physical technologies, such as terrestrial wired and
wireless links as well as non-terrestrial wireless mediums (e.g. satellites). The
latter, in particular, exhibits poor performance when coupled with the TCP
protocol, due to the high delay distinctive of the channel. This is a well-known
issue that has been extensively studied, and methods to mitigate this problem
are operative in real world networks under the form of various congestion control
algorithms [26,27,31,40], TCP connection splitters and Performance-Enhancing
Proxies (PEPs) [52], as well as various link-layer techniques (RFC 2488).

These channels are used to provide connectivity in areas not covered by com-
mercial terrestrial networks (or where their coverage is narrowband only) and
in specific utilization contexts, such as emergency networks or military environ-

ments.

In scenarios where a high end-to-end latency is acceptable, however, the
major limit is not represented by a particular congestion control algorithm, nor
by the links performance, but instead by the transport protocol fundamentals.
The affected scenarios are those in which a number of client hosts are wirelessly
connected, through a gateway, to a backhaul link (e.g. during a post-disaster
emergency situation). In these cases, shifting to a top-down, centralized and
collaborative management of resources from the gateway has the potential to
guarantee overall better performance for hosts [25,53]. To reach this result
we previously proposed Congestion Control Middleware Layer (C?M L), which

improves users’ QoE in such scenarios [54].

The TCP protocol infers channel conditions indirectly, by loss detection
and/or ACK-based timing information, and then reacts accordingly. Since the
protocol always interprets issues as signals of congestion, its reaction is not al-
ways suitable to the link conditions. For example, degradation on the wireless
interface of radio access systems may lead to unnecessary performance drops [55].
In fact, even in absence of congestion, channel conditions of wireless systems can
change rapidly (e.g. for physical obstacles), much faster than the TCP reaction
time, in particular when the available capacity increases. Collaborative tools like

C?M L may further degrade the situation if channel conditions are not taken into
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account, because hosts can be given more bandwidth than they are able to use,

therefore stealing it from hosts willing to use more.

This Section proposes DyBRA, an improved version of C2M L with a band-
width management algorithm designed to exploit the full bottleneck link poten-
tial, even in the case of fluctuations in bandwidth utilization from client hosts.
DyBRA does not intend to address channel changes that are due to radio oscilla-
tions, but instead aims to intervene in cases where the channel state variation is
significant and abrupt, as when a client node moves behind an obstacle between
its receiver and the gateway. The algorithm is deployed on the latter, and man-
ages the bandwidth allocation among connected hosts. These hosts know their
allocated bandwidth thanks to C2M L, and through Channel State Information
(CSI) [56] [57] they may also know if it can be fully exploited in the air interface.
When there is a significant limitation, the unused bandwidth is reassigned to the
trouble-free hosts by the DyBRA algorithm.

In Section 2.3.1 we present related work, Section 2.3.2 explains the DyBRA
algorithm, Section 2.3.3 details the simulations performed and discusses main

results, while in Section 2.3.4 we draw our conclusions.

2.3.1 Literature Overview

Mobile networks may exhibit relatively long lasting efficiency problems. In fact,
due to the exponential TCP back off algorithm, repeated timeouts result in long
intervals between two TCP retransmission attempts. Therefore, even if in the
meanwhile the radio conditions improve, TCP does not timely recover. Authors
in [55] propose a network-side TCP-freeze mechanism, tailored for radio access
nodes such as LTE eNodeBs or HSPA+ base stations. With it, the retransmission
timer does not expire and the TCP sender does not send any new data until
better network conditions are restored. It has also been shown, in wireless mesh
networks, that using cross-layer information may significantly improve goodput
thanks to an accurate packet loss identification. Unfortunately, this approach
alone [58] [59] does not prevent congestion and does not ensure a low queue usage

on network elements.

Techniques that aim to make end points aware of the congestion degree of

the network (therefore preventing congestion instead of reacting to it) are based
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on congestion feedback from network elements. An example is the eXplicit Con-
trol Protocol (XCP) [34], that outperforms TCP in conventional environments
and remains efficient, fair, and stable as the link bandwidth or the round-trip
delay increases. It generalizes the Explicit Congestion Notification (ECN) [35],
informing senders about the degree of congestion in the network. The protocol
is stateless, as no router along the path should maintain a per-flow state, and
can thus scale to any number of flows. Unfortunately, each router over the entire
end to end path plus the receiver have to be XCP-aware, and it also presents
oscillations in cases of large delays. A similar, yet correlated, approach has been
proposed with Rate Control Protocol (RCP) [60]. This solution enables typical
Internet-sized flows to complete one to two orders of magnitude faster than TCP
Reno and XCP using the same technique of the latter: explicit feedback from
routers. Consequently, RCP suffers the same drawbacks of XCP.

XPLIT [61] is a network architecture based on TCP cross-layering, aimed at
optimizing the transport layer performance on a DVB-S2 satellite link. XPLIT-
TCP is the cross-layer TCP protocol that manages the system load. Although
it is not a completely PEP-based solution, at least one PEP is needed, and the
evaluation discussion, based on simulations performed with the ns-2 network

simulator, presents no analysis of latency, RT'T and queues usage.

In order to prevent congestion on high-delay links, we proposed a coopera-
tive scheme to be adopted by clients of the same Local Area Network connected
through a central gateway, that we called C2M L [54]. It introduces only sender-
side modifications to existing TCP algorithms, plus a stand-alone application
that runs over the gateway. The scheme is applicable to all cases in which the
bottleneck is known, as showed by Figure 2.12, and it guarantees regular oper-
ation to legitimate users even in presence of malicious ones performing resource
exhaustion attacks, thanks to an active queue management technique that we
called QRM [62]. It lacks, however, the capability of dynamically adjusting
bandwidth on the basis of clients feedback.

2.3.2 The DyBRA Algorithm

To properly describe how DyBRA works, it is necessary to move back to Fig-
ure 2.12 used to describe C2M L in the previous Section. In fact, Figure 2.12

shows the C?M L architecture. Conceptually, it inserts a Congestion Control
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Layer (C?L) between the Application and the Transport Layers, that uses Con-
gestion Control Layer Protocol (C2LP) as the default standard to communicate.
Basically, to the gateway that provides clients with external connectivity, C?M L
gives the authority of instructing these client hosts on the amount of bandwidth
they are allowed to use. This is trivially calculated dividing the bottleneck link
capacity by the number of clients to serve, in order to guarantee a fair utilization
of the former. For a detailed description of the protocol and its primitives we
remind to [54].

In order to adapt to the case of bandwidth underutilization from some clients,
C2LP should be extended to support the exchange of bandwidth utilization feed-
backs between them and the gateway if the channel state variation is significant,
i.e. if a client host is unable to utilize a bandwidth amount that is equal to at

least 20% of the previously assigned bandwidth.

Messages: To give clients the possibility to communicate the gateway (G)

the actual bandwidth they are using, the following messages are added to C?LP:

e USED_BW, sent by a client to inform G on the maximum bandwidth it uses.

e ACK HELLO and ACK_USED, sent by G as an ACK for a CLIENT HELLO mes-
sage and the USED_BW message, respectively.

As parameter, ACK_-HELLO and ACK_USED carry a blob of data (which should
be signed by G to prevent forging) that represents the client i state, State;,
composed by two fields: bw with the bandwidth assigned to ¢, and s with 7 status,
which can be either GOOD if the client has declared the full utilization of bw
(default) or BAD if it has declared only its partial utilization. i echoes back to
G the received data blob with a USED_BW or a CLIENT _BYE message. As internal
state, each client node i keeps its available bandwidth b; (received through an
AVAIL BW message), its usable bandwidth ¢; (gathered through CSI), its status
si (which can be either GOOD or BAD) and the data blob blob; received from
G.

Client operating principles: Thanks to the USED_BW message, clients are
capable to inform G on their maximum used bandwidth. By default, clients are
self-marked as GOOD with no need to send an USED BW message unless they
are unable to utilize all the bandwidth assigned to them, holding the threshold

condition stated above; in this case, i.e. ¢; < b;, they should mark themselves as
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procedure HANDLEMESSAGE(Bandwidth bw)
if b; < ¢; then
if s; == BAD then
s < GOOD
SENDUSEDMESSAGE(c; )
end if
else
if s;, == GOOD then
S; < BAD
SENDUSEDMESSAGE(¢;)
end if
end if
C?*M L::HANDLEMESSAGE(bw)
end procedure

Figure 2.30: Client node ¢ receives an AVAIL _BW message.

BAD and send an USED_BW message to G with their usable bandwidth ¢;. On
the other hand, if an i is self-marked as BAD and a reduction of b; or a growth of
¢; occurs, it may result that ¢; > b;; the node should mark itself as GOOD and
send an USED_BW message to GG, with the max(c¢;, b;) bandwidth value. Except
for these cases, client operations remain unchanged from the original C?ML
specification [54]. Pseudocode invoked when an AVAIL BW message is received

from a client is reported in Figure 2.30.

Bandwidth subdivision: G knows the total bandwidth Sg of the bottle-
neck link. It also maintains the number of active nodes ng and the number
of nodes in the BAD status badg. With the variable Sgc g it keeps track of the
overall amount of bandwidth that is managed by all clients in the GOOD status;
this variable is initialized with the value Sz when the first client connects. It
is important to note that client states are distributed to client themselves and
echoed back to the server in each client request. Therefore, the memory usage on
the gateway is O(1). When a client ¢ sends a CLIENT HELLO packet, G increases
ng and creates State;. Then it replies to ¢ with an ACK_HELLO message, which
contains:

SG

eff
—_— D
nG_badG,seGOO )

State; = (bw <
Initially, as already stated, each node is considered in the GOOD status, and it
is assigned a bandwidth bw = % With an USED_BW message, a client ¢ sends

as parameters ¢; and the last received State;. When G receives the message, it
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uses them to recalculate the bandwidth to assign to every node. Depending on

s and ¢;, there can be three events:

State;[s] == GOOD A¢; < ns_egg -~ The client is unable to use all the assigned

bandwidth; its status should therefore move from GOOD to BAD and the unused
bandwidth should be reassigned to other GOOD clients (Figure 2.31).

bad < bad + 1

Seff 4 Seff — Ci
State;[bw] < ¢;
State;[s] < BAD
SEND_ACK_USED (State;)

BROADCAST_AVAIL BW (—<iL)

Figure 2.31: Client ¢ moves from GOOD to BAD status.

It is worth to note that the client i (and other BAD clients) will ignore
the received AVAIL BW message with the updated available bandwidth (see Fig-
ure 2.30).

State;[s] == BAD A¢; > %. In this case @ was BAD, but now it can use

at least as much bandwidth as a GOOD one. G should reassign the bandwidth
accordingly (Figure 2.32). State;[s] == BAD Ac¢; < ns_eggd.

bad < bad — 1

S
Sers < Seps + 7544

State; [bw] + nsf{;fd
State;[s] <~ GOOD
SEND_ACK_USED (State;)

BROADCAST_AVAIL BW (ns_ﬁggd)

Figure 2.32: Client ¢ moves from BAD to GOOD status.

The client mark remains BAD, because ¢; is less than the GOOD threshold.
However, G should distinguish between two sub-cases. In the first, bw > c¢;,
which means that ¢ is using even less bandwidth than before. In the other,
bw < ¢;, which means that ¢ has improved its bandwidth usage, but not at
the point such that it can shift its status from BAD to GOOD. Again, because
DyBRA aims to address significant channel state variations only, in either case

the appropriate action is triggered exclusively if a set threshold is exceeded (e.g.
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¢; at time ¢ is less than 20% with respect to ¢; at time tg); this is for simplicity
not reported in the pseudo-code. In the former case, G should reassign the
unused bandwidth, while it should interpret the latter as an indication that
client ¢ may soon return in a GOOD status; therefore, G should increase the
bandwidth assigned to i, reducing the extra bandwidth that has been assigned
to already GOOD clients. Figure 2.33 reports the pseudo-code for these two

events.

dif f < |ci — State;[bw]|
if bw > ¢; then

Sepf < Sepy +dif f
else

Sepp <= Sepp —dif f
end if
State;[bw] < ¢;
State;[s] «+ BAD
SEND_ACK_USED (State;)

BROADCAST_AVAIL BW (-<fL)

Figure 2.33: Client i remains BAD but varies its bandwidth usage.

Formal analysis of DyBRA: Both the C>ML and the DyBRA routines
require O(1) of time computation. Nevertheless, the convergence time of DyBRA
after a network event should be analysed. Changes propagation following an
event is monotonic (not proven here for space constraints); e.g. after a bandwidth
deallocation (due to CSI or network leaving) other bandwidth space may be
released by other nodes (moving from GOOD to BAD because unable to use
the new bandwidth). The worst scenario in such a distributed environment is a

“linear” events propagation.

Theorem 1. Let n be the amount of clients in the network, let s;, b; and ¢; be
the status (GOOD or BAD), the assigned bandwidth and the channel bandwidth
bound for the i-th node, respectively. If one event e occur, the worst-case DyBRA

convergence time is O(n).

Proof. Consider the bottleneck bandwidth BW as constant and equal to 1 and
an initial perfectly fair system composed by n good nodes with b; = % Consider
o, the channel bandwidth bound of the node 0, to be equal to %, and for all the
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other nodes ¢ with ¢ in [1, — 1] the channel bound to be:

i j—1

c=> [[tn—k"" (2.3)

j=1k=0

Consider now a network event called eg as the channel update ¢y = 0 for the node
zero (e.g. node zero leaves the network). After this event ep, an amount equal to
% of BW will be deallocated and reassigned to the remaining n — 1 nodes. Each
node will then receive n=! - (n — 1)~! of additional bandwidth updating its b;.
Unfortunately, from Equation 2.3, for the node 1, by = n~ ' 4+n~ 1 - (n—1)"1 > ¢
and this will generate the event e; in which node 1 moves from GOOD to BAD
and deallocates an amount of bandwidth equal to n~! - (n — 1)~!, that in turn
will be reassigned to the remaining n — 2 good nodes. This new event will force
the event ey where node 2 moves from GOOD to BAD and so on in a linear
propagation of status updates. It is easy to claim that for a generic event ep
with A in [1,n — 1]:

Vi€ [hn—1,b=> [[(n—k)"" (2.4)

Equations 2.3 and 2.4 generates, for each e, the following invariant, that holds

for all nodes i in [h,n — 1]:

bi>c¢; ifi=nh

b; <¢; otherwise.

R
In particular, when i = h, b; = ¢; + [[ (n — k)1, only triggering the update of
k=0
the h-th node from GOOD to BAD. The number of these events is linear O(n)
and, consequently, the computational time required by DyBRA to converge in a

stable solution is O(n). O

As a matter of fact, by introducing a constraint in which only a finite number
of ¢; values are allowed (i.e. digitalizing the CSI sensibility), the worst-case

convergence time falls down to a O(1) complexity.



2.3. DYBRA 77
2.3.3 Performance

All simulations have been performed with the ns-3 network simulator. The
network topology consists in a total of 12 ns-3 nodes. Ten of these are the
LAN clients that connect to the gateway in order to reach an external host;
both the gateway and the external host are modelled with one ns-3 node each.
Client nodes and gateway are connected through point-to-point ns-3 links with
a bandwidth of 20 Mbit/s and a propagation delay of 5 ms each, representing
an average-performing LTE access network [63]; gateway and remote node, in-
stead, are connected through a point-to-point ns-3 link with a bandwidth of 20
Mbit/s and a propagation delay of 350 ms, representing a good performance
Geosynchronous Orbit satellite channel. Because each client node has 20 Mbit /s
available between itself and the gateway, while the total bandwidth of the high-
delay link is 20 Mbit/s, the latter can be safely defined as the bottleneck. To
validate DyBRA, all traffic has been modelled as an unbounded upload from
client hosts to the remote node for all the duration of simulations, always equal
to 60 seconds (i.e. clients always send data at their maximum speed). To com-
pare DyBRA to the general case we performed two different simulations, one
with the former enabled and the other with it disabled, in which the nodes fall-
back to the standard TCP operations. For the same purpose, we also set for half
the number of client nodes (i.e. 5) a fixed variation in CSI at the 15th and 45th
second of simulation: for the specific node, at the former simulated time the
bandwidth between it and the gateway drops to 0.5 Mbit/s, while at the latter
simulated time this bandwidth shifts back to 20 Mbit/s. Please note that, when
DyBRA is employed, the maximum bandwidth used by a client node does not
exceeds 2 Mbit/s when to all of them are assigned equal shares of the total bot-
tleneck bandwidth; therefore, the bandwidth drop of those 5 client nodes at the
15th second of the simulations represents a 75% drop in nominal performance.
With reference to Section 2.3.2, the drop and the rise in performance trigger a
status transition from GOOD to BAD and from BAD to GOOD, respectively.

To determine the validity of DyBRA under uncommon conditions, we also
concurrently utilized different TCP protocols in the simulations; each couple of
nodes shares the same TCP protocol, and one of them always remains in the
GOOD status while the other shifts between GOOD and BAD. Furthermore,
we want to address generic high-delay links (i.e. not only satellite channels),
and therefore five different TCP protocols have been used: the standard TCP
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Figure 2.34: Average gateway queue occupancy.

NewReno, TCP Westwood [64], TCP HighSpeed [27], TCP Cubic [26] and TCP
Noordwijk [40]; the last three ns-3 models have been developed by our team,
together with the TCP Option for Window Scaling and the DyBRA model. The
TCP Maximum Segment Size (MSS) has been set to 1000 bytes, and each client
starts with an initial congestion window of 10 MSS [65]; the queues sizes of the
client nodes have not been taken into account, as in this respect the issues are
due to the gateway queue size where all the incoming traffic may accumulate, as
a consequence of the bottleneck posed by the high-delay link. The gateway queue
size has been set to 875 KB, equal to the average bandwidth-delay product of the
bottleneck link; Drop-Tail has been used as the queue management algorithm
because AQM schemes do not behave well with TCP Noordwijk. All throughput
values have been measured at the data-link layer. Source code, simulation setup
and scripts to reproduce our results are available [47].

Results: As expected, gateway queue utilization is much more efficient when
DyBRA is employed. As Figure 2.34 shows, without it the queue usage is inef-
ficient and may reach critical levels; in fact, at the 3rd and the 48th seconds of
simulated time, the gateway queue is overloaded which in turn leads to subse-

quent throughput drops, as Figure 2.35 indicates. On the contrary, with DyBRA
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Figure 2.35: Total aggregate throughput.

the queue usage is most of the time negligible, and it never reaches a problematic
level even at its peaks. Paradoxically, between the 15th and the 45th seconds of
simulated time the queue is only used if DyBRA is employed, although it remains
very low. Without DyBRA, in fact, the empty queue is due to the throughput
drop of the nodes that shift to a BAD status, coupled with the slow growth of
the TCP congestion windows of the hosts that remains GOOD; as it is clear
from Figure 8, these two effects combined lead to poor aggregate throughput
performance in the relative time frame. Subsequent inefficiency is due to the
return in a GOOD status from the hosts that were BAD; because in the mean
time the other nodes have increased their congestion windows, the sudden peak
of channel utilization fills the gateway queue leading to packets and throughput
drop.

Figure 2.35 also shows how without DyBRA the overall throughput strongly
oscillates between approximately 4 and 20 Mbit/s. With DyBRA, instead, the
bottleneck link utilization is always optimal in standard conditions and quasi-
optimal in the dynamic bandwidth management phase, except immediately after
the 45th second mark when the TCP variants need some seconds to regulate

their congestion windows. This phenomenon, however, accounts only for an
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almost unnoticeable overall throughput reduction. On the contrary, the original
C?ML is unable to adapt to the changes in channel conditions, and the overall
throughput suffers a significant drop between the 15th and the 45th seconds
of simulated time, as expected. We therefore conclude that DyBRA efficiently
manages a dynamic allocation of the bandwidth, an efficiency not reachable by
TCP alone nor by the only use of C2M L. These results are confirmed by the
recorded total transferred data, which respectively amount to 143.88 MB with
DyBRA and to 75.93 MB with TCP alone.

DyBRA aims to address generic high-delay links; furthermore, it is not a
PEP-like solution, and it should be friendly with respect to both satellite-tailored
TCP variants as well as to generic ones. In order to consider the difference in
friendliness among TCP variants with or without DyBRA, the throughput of
nodes that remains in the GOOD status has been observed. As Figure 2.36
shows, without DyBRA the friendliness among TCP algorithms is impaired;
TCP Noordwijk, for example, is very aggressive but does not behave well in case
of losses. After the aforementioned queue filling in the 3rd second of simulated
time and the subsequent throughput drop, in fact, TCP Noordwijk is unable to
recover, partly as a consequence of the already consolidated presence of other
TCP variants. On the contrary, with DyBRA the friendliness is greatly improved,
as it can be seen in the right part of Figure 2.36.

To investigate DyBRA scalability, we also performed another set of simula-
tions with only TCP Cubic and a variable amount of nodes (in each simulation,
half of the nodes continue to experience a bad period). Figure 2.37 reports the
results of this experiment in terms of queue space used by the gateway. It is
important to remark how DyBRA reduces from 1 to 2 orders of magnitude the
average queue occupancy, in an inversely proportional fashion with respect to
the amount of running nodes. On the contrary, TCP Cubic manifests the oppo-
site trend, where the queue occupancy grows along with the number of running
nodes. As a matter of fact, DyBRA has a highly beneficial impact on queue
size consumption and, consequently, on the latency introduced, resulting in an

effective and scalable solution.

2.3.4 Conclusions

For scenarios where a number of client nodes share a gateway in order to access
a bottleneck link, this Section has described DyBRA, a centralized yet collabo-

rative network resource manager for high delay links. It is able to dynamically
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adapt to significant changes in the client nodes exploitable bandwidth, which can
result for example from channel conditions variations that are due to the sudden
onset of obstacles between a client receiver and a base station. DyBRA consid-
erably improves the queue usage on the gateway, especially during time frames
in which the client nodes TCPs congestion windows are in process to converge
to a stable size. It also greatly improves the network efficiency, by allowing the
set of client nodes to exploit the totality of the bottleneck link resources also in
cases of bandwidth underutilization by some client hosts. It is important to note
that DyBRA has been designed to be applicable to high delay links in general,
and it therefore guarantees an almost-optimal friendliness among TCP variants,
being these tailored for satellite links or not. As the final remark, we conclude by
stating how DyBRA inverts the natural tendency to couple the increase of client
nodes number with higher queues occupancy, effectively decreasing the gateway

queue usage as more hosts are in place.



Chapter 3
Active Queue Management

In this Chapter, we describe AQM as a solution for the congestion control prob-
lem, moving from the centralized middleware approach to a general one suitable
for internet nodes, regardless the topology. In fact, considering C2M L, we pro-
pose a novel AQM technique called QRM (Queue Rate Manager). QRM is a
very efficient algorithm that coupled with C2M L provides security protection to
resource exhaustion attacks, increasing the robustness of the cooperative mid-
dleware while preserving features like high fairness and high throughput. We
then adapt QRM to create a general and smart no-drop AQM for emergency
networks. The solution is uncoupled from the middleware and studied for gen-
eral PPDR satellite networks. This novel AQM called PINK (Proactive INjection
into acK) is deeply investigated and analysed though mathematical formulations.
Finally, the algorithm is compared with general AQM solutions for general pur-
pose networks and strong performance analyses are presented over several figures

of merit (goodput, latency, RT'T variation, fairness and energy consumption).

83
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3.1 QRM: a Cooperative Solution

When a high-delay link is shared among a number of client hosts, both the
original TCP and other TCP variants designed to improve performance on those
links are unable to effectively make optimal use of the channel. In these scenarios,
in fact, the major limit is not represented by a particular congestion control
algorithm, nor by the link performance, but instead by the transport protocol
fundamentals. TCP infers the channel conditions indirectly, by loss detection
and/or ACK-based timing information, and then reacts accordingly. When client
hosts are wirelessly connected to the gateway that in turn provides them with
access to the high-delay link, their collective performance may further degrade as
a consequence of the nature of wireless access; the end-to-end congestion control
of each node, which is independent from adjacent hosts, may not be able to

ensure a high Quality of Experience (QoE).

These kinds of network topologies are often employed for emergency man-
agement in post-disaster situations, where deployable networks must be back-
hauled by satellite channels when terrestrial infrastructures are destroyed. In
these cases, shifting to a top-down, centralised and collaborative management of
resources from the gateway has the potential to guarantee overall better perfor-
mance for hosts [25,53,60,66,67]. To reach this result we previously presented
C?ML [54] in Section 2.2, which aimed at improving QoE for users in such
scenarios. We remind to Figure 2.12 for its architecture and protocol details.
Basically, C?ML gives to the gateway the authority of instructing the client
hosts on the amount of bandwidth they are allowed to use. This is trivially cal-
culated dividing the bottleneck link capacity by the number of clients to serve,

in order to guarantee a fair utilisation of the former.

Disasters may be natural or man-provoked. In the latter case, C2M L does
not provide adequate security guarantees; more specifically, it does not pro-
tect legitimate users from Resource Exhaustion Attacks nor flooding techniques
aimed at ruining end-users QoE, because it assumes that all users would respect
the bandwidth upper bound assigned to them. Making a client host to behave
maliciously by purposely forcing it to disobey the C?ML rules, thus sending
data at a rate that exceeds the allowed bandwidth, is an operation that does
not require extensive technical abilities and that can easily result in denial of

service for all the other hosts. For an attacker, it would thus be possible to
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overload the backhaul link by sending a lot of traffic to a remote host. This
would surely exhaust the channel resources, effectively cutting out legitimate
hosts from the service. Moreover, a client host that for some reason does not
update its rate after a gateway order may lead to impaired performance for all
the other clients. The Section presents a per-node Queue Rate Management
(QRM), an Active Queue Management (AQM) scheme that aims to fill this gap;
coupled with any cooperative solution like C?M L, it detects an attacker flow on
the basis of incoming packets, and reacts accordingly by enqueuing or dropping
them. We show how, if compared to other AQM schemes such as CoDel, RED,
and GREEN, QRM offers better performance and QoS guarantees when cou-
pled with the aforementioned systems. The discussion is organised as follows:
Section 3.1.1 presents related work; Section 3.1.2 describes the scenarios that
may benefit from centralised and collaborative solutions; Section 3.1.3 presents
QRM; Section 3.1.4 details a formal analysis of QRM, and Section 3.1.5 presents

simulation results. The conclusions are drawn in Section 3.1.6.

3.1.1 Literature Overview

AQM techniques complement the end-to-end congestion control performed at the
transport layer, either explicitly (e.g. through Explicit Congestion Notification)
or implicitly (e.g. through packet drops) [68]. The simplest buffer management
algorithm, Drop Tail, simply drops whichever packet tries to enter an already full
queue, thus it only acts when congestion is already occurred. In time, the main
goal of AQM schemes has evolved so as to perform congestion avoidance [69,70];
a widespread example is RED [20,21], which keeps the average queue size small
by anticipating congestion with a linear dropping function or, like a RED variant
called Non Linear RED [71], with a quadratic dropping function. However, it
does not always provide fair queuing; protocols that do not adjust their transmis-
sion rate according to congestion, such as UDP, or protocols that are aggressive
in adjusting it to congestion events, such as TCP variants designed for satellite
links [27,29-31,40], end up using more bandwidth than other TCP flows. Fur-
thermore, RED needs a manual configuration related to the characteristics of

the link in order to behave at its best.

FRED [72] introduces per-flow state information to RED, and it effectively
succeeds in improving fairness among flows; however, the drawback is the high

quantity of information that has to be maintained on the gateway. CHOKe [73]
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has been designed to improve the fairness of RED without the addition of heavy
resource needs; because of its probabilistic algorithm, though, some flows may

be unnecessarily punished by this scheme.

Newer algorithms, such as WARD [74], CoDel [22,75], FABA [76] and CHOK-
eR [77], are able to improve fairness among flows, mitigate the bufferbloat prob-
lem, and allocate bandwidth proportionally to a prioritisation of flows, respec-
tively. None of them, however, is able to precisely differentiate flows between
those operating “legally” and those operating erroneously or maliciously, where
the former are flows that behave according to a centralised and collaborative
model such as C?M L, without exceeding the allowed bandwidth that has been
assigned to them. Therefore, using any of the above methods to provide security
from resource exhaustion attacks in an emergency scenario would inevitably lead

to a performance decrease of legitimate users.

GREEN [78] is a rate-based AQM algorithm that is the most similar to our
proposal; however, it has been designed for wired links with high capacity, not
for high delay links and neither for wireless channels. GREEN operates giving
each packet a drop probability that depends on the flow RTT, on the number
of active flows, and on the Maximum Segment Size (MSS) encountered during a

sampling time. Unfortunately, GREEN holds some drawbacks:
e It has not a reference implementation.

e It is not designed to provide protection against flooding attacks.

e GREEN infers the MSS by considering the highest value only, therefore

resulting in a coarse-grained drop policy.
e Sampling time is RTT independent and not specified.

e The RTT measurement assumes the usage of TCP options (i.e. it leaves
to end nodes the responsibility to provide RTTs at the gateway; this way,
malicious nodes could lie about their actual RTT, therefore cheating the
AQM algorithm).

Summarising, GREEN would need a structural redesign and further assump-
tions in order to be appropriately used with mission-critical high-delay links, in

particular in the presence of malicious users.
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Other kinds of flooding attacks may exploit the peculiarities of a certain
transmission technology, as it is the case for Signalling Attacks in wireless net-
works [79]; however, countermeasures [80] are forced to be centred on the specific

technology, and are therefore inadequate in the general case.

3.1.2 Enabling a Cooperative Solution

In order to show that cooperative solutions may be effective in very different
environments, we introduce two different, but topologically equivalent, scenarios.
The first one is depicted in Figure 3.1. The context is emergency networks,
and the scenario has been extracted from the EU FP7 Public Protection and
Disaster Relief project. In such a case, there are a certain number of First
Responders who connect to a MEOC (Mobile Emergency Operations-Control
Centre) that brings to them LTE coverage, thus representing a deployable (and
mobile) LTE repeater station for the operators. The MEOC connects in turn
to the EOC (Emergency Operations-control Centre), which is non-mobile and
represents the operations headquarters, via a backhaul satellite link in order to
be able to communicate with it independently from its position. The second
scenario is depicted in Figure 3.2, and it is an example of rural home internet
connection through, again, a satellite channel. In such a case, there are several
devices which connect to a router that brings to them WiFi coverage. The
router connects in turn to the Internet Service Provider (ISP) via a satellite
link. In both these scenarios, there are a finite number of clients competing for
the high-delay satellite bottleneck, a particularly challenging situation for TCP
connections.

In Figure 3.3 we show, on the left, the rate achieved by 5 TCP flows continu-
ously backlogged which are sending data through the satellite channel, together
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Figure 3.3: Benefits of C?M L on channel exploitation.

with the cumulative rate, to give an idea about their channel exploitation. The
link capacity is 20 Mbit/s. It is possible to notice how these 5 flows struggle to
find a fairness balance in such a high delay link, resulting in continuous drops
and channel underutilisation. On the contrary, the right part of the same picture
highlights in a single plot how with C2M L they are able to optimally exploit the
high delay link capacity, resulting in a stable and fair network environment. It
is remarkable how this solution is also TCP variant independent (i.e. it provides
fairness regardless of the TCP variants employed by client nodes, as all window-
based TCP variants are adapted in the same way and utilise the same functions
when an ACK is received [81]) and effective in terms of delay, queue occupancy

and latency, as demonstrated in Section 2.2 [54,81].

3.1.3 The QRM algorithm

In the TCP/IP networking stack, QRM should be placed at the IP level, just
as any other Queueing Discipline. As it needs information about bandwidth
allocation, here QRM is coupled with C?ML. It is worth to note that any
other bandwidth allocation manager system could be used; therefore, QRM is

not intrinsically bound to C?M L, and it can be easily adapted to any analogous
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procedure DOINENQUEUE(pkt)
if pkt.flags # (SYN)V (SYN N ACK) then
if “ISIPALLOWED(pkt.dest) then
return false
end if
end if
TRACKRCV(pkt.dest, pkt.ack)
return true
end procedure

Figure 3.4: Pseudocode for an incoming packet

environment. Before introducing the design principles, we should state that
C?M L should be modified in order to exchange the allowed rate with the queue
algorithm, an operation that could be done when a node joins or leaves the
network. We will identify the allowed bandwidth for each client host with the
BW,; variable, and we assume that a client sends firstly a SY N message to a
remote destination, and then sends to the gateway a CLIENT _HELLO packet when
the SYN-ACK is received. The gateway should also maintain a white list of
clients inside the LAN, updating it each time a CLIENT_HELLO or a CLIENT_BYE
message is received. This list is populated by users that have been authorised to
use the service, and it represents a first line of defence because it allows to block

any activity coming from clients that are not registered inside C?M L.

We first analyse the operations involved on the gateway each time a packet
travelling from a remote host to a client node is received. The relative pseudo-
code is shown in Figure 3.4. In this case, the source address is an outside-LAN
IP, while the destination address is an inside-LAN IP. A packet with either the
SY N or the SY N-ACK flag should be enqueued regardless of the destination,
because it is needed to open the end-to-end TCP connection; in all the other
cases, a check on the destination IP is required. If this is not in the white list,
the packet should be rejected and thus immediately dropped. If the packet is
accepted, before enqueueing it the destination IP and the AC K number should
be tracked (with TRACKRCV()) in order to calculate the average RTT of the
connection. Trivial checks are enough to restrict SY N or SY N-ACK flooding
attacks. For sake of brevity, we omit these checks in this description, but they

can be found in the provided source code [82].

When a packet is travelling from a client node to a remote host, the operations

involved on the gateway are showed in Figure 3.5. The checks over the SY N and
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procedure DOOUTENQUEUE(pkt)

if pkt.flags # (SYN)V (SYN N ACK) then

if “ISIPALLOWED(pkt.src) then
return false

end if

end if

if pkt.flags = (SY N) then
TRACKSENT(pkt.sre, pkt.seq, pkt.size)
return true

end if

if BYTE_OF(pkt.src) > BW; then

MIN_RTT_OF (pkt.src) —
return false

end if
TRACKSENT(pkt.src, pkt.seq, pkt.size)
return true

end procedure

Figure 3.5: Pseudocode for an outgoing packet

SY N-ACK packets, as well as the IP checks (in this case the source is an inside-
LAN host and the destination is an outside-LAN host) are unchanged. Therefore,
SY N packets should be always accepted and tracked (TRACKSENT()), in order
to calculate the RTT when the corresponding SY N-ACK is received. On the
contrary, packets without the SY N flag should be enqueued only according to
the following condition: if the total amount of bytes transferred in the minimum
RTT that has been measured from the source node (inside-LAN) is less than the
allocated bandwidth, then the packet should be enqueued. Updating this byte
amount is a matter of updating a single variable for each registered client when
a packet is received. When the first packet for a registered client is enqueued, a
timer starting from a value equal to the last measured RTT is created; when it

reaches zero, the byte amount is reset.

The algorithm presented so far is not optimal. Firstly, the delay inside the
LAN is not taken into account when the gateway calculates the RT'T, as the time
difference between a packet and the relative AC'K is measured in the queue of
the gateway; as a consequence, the client may see a greater RT'T value than the
gateway. As the C2M L specification demands, the client will react by opening
slightly its congestion window. This could be seen as an exceeding rate by the
queue, which would consequently drop the exceeding packets. This issue can be

resolved by introducing a tolerance on the bandwidth threshold: this should be
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a parameter, as LAN delay may vary.

We conclude this Section by stating that QRM needs only ©(n) memory (in
addition to the memory needed for the queue itself), where n is the number of
active nodes (not flows). FRED [72], as a comparison, has in addition to the
queue a memory cost of ©(m), where m is the number of active flows, and it
always holds that m > n. To complete the description, in the next section we

will formally discuss the complexity of QRM.

3.1.4 (@QRM guarantees

In this section the effect of the QRM algorithm on the gateway queue will be
formally analysed. In particular, by controlling the maximum flow rate achiev-
able by each node it is possible to calculate the maximum gateway queue size

with a worst-case upper bound value.

Theorem 2. Let Qg (t) be the output queue length of the gateway at the generic
time t and let RTT,¢ be the average round trip time of the network. If the link
bandwidth is constant and equal to BW , with the QRM algorithm the following

inequality holds for any time t:
ng(t) S BW - RTTnet- (3.1)

Proof. Consider a generic i-th node equipped with C2M L, if it is a node behaving
legally it will be sent in the network a burst B; which is at most equal to the
product BW; - RTTimi” each RTT;, as showed in Figure 3.5. The burst size
cannot exceed that value due to the Q RM policy that limits the flows bandwidth.
Consider the case in which all nodes want to send their bursts simultaneously, at
the same time t. The gateway queue, immediately before t, can be either empty

or containing packets; this divides the proof in two cases.

Case 1: Empty queue. The gateway queue is filled with the aforementioned
bursts and it follows that:

ng (t) = Z Bz’

. (32)
=> BW,; - RTT"™.
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Considering RT Timi” upper bounded and equal for each node to RTT,¢, we can

write:

ng(t) = Z BW; - RT'Tyet

1

= (3" BW,) - RTT,et. (33)

Here we can use the C2M L bandwidth rule BW > >, BW;, by substituting it
to (3.3) we get the thesis.

Case 2: Non-empty queue. Let the gateway queue, immediately before t,
contains at least one packet p. After receiving the aforementioned bursts it
follows that:

Qqu(t) =p+ Y _ BW;-RTT;™"

()

>y BW; - RTT™" (3.4)

7

= BW - RTTer.

It can be proved that this contradicts our assumptions. The packet p, for the
QRM policy (see Section 3.1.3), belongs to one of the n C2ML nodes. To
continue, consider that the packet p belongs to the i-th node. If follows that, at
time t, the gateway queue would contain an amount of packets belonging to the

node ¢ which is:

p+ BW; - RTT/™" > BW; - RTT™"

o (3.5)

The amount of packets in the queue, belonging to the node 7, would be greater
than the product BW; - RTTimm; this is absurd because it violates the QRM

property, i.e. the algorithm must not enqueue one of these packets.

To conclude, by analysing both case 1 and case 2 we completed the proof.

Theorem 2 is proved. O

This way it is possible to have an upper bound guarantee about the queue
length and, consequently, an upper bound about the maximum queueing delay
introduced by the gateway. A key point of Theorem 2 is that this deterministic

bound is equal to the standard suggested buffer size [19], which in turn means
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that it is not necessary to modify the gateway queue in order to enable C2M L
to work in an already deployed system. Moreover, Theorem 2 let us also prove
the effectiveness of the QRM algorithm.

Corollary 3. The space complezity of QRM is linear.

Proof. In light of Theorem 2 we know that the queue occupancy of the gateway
at a generic time t is upper bounded by the bandwidth-delay product. However,
the used queue memory is not the only space memory allocated by the QRM
algorithm. In fact, it also needs (i) the list of the allowed nodes and (ii) the list
of packets waiting for RTT tracing (i.e. packets waiting to receive ACKs and, if
it is the case, to update the RTT™" of a node ).

For the former, as a first hypothesis, we can assume that the amount of net-
work nodes is a constant value, which is fairly true in a wireless (cooperative
or not) environment where this quantity is bounded also by physical layer con-
straints'. Moreover, this memory is already allocated and used by the C2ML
layer, hence even without this weak assumption it can be considered to be not

an extra memory required by QRM.

Let us now consider the latter, i.e. the list of packets waiting for RTT
tracing. By Theorem 2 we know that, each RTT,.¢, the amount of data collected
in the queue is deterministically bounded (Equation 3.1); this means that in the
following RTT,e: the amount of memory waiting to be traced is again bounded
by the same value. In fact, packets do not need to wait to be traced if the
RTT,.: expires (e.g. if an ACK has been lost or a congestion has occurred), this
safely means that RT Timi", for all nodes i, will not be updated in this sampling
period. Consequently, the amount of memory used by QRM is O(b) for the
queue and O(b) for the tracing, thus concluding the proof in a cumulative linear

space complexity of O(b). O

Corollary 4. QRM is computationally efficient, with O(b) space complexity
and O(1) time complexity.

Proof. By Corollary 3 we know that QRM is efficient in terms of used memory,
which is O(b). Considering Figure 3.4 and Figure 3.5, the enqueue and dequeue

functions of Q RM , respectively, it is easy to infer that the number of instructions

Tt is important to notice that QRM allocates such a memory as a function of the nodes
number and not of the flows number, which can be far greater.
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required for this executions is constant and no cycles are computed. This way,
we can claim that QRM is also efficient in terms of time complexity, which is
O(1), thus concluding the proof. O

In the next section the effectiveness of our model will be validated by sim-
ulation results, which shows an actual queue occupancy level that is well below
the theoretical worst case value provided by Theorem 2 due to the reasons that

follow.

e The channel bandwidth between client nodes and gateway is not infinite.
This means that the gateway starts to transmit packets while it is still

receiving packets from a node.

e Perfect synchronization among nodes is hard to achieve, especially due
to the previous synchronization with the gateway that each node must

perform before starting to transmit.

e The TCP-like algorithm adopted in C?M L uses burst transmissions only
in the slow-start phase. In the congestion avoidance phase each packet is
transmitted when an ACK is received, leading to a time-spreaded packet

dispatch, not a bursty one.

3.1.5 Performance

In this section, we present the simulation environment and the collected results
by analysing Q RM behaviour with respect to well known AQM techniques. We
will evaluate performance like throughput, fairness, latency, RTT variations and
queue occupancy by considering different numbers of clients node and different
numbers of malicious nodes (attackers). The general topology used for tests is
depicted in Figure 3.6 and is the topological representation of Figures 3.1 and 3.2
introduced in Section 3.1.2, while Table 3.1 summarises the main parameters
used to configure our experiments. All simulations have been performed with

the ns-3 network simulator.

The network topology consists in a number of clients varying from 2 up
to 32 nodes that connect to the gateway in order to reach an external host;
both the gateway and the external host are modelled with one ns-3 node each.

Client nodes and gateway are connected through point-to-point ns-3 links with
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parameter

value

simulation time

60 seconds

number of nodes

2-32 clients, 1 gateway, 1 remote host

number of attackers

0-16 between the clients

bottleneck bandwidth 20 Mbit/s
bottleneck delay 350 ms
number of TCP flows 1 per client
TCP used TCP Cubic
MSS 1000 bytes
Gateway queue size 1805 Kbytes
AQM algos DropTail, RED, Codel, GREEN, QRM

data to transmit

unlimited

Table 3.1:

Simulations parameters.

node 1

node 2

node N-1

node N

el GateWay

Local Network

Remote
GateWay

High-Delay
bottleneck

Remote Network

Figure 3.6: Topology of the experiments.
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Figure 3.7: Drop Tail throughput.

a bandwidth of 50 Mbit/s and a delay of 1 ms each, while gateway and remote
node are connected through a point-to-point ns-3 link with a bandwidth of 20
Mbit /s and a delay of 350 ms. TCP Cubic has always been used as the Transport
protocol. Because each client node has 50 Mbit/s available between itself and
the gateway, while the total bandwidth of the high-delay link is 20 Mbit /s, the
latter can be safely defined as the bottleneck link.

3.1.5.1 Experiment one: needs of AQM

The simulations of this first set of experiments have been performed following

the parameters summarised in Table 3.1 with 5 active client nodes.

We now focus on what happens when one node violates the cooperative pro-
tocol and tries to perform a resource exhaustion attack by flooding the network
with a huge amount of packets i.e. exceeding the rate assigned by C?M L to the
node. The effects of such an attack are shown in Figure 3.7. The chart on the left
shows the fair bandwidth allocation guaranteed by C?M L when the five client
nodes are behaving correctly, equivalently to the experiment reported in Sec-
tion 3.1.2. The chart on the right, instead, shows the attacker in action; in this

situation, 4 of the 5 total nodes are behaving correctly, while one node behaves
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Figure 3.8: Drop Tail queue flooding: RTT and queue occupancy.

as the attacker; simply by trying to increase its data rate like a regular TCP,
the attacker halves the actual bandwidth that is available for legitimate hosts.
This is the behaviour of an attacker that would try to disguise itself as a regular
TCP flow; a malicious user motivated to completely deny service to legitimate

users could simply flood the gateway “turning off” its congestion control.

A disguised attacker damages not only the fairness that would be guaranteed
with C2M L, but also the low queue occupancy guarantees, resulting in higher
latency and higher RTTs. Figure 3.8 highlights the effect of an attacker to the
queue usage and the RTT experienced by a legitimate node during the same
experiment. We do not activate any high-performance AQM for this first re-
sult, leaving the gateway queue behaving in a standard drop-tail fashion. From
Figure 3.8 it is also possible to note that the maximum queue occupancy of
1805KB is reached several times during the experiment, causing packet drops
and RTT peaks of 1.8 seconds, almost doubling the benchmark network RTT of

0.7 seconds.

In order to mitigate the adverse effects of such an attacker on the global
network behaviour, we first tested the most widely deployed AQM techniques,
namely RED and CoDel, together with GREEN. Figure 3.9, Figure 3.10 and
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CoDel queue flooding:
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Figure 3.10: RED queue flooding: RTT
and queue occupancy.

2000 \ \ \ \ - 2000
N —
1500 |- - 1500 §
>
n N7 I g
é - 6O R NN— 7 a
00 [‘/\ e ol 1000 3
z DA AR S
N[N 2
500 E E R - AN 500 3
It .
0 10 20 30 40 5 60

Time (s)

Good Flow RTT ——
Max Queue Occupancy ==X1

Figure 3.12: CoDel RTT and queue oc-
cupancy with attacker

2000 i1 1 1 | ' 4 2000

1500 (\ - 1500 g
_ f i z
g i g
— 1000 S o 1000 3
2 ot \ 8
4 N Y >
! g 3
500 | . 500 &

ol AL L N

0 10 20 30 40 50 60

Time (s)

Good Flow RTT ——
Max Queue Occupancy 5%

Figure 3.14: Green RTT and queue oc-
cupancy with attacker



3.1. QRM: A COOPERATIVE SOLUTION 99

14 r 1) 1) L} T 1) )
12 + -
« 10 F -
g
- 8r -
>
Q
(=
I-E 4 + /.\-»ﬂ-—-—w"h—’\mﬁmﬁh.’“‘\'
2 -
0 1 1 1 1 1 J
0 10 20 30 40 50 60
Time (s)
Attacker Flow 2 ------- Flow 4 ——-—
Flow 1 - - - - Flow3 —-—

Figure 3.15: QRM throughput with attacker.

Figure 3.11 report the results with CoDel, RED and GREEN, respectively. The
Figures show how the use of a standard AQM technique slightly mitigates the
attacker link monopolization; at the same time, however, the dropping policies
also involve packets belonging to legitimate nodes, leading to high throughput
oscillations and low global fairness. These poor results are attributable to the fact
that the AQM policy is based on the queue level and not on the rate achieved by
different flows. Results about queue occupancy and RT'T variation are reported
in Figures 3.12, 3.13 and Figure 3.14 for CoDel, RED and GREEN, respectively;
it is possible to notice that CoDel outperforms RED in terms of queue occupancy,
never reaching the maximum queue level and containing the RTT in a more
stable and lower range. We expected GREEN to perform better because of its
rate-based behaviour, but instead its performance are very similar to the ones
obtained with a simple DropTail technique; this is due to the probability drop
function of GREEN that results in very low drop chances with high RTTs. In
fact, GREEN is tailored for short RTT networks with a high number of flows.

To complete the picture, the same experiment has been also conducted with
the proposed QRM solution. The results of this experiment are summarised in
Figure 3.15 and Figure 3.16. Figure 3.15 reports the throughput achieved by both
the legitimate nodes and the attacker by showing how, using QRM, the attacker
behaviour is totally mitigated; in fact, its maximum achievable throughput is
now equal to the bandwidth assigned by the gateway. Moreover, legitimate

nodes maintain the C?M L fairness property, achieving a nominal throughput of
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Figure 3.16: QRM queue flooding: RTT and queue occupancy.

4 Mbit /s that is equal to the gateway assignment. Figure 3.16 reports the RTT
experienced by legitimate nodes and the maximum queue occupancy achieved by
the gateway in each second of simulated time. The depicted results are totally
aligned with the standard C?M L property even in the presence of a malicious
node, while queue occupancy levels are compliant to the theoretical upper bound
imposed by Theorem 2. Furthermore, the RTT variation for each good client
node is contained between the network benchmark of 700 ms and the maximum

encountered value of circa 800ms, demonstrating QRM stability.

3.1.5.2 Experiment two: nodes goodput with a malicious node

In a second set of simulations, we focused on the amount of data correctly sent
by each good node in the presence of a malicious attacker. We designed several
simulations as a function of the number of active client nodes, that range from
2 to 32 in an exponential fashion. For each simulation, only one of these clients
was an attacker. We will call TxData; the data correctly received from node 4
(i.e. the goodput of node i) at the end of the experiment. Figure 3.17 shows
the transmitted data of all nodes (minimum, average and maximum value in a
box-style plot) for all the queueing disciplines as a function of the active nodes.
According to the results depicted in Figure 3.17, Q RM outperforms the standard
AQM techniques by always achieving higher values of T'xData;, also restraining

the variance between the minimum TxData; and the maximum one, therefore
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guaranteeing a high fairness independently from the number of active flows. At
the same time, it is possible to notice how RED, which in the previous set of
experiments performed poorly compared to CoDel in terms of latency and queue
occupancy, achieve here better results in terms of average goodput with respect
to CoDel. GREEN also obtains remarkable results if compared to the previous
set of experiments showing good scaling properties, with results comparable to
the RED algorithm.

To better understand the benefits provided by RED, CoDel, GREEN and,
in particular, QRM, we introduce the following as the definition of worst-case

goodput:

min;(T'zData;) - n

TxData =
wesrata BW - SimulationTime

where min;(7T'zData;) is the minimum amount of correctly received data from
any nodes (i.e. the amount of data correctly received from the unluckiest one),
BW is the bottleneck link bandwidth, SimulationTime is the duration of the
simulation expressed in seconds, while 7 is the number of active clients (including

the attacker). The meaning of the formula is that min;(T'zData;) is divided by

BW -SimulationTime
n

node in a perfectly fair and backlogged environment during a simulation. By

, which is the maximum amount of data transmitted by each

doing this, weTwData is a pure number, always in the range [0, 1]%; the higher
wcT'zData is, the higher are the system fairness and the goodput in the worst

case.

To give an example, Figure 3.18 shows the wcT'x Data of the same experiment
of Figure 3.17, highlighting that while QRM provides high and stable value of
this worst case quantity, CoDel, RED and GREEN provide a growing rate of
such an indicator with respect to the DropTail technique which suffers from the

increase of client nodes.

3.1.5.3 Experiment three: nodes goodput with multiple attackers

In this third set of simulations, we focused on the amount of data correctly sent

by each good node in the presence of multiple malicious attackers. This time we

2The weTzData value of 1 (i.e. perfect fairness and complete channel exploitation) is almost
impossible to achieve during our simulations because of the initial slow start phase of TCP which
do not completely fulfil the satellite channel for the first few seconds of each simulation.
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Figure 3.19: wcT'xData for different AQM with different attackers (32 nodes).

set a static value of 32 active client nodes and designed several simulations as a
function of the number of attackers, which range from 1 to 16 in an exponential
fashion. We summarise the result of this experiment in Figure 3.19, where
wcT'zData represents the data correctly transmitted by good nodes in the worst
case, and it is reported as a function of the malicious users number. In these
simulations as well, the stability of QRM is remarkable; in fact, wcTzData
is almost constant and always close to 90%. However, the same is not true
for CoDel, RED and GREEN, that decrease wcTxData when the number of

attackers flooding the gateway increases.
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3.1.5.4 Experiment four: gateway queue occupancy

In this last set of simulations we focused on the queue level reached by the
gateway. We checked this quantity during the simulations of Experiments 3
and 4, that are represented by Figures 3.20 and 3.21, respectively. Both figures
report the average and the maximum level of gateway queue occupancy during
each simulation®. Figure 3.20 highlights that, with a single attacker in the
network, the average queue occupancy grows with DropTail, RED and GREEN
as a function of the active nodes number; CoDel, instead, manifests an almost
stable average queue occupancy, while QRM is the only AQM technique able
to reduce both the average and the maximum queue level as a function of the
number of nodes. Moreover, the growing queue occupancy rate with DropTail,
RED and GREEN is even more manifest in Figure 3.21. The same Figure also
shoes how CoDel, this time, is more affected by the increment of the attackers,
and presents a growth in the average queue size. QRM instead, demonstrates
again a stability in both average and maximum queue occupancy. It is important
to notice that all of the QRM values are definitely compliant to the worst case
guarantees bound provided by Theorem 2, therefore never reaching the maximum
queue size placed at the Bandwidth-Delay Product value; in fact, it achieves
a queue occupancy amount that is almost always lower than the half of the

maximum value.

3The minimum amount of queue occupancy is always 0 KB
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3.1.6 Conclusions

In this Section we described QRM, an Active Queue Management scheme that
aims to provide protection against resource exhaustion attacks in scenarios where
access to a shared, high-delay link is controlled by a centralized and collaborative
management system, such as C?M L. This security property may be especially
useful in mission-critical systems, such as emergency networks, that could be
vulnerable to malicious activities. In fact, disasters may be man-provoked, and
in these cases there may be interest to disturb or hinder communications used for
disaster recovery operations and coordination among public services. It is shown
how QRM provides protection from these attacks while guaranteeing optimal
throughput for legitimate users, thus avoiding to degrade system performance.
We formally proved that the Bandwidth-Delay Product of the channel is the
upper bound value of the gateway queue size when QRM is employed. Further-
more, through simulation results we showed how QRM performs better, in the
aforementioned scenarios, when compared to RED, CoDel or GREEN; in fact,
it effectively counteracts the threat, allowing legitimate users to continue their
network activities undisturbed by guaranteeing high fairness and QoS. More-
over, we showed how the actual queue occupancy levels are far lower than the
theoretical upper bound, leading to minimum RTTs, that in turn allow the ef-
ficient utilisation of a high-delay link. In the following Sections we will try to
maintain these remarkable features even without a centralize environment nor a

collaborative management system.
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3.2 PINK: a General AQM for PPDR Systems

Original TCP and ad-hoc TCP variants are unable to effectively make optimal
use of high delay channels. Indeed, in some scenarios their major limit is not
represented by a particular congestion control algorithm, but instead by the
transport protocol fundamentals; TCP, in fact, infers the channel conditions
indirectly, by loss detection and/or ACK-based timing information, and then

reacts accordingly.

The situation may even get worse in cases where client hosts are wirelessly
connected to the gateway that in turn provides them with access to a high-
delay link, because TCP has no mechanism to differentiate losses that are due
to channels congestion to losses that are due to wireless links errors, resulting in

a degradation of the aggregate performance.

This kind of network topologies are often employed in Public Protection and
Disaster Relief (PPDR) communication systems for the emergency management
in post-disaster situations; in these challenging scenarios, deployable networks
must be backhauled by satellite channels when terrestrial infrastructures are
disrupted or destroyed. There is also the further complication to aggregate
different operators traffic (fire brigades, air forces, police etc.), when each of
them may employ different TCP algorithms with different (usually high) Round
Trip Times (RTTs) that may depend on the position of the related headquarters.
These constraints together pose remarkable difficulties in controlling network

congestion and providing fairness among TCP flows.

To deal with these issues we designed PINK, a Proactive INjection into TCP
acKnowledgements Active Queue Management (AQM) algorithm, able to impose
fair sharing of a bottleneck link resources among competing client TCP flows,
regardless from the TCP version employed and independently to each flow RTT.
This makes PINK suitable for several network conditions, and in particular for
PPDR-systems.

The discussion is organized as follows: Section 3.2.1 summarizes related work.
Section 3.2.2 describes our proposal. Section 3.2.3 introduces the PPDR valida-
tion scenario, while Section 3.2.4 shows the simulations results. In Section 3.2.5

the conclusions are drawn.
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Figure 3.22: PINK algorithm on a simple network.

3.2.1 Suitable AQMs for PPDR Systems

In this section we carefully revise the literature involving feedback-based con-

gestion control algorithms.

An approach to make TCP cooperate with routers is the Explicit Congestion
Notification (ECN) proposed in [35]. The authors presents an algorithm able to
extract the network status from subsequent binary congestion information and
to estimate a fair window size. With this solution, the window size reduction is
identical to the one induced by the fast retransmit mechanism of TCP Reno and
it does not therefore require packet drops. From one side, the ECN technique
is effective in reducing packet losses but, on the other, binary feedback alone is
not enough to avoid window and network oscillations or to operate fine-grained

adjustments.

One of the first attempts to explicitly control network congestion through a
more substantial feedback has been proposed by Gerla et al in [83]. The authors
proposed a Generalized Window Advertising (GWA) for TCP congestion control
that aims to avoid window oscillations and the related fluctuations in the offered
load and, consequently, in network performance. The key idea of GWA is to
operate on the Receive Window (RWIN) set by the receiver in the header of
TCP ACK segments in order to convey both the receiver available buffer space
and the network congestion status. Unfortunately, GWA requires a modification
of the existing protocol stack of end-nodes, because congestion information must
be transported for the GWA-TCP sender at the IP level.
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A similar approach is described in [84,85]. This work also proposes the use
of the RWIN field in TCP headers to convey network congestion notifications.
Even if both the congestion control algorithm and the protocol implementation
are different to the GWA technique, this approach holds the same drawbacks,
requiring modification to the end hosts stack. Moreover, both GWA and this
work rely on the router queue length, that could represent an outdated congestion

information when high RTTs channels (like satellites) are in place.

A substantial improvement in this field has been provided by Barbera et al.
in [86,87]. In these works, the authors modify the Receive Window of the TCP
ACK in a transparent way, with no need to modify the end host protocol stack.
The solution is simple and focuses on congestion avoidance, latency reduction
and jitter containment. Unfortunately, such an approach is designed controlling
the gateway queue, differently from our approach which is rate-based. For this
reason, the solution proposed by the authors is not suitable in case of RTTs

variations like in PPDR systems.

3.2.2 The PINK algorithm

PINK is a per-flow yet stateless AQM algorithm, designed to be deployed on a
gateway that provides network access to a set of client hosts, in scenarios where it
is critical to guarantee operativeness and fairness, as it is in PPDR networks. It
operates per-flow because it divides the bottleneck bandwidth over the number
of active flows on the channel, and it enforces the resulting value by modifying
the TCP Receive Window of ACKSs belonging to each flow. It’s stateless simply
because it does not maintain any state associated with flows, but it always acts

the same way.

Conceptually, PINK operates as illustrated in Figure 3.22. It prevents con-
gestion by forcing the TCP flows of client hosts to regulate their windows on
the basis of what PINK itself decides. It does so by “hacking” the TCP Receive
Window of every ACK that passes through the gateway, so as to impose an
upper bound to the flows windows. When a client host flow receives its ACK, it
regulates the amount of segments to send on the basis of its Congestion Window,

the outstanding segments and the freshly modified Receive Window.

The information that the algorithm necessitates are the number of active
connections, the RTT of each flow and the shared link bandwidth. The latter is
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Figure 3.23: Simulated network

assumed to be an information always available in advance to the gateway; the
others, instead, can safely be computed at run-time. Calculating the number of
active connections is trivial, and this number needs only to be updated when new
flows pass through the node. It is besides possible to efficiently calculate each
flow RTT [88-90] on the basis of packets crossing the gateway. Remarkable is the
fact that PINK can be coupled with any queue scheduler; in a single scheduler
queue, in fact, all flows are weighted the same [91], an attribute that it is not

violated.

A possible constraint to the algorithm deployment may be the performance
overhead introduced by the need of recomputing the TCP Checksum after the
alteration of the TCP Receive Window, an operation that must be done for each
and only ACK that needs to be changed. However, this performance degradation
can be avoided by employing equipment that compute hash functions through

specialized hardware [92], instead of performing these operations in software.

3.2.3 Simulation Environment

This Section presents the simulation set up. Everything has been built using the

ns-3 network simulator. The simulated network is composed by a PPDR Local
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Area Network (LAN), which is in turn composed by a gateway that provides a
number of client hosts with access to a backhaul link. The latter is modeled as
a point to point link with a capacity of 4 Mbit/s and a propagation delay of 350
ms, while each of the links connecting the aforementioned gateway with clients
has a capacity of 4 Mbit/s and a propagation delay of 5 ms. As Figure 3.23
shows, client hosts access the backhaul link in order to communicate with some
remote nodes; these are organized in a specular fashion with respect to the LAN,
but are placed at the opposite edge of the bottleneck channel. TCP Cubic has
always been the used protocol for reliable data transfer. The LAN gateway queue
size has been set to 350000 bytes, equal to the Bandwidth-Delay Product of the
bottleneck link.

As the reference scenario, we selected the one depicted by Figure 3.24. The
context is emergency networks, and the scenario has been extracted from the EU
FP7 Public Protection and Disaster Relief project. In this environment, there are
a certain number of First Responders connected to a MEOC (Mobile Emergency
Operations-Control Centre) that brings to them LTE coverage, thus representing
a deployable (and mobile) LTE repeater station for the operators. The MEOC
connects in turn to the EOC (Emergency Operations-control Centre), which is

non-mobile and represents the operations headquarters, via a backhaul satellite
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Figure 3.25: Throughput of 4 nodes with CoDel.

link in order to be able to communicate with it independently from its position.
The EOC usually acts also as the satellite hub, as more than one MEOC may
be present on the field.

3.2.4 Performance

In this section, we present the simulations conduced and the collected results
by analysing PINK behaviour with respect to well known AQM techniques. We
will evaluate performance like throughput and fairness considering also RTT

variations as well as completion time needed to conclude several file transfer.

3.2.4.1 Throughput

With a first set of experiments we analysed the achieved throughput of 4 TCP
Cubic flows competing for the same satellite link. In such a simulation, which
lasts for 100 seconds, we considered four TCP connection continuously back-
logged, in order to isolate the behaviour of the AQM to let the flows converge to
a fairness point avoiding oscillation and helping in a fair bandwidth distribution.

The four connections started delayed of 5 seconds one each other. In Figure 3.25
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Figure 3.26: Throughput of 4 nodes with RED.

is depicted the CoDel [22] behaviour with respect to this experiment; is it pos-
sible to notice how the 4 flows struggling in achieving a balance configuration
continuing to fluctuate during time, reaching period in which at least one flow
experiences a few kbps of throughput. The RED algorithm looks to suffer more
the high RT'T environment achieving poor performance in Figure 3.26 where for
long periods (e.g. from 40 to 60 seconds of simulated time) all the 4 flows are
below an average throughput of 1Mbps, all below the fairness point and result-
ing in a bad channel exploitation. In both Figure 3.25 and Figure 3.26 is it can
be notice how standard well known AQM like CoDel and RED respectively are
not able to fully exploit the channel capacity, this because of the high RTT.

In Figure 3.27 is it possible to notice how DropTail technique from one side is
not able to achieve fairness among competing flows due to the absence of smart
queueing policy, but on the other side exploit better the channel capacity with
respect to CoDel and RED. Anyway the general poor performance of DropTail
can be recognize with drastic transitions from a good channel exploitation to a
very poor throughput period on the bottleneck link, this due to the high net-
work congestion caused by the total filling of the queue followed by an high drop
period. Situation in different in Figure 3.28 where PINK is in place; with this

algorithm, each time a flow join the network an immediate negotiation of band-
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Figure 3.29: Throughput of 4 different RTT flows with CoDel.

width resources is given, in this way each flow achieve immediately the optimal
fairness point in a stable way avoiding oscillations. The final result, when all
the four nodes are competing for the bottleneck link, is a stable resources sub-
division with 1Mbps of throughput per flow. We conduced the same experiment
with also RED and DropTail as AQM algorithm over the gateway, anyway the

performance are not better than the ones achieved by CoDel.

3.2.4.2 Round Trip Time variations

A common challenging for the TCP is the ability to be RTT independent, i.e.
performing well regardless the network delay. With this second set of experi-
ment we considered again 4 TCP Cubic flows, starting together, with different
RTTs ranging linearly from 700ms to 850ms and we evaluate also in this case
the performance achieved by different AQM. In Figure 3.29 is reported the re-
sult obtained by CoDel; it is easy to see that the situation is at least not worst
than the one depicted in Figure 3.25, with 4 flows at the same RTT, in terms of
throughput oscillation. Even in this case seems hard to achieve a fairness band-
width negotiation reaching, for each flow, peaks of throughput underutilization

of few kbps. The situation is again completely different in Figure 3.30 where
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Figure 3.30: Throughput of 4 different RTT flows with PINK.

PINK is used. With PINK in place the fair resource allocation is possible even
with different values of RTTs, achieving an optimal balance point in the very
beginning of the simulation. This results is possible only because of the RTT
tracing system implemented by PINK which helps long higher RTT flows to use

wider TCP windows in order to obtain the desired amount of bandwidth.

3.2.4.3 File transfer completion time

In this last set of simulations we tested how different AQM algorithms help,
in terms of fairness, to contain the worst case completion time of a variable
number of competing flows over the same bottleneck link. We tested from 2
to 32 flows, simultaneously active, with a file transfer of 5MB. Results of this
simulation are collected in Figure 3.31 where RED, CoDel, DropTail and PINK
are analysed as a function of the competing flows number. In each simulation
all the file transfer start together in the beginning of the experiment. From the
figure is it possible to notice immediately that RED do not perform well with
this experiment resulting for each number of flows considered the worst AQM
in terms of transfer completion time. At the same time, there are no impressive

difference between DropTail and CoDel, the latter perform a little better for
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Figure 3.31: Worst case completion time for different AQMs.

all the simulations with more than 4 nodes where the fine-grained CoDel drop
policy make the difference. As a matter of fact, the better performance for all
the simulations set are reported by PINK which is stably the AQM with the
lowest worst case completion time resulting also in a scalable solution regardless

the number of flows competing in the network.

3.2.5 Conclusions

In this Section we presented a novel AQM algorithm called PINK (Proactive
INjection into acK). This solution has the ability to enhance the TCP conges-
tion control properties in completely transparent way with respect to the end
nodes, i.e. PINK works regardless the TCP protocol employed and does not
need any modification to the end hosts to work properly but only to be installed
on the router nodes. PINK requires only the amount of active TCP flows, the
flows RTTs and the channel bandwidth. Throughout simulations with ns-3, we
validated the PINK behaviour with respect to the TCP Cubic algorithm enhanc-
ing the fairness properties of PINK compared to existing well known AQM like
RED and CoDel. Moreover, PINK exhibits a strong fairness property regardless
the RTT of each flow making this algorithm particular suitable with high RTT
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(satellite links) and different RTT/TCP, a challenging situation which is a char-
acteristic of several PPDR systems. In the following section we will move to a
general purpose case study in order to assess PINK performance also for general

access networks.
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3.3 PINK: A view on General Purpose Network

In recent years, due to the explosion in the number of connected devices, the
interest on congestion issues over computer networks has risen as well. In partic-
ular, researchers and developers have implemented and tested various proposals,
often with the common property of not being limited to a particular layer of
the network stack, but instead collaborating over different layers to resolve a
particular problem. Moreover, logical layers in networks are not seen anymore

as static and closed black-box, but they frequently interact across-the-border.

Active Queue Management (AQM) algorithms and packet schedulers are the
most representative frameworks that enforce cross-layer collaboration. For ex-
ample, if network congestion is detected among TCP flows by a router, its AQM
algorithms could decide to selectively drop packets, in order to indirectly signal
senders to slow down the transmission rate. Direct signalling (such as ECN,
RFC 2481) has also been proposed, but this comes at the cost of updating all

nodes across the networks, together with senders and receivers.

The most sensitive transport protocol to network congestion is, without any
doubt, Transmission Control Protocol (TCP): it is a stream-based, ordered and
reliable protocol, and it must react to congestion to preserve its properties.
The downside of recovering algorithms is a performance degradation; its degree
depends on the intensity of the congestion.

In this Section we extend PINK (Passive INverse feedbacK), an algorithm
that has been designed to run on access gateways as an AQM technique that
prevents congestion. It directly signals a TCP sender (without adding non-
standard headers or options to packets, without requiring any modification on
any other nodes along the path, sender included) the link status and the max-
imum sending rate. Besides the description of our proposal, we present results
that demonstrates how PINK is able to exploit the channel bandwidth, main-
taining a very low queuing delay, and imposing fairness among different flows.
Furthermore, these results are achieved without forcing a single packet drop.

The discussion is organized as follows: Section 3.3.1 summarizes related work.
Section 3.3.2 describes the extended PINK algorithm. Section 3.3.3 presents
a mathematical analysis of the gateway queue occupancy upper bound when
employing our proposal. Section 3.3.4 introduces our validation scenario, while
Section 3.3.5 shows the simulations results. In Section 3.3.6 the conclusions are

drawn.
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3.3.1 AQMs of the Literature

In this section we carefully revise the literature involving feedback-based con-

gestion control algorithms by extending the work list reported in Section 3.2.1.

In a very recent work presented at INFOCOM [93] the performance of a
self-tuned variant of RED, called Adaptive RED (ARED) has been analysed
and compared with CoDel on a general access network environment. ARED,
differently from RED, does not work by forcing, as a configuration parameters,
different thresholds at which change the drop probability; ARED instead works
by referring to a target delay to be considered in order to decide if enqueue or
not a certain packet. In this way the algorithm itself calculate the thresholds
as a function of RTT and does not need user tuning which has been the main
limitation of RED diffusion.

An AQM algorithm called GREEN [78] is not so far from our proposal due
to its rate-based approach an worth to be analysed; GREEN operates giving
each packet a drop probability that depends on the flow RTT, on the number
of active flows, and on the Maximum Segment Size (MSS) encountered during
a sampling time. GREEN also exhibits some drawbacks: (i) it does not have a
reference implementation; (ii) it infers the MSS by considering the highest value
only, which results in a coarse-grained drop policy; (iii) the RTT measurement
assumes the usage of TCP options (i.e. it leaves to end nodes the responsibility
of providing RTT values to the gateway). GREEN is therefore a non-transparent

solution for end nodes too.

To address these issues on satellite-based emergency networks that employ
high delay links we presented in [94] and described in Section 3.2 a preliminary
work on PINK. We here extend the proposal, by also cross-comparing our con-
tribution with the aforementioned algorithms, in order to validate it and provide
an answer to the drawbacks that are being exposed in this Section. We based our
comparison testbed on recent works such as [95] and [93], which are also based
on AQM techniques. The interesting result of the latter work is that, in several
instances, ARED obtains better results. In [96] it is shown instead that while
AQM algorithms are able to significantly improve performance on the long run
they also exacerbate TCP flows unfairness, especially among TCP flows with
different RTTs, and may lead to large latency spikes caused by queuing delays

when flows startup.
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3.3.2 The Extended PINK algorithm

In this section, the PINK algorithm is described through both a theoretical

explanation and implementation directives.

PINK is a per-flow yet stateless AQM algorithm, designed to be deployed on a
gateway that provides network access to a set of client hosts. It exploits the flow
control of TCP, and in particular the one of the receiver, through the well-known
field “Window size” (RCV.WND) of the TCP header. This field represents the
quantity of bytes that the destination is currently willing to receive, and an
RFC-compliant sender will not exceed this value when transmitting segments,
choosing as its window size the minimum value between congestion and receiver

window.

Basically, PINK computes (for each ACK packet) the value for the advertised
RCV.WND, which will be then written on the header. The key concept is that

this value is calculated so as to prevent bottleneck congestion, tricking the sender.

Mathematically, it holds that:

(3.6)

RCV.WND; = B; = {BW : R:Ti 'CJ

Considering that % is the bandwidth allocation given to each active flow
i, in Equation 3.6 BW is the bottleneck bandwidth, n is the current number of
active flows, RTT™" is the minimum RTT calculated by PINK for the flow i
while RCV.W N D; is the new RCV.WND value to write in the TCP window field,
equal to B; that represents the burst value of flow 7. The constant parameter
¢, called the “exploitation parameter”, ranges from 0 to 1 and represents the
channel exploitation factor. Is has been introduced to allow the network designer
to tune the amount of bandwidth shared among nodes, in order to compensate
packet overhead for headers introduced by network layers. Indeed, when ¢ = 1
the entire bandwidth is considered to be used by TCP for the application data,
leaving no space for TCP, IP, and link layer headers. This exceeding amount
leads to the use of some queue space (that therefore generates a low degree of
congestion) that can be avoided by using ¢ < 1. The bottleneck bandwidth is
assumed to be an offline and always available information; the number of active

connections, instead, is actively tracked by counting the number of SYN, FIN
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and RST packets that are received or sent. It is likewise possible to efficiently
calculate the RTT of each flow [88-90].

PINK operates per-flow since it divides the bottleneck bandwidth over the
number of active flows on the channel. We remind to Figure 3.22 (in the previ-
ous section) for an operational scheme of PINK, where pinkwnd represents the
calculated RCV.WND value.

As a matter of fact, TCP connections are bi-directional, because data could
be exchanged both ways (upload and download). In concrete terms, there are
two information flows and two ACK flows, but for the sake of brevity we only
investigate the uplink direction, applying PINK on the ACKs sent by remote
receiver nodes. The setup could be flawlessly extended to prevent congestion on
both directions, by applying PINK on the ACKs sent by the sender too.

As PINK is designed for access networks, a possible constraint to its deploy-
ment may be the performance overhead introduced by the need of recomputing
the TCP Checksum after the alteration of the TCP advertised Receive Window,
an operation that must be done for each and only ACK that needs to be changed.
However, in Gigabit-level access networks, this performance degradation can be
avoided by employing equipment that compute hash functions through special-
ized hardware [92], instead of performing these operations in software as it is

feasible in lower-bandwidth access systems.

3.3.3 PINK guarantees

In this section we analyse the impact of PINK on the gateway queue level, con-

sidering in particular the worst-case upper bound value of queue occupancy.

Theorem 5. Let Qgu(t) be the output queue length of the gateway at the generic
time t and let RTT,e be the average round trip time of the network. If the
link bandwidth is constant and equal to BW , with PINK as AQM algorithm the
following inequality holds for any time t:

Qqu(t) < BW - RTTyet. (3.7)
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Proof. Consider a time interval with a constant number of n active TCP flows.
Consider now a generic i-th TCP flow; it will send in the network a burst B;
which is at most equal to the product BW, - RT szm each RTT;, as showed in
Equation 3.6 with ¢ = 1 for a worst-case analysis. Consider the case in which all
flows send their bursts simultaneously, at the same time ¢t. The gateway queue,
immediately before ¢, can be either empty or containing packets; this divides the

proof in two cases.

Case 1: Empty queue. The gateway queue is filled with the aforementioned
bursts and it follows that:

ng (t) = Z Bi

. (3.8)
=Y BW;-RTT;"™

Considering RTT;™™ upper bounded and equal for each flow to RT T, we can

write:

Qqu(t) =Y  BWi- RTTpet

= (3" BW)) - RTTyet. (39)

Considering Equation 3.6 we can easily write its fair bandwidth allocation rule
in the form BW > %" BWj;, and by substituting it to (3.9) we get the thesis.

Case 2: Non-empty queue. Let the gateway queue, immediately before t,
contain at least one packet p. After receiving the aforementioned bursts it follows
that:

Qqu(t) =p+ Y _ BW;-RTT]™"
> BW; - RTT]"" (3.10)
= BW - RTT ).

This contradicts our assumptions. The packet p must belong to one of the
active TCP flows (remember that PINK operates on an exclusive TCP queue).
Consider also that the packet p belongs to the i-th flow. If follows that, at time

t, the gateway queue would contain an amount of packets belonging to the flow
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4 which is:

p+ BW; - RTT™™ > BW, - RTT™™

_ 5. (3.11)

The amount of packets in the queue, belonging to the flow i, would be greater
than the product BW; - RTTZ-”””, which is RCV.W N D;; this is absurd because
it violates the TCP property.

To conclude, by analysing both case 1 and case 2 we completed the proof.

Theorem 5 is proved. O

This way it is possible to have an upper bound guarantee about the queue
length and, consequently, an upper bound on the maximum queuing delay in-
troduced by the gateway. A key point of Theorem 5 is that this deterministic
bound is equal to the standard suggested buffer size [19], which makes PINK
easy to deploy, while this upper bound in the queue occupancy level prove the

effectiveness of the PINK algorithm and its drop-free behaviour.

From an experimental point of view, Theorem 5 manifests a stable behaviour
even in highly dynamic environments. In fact, when a new flow starts to trans-
mit, a SYN packet is sent through the network and captured by PINK; the algo-
rithm increases the number of active flows and starts to update the RCV.WND
of each ACK according to Equation 3.6, scaling down the bandwidth of each flow
in order to accommodate the new one. Conversely, when a flow stops to trans-
mit, a FIN packet is sent through the network and captured by PINK; this time,
the algorithm decreases the number of active flows and increases the RCV.WND
of each ACK according to Equation 3.6, increasing the bandwidth of each active

flow in order to continue to efficiently exploit the bottleneck link capacity.

The only shortcoming of this description is represented by SYN packets,
that are not contemplated by Theorem 5. These packets, in fact, belong to
flows that are not currently part of the proof. This highlights the main current
weakness of PINK: it is not resilient to Denial of Service attacks. If a group of
malicious flows would start to flood the network with SYN packets, the current
implementation of PINK is not able to face this attack, as it will drastically
reduce the RCV.WND of each flow.
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Table 3.2: Experimental network setup: Parameters underlined are taken by [93]

Model ns3-2.24
Access/Remote .
Network Ethernet 100 Mbit/s
Bottleneck .
Network Ethernet 10 Mbit/s
Base RTT 100 ms
MTU 1500 Bytes
MSS 1000 Bytes
Active Clients 2,4, 8,16, 32, 64
DropTail, ARED, CoDel,
AQM GREEN, PINK
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Figure 3.32: Network testbed topology.
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3.3.4 Simulation Environment

In order to demonstrate the effectiveness of PINK, we developed a testbed com-
pliant to the one used in [93]. As simulation platform, we used the ns-3 network
simulator; PINK source code, with instructions to reproduce our results, is avail-
able at [97]. The parameters used in our simulations are summarized in Table 3.2;
they basically represent two distinct networks, connected with a bottleneck link
that is accessible to the end hosts of each network through a border gateway as

depicted in Figure 3.32.

We decided to compare PINK with four Queue Manager algorithms, listed

as follows together with a brief explanation of the rationale behind each choice.

DropTalil, as it can be used as a benchmark to represent the default solution

when no AQM technique is in place.

CoDel, as it can be considered the state of the art.

ARED, due to the performance provided in [93].

e GREEN, due to its rate-based approach that is shared from PINK.

We ran various experiments consisting in a set of backlogged TCP flows,
created between pairs of end hosts in which sender and receiver belong to different
networks. Common parameters for the experiments are the bottleneck maximum
queue size, set equal to the network Bandwidth Delay Product of the bottleneck
link (125 KB), and their duration, set to 300 seconds. We describe comparisons

and outcomes, along with specific experiment parameters, in the next Section.

3.3.5 Performance

In this section we analyse the performance of PINK, comparing its results with
The next subsections present the results on goodput, an analysis on per-packet

RTT distributions, a flow fairness evaluation and a simple drop analysis.
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Figure 3.33: Application goodput at the bottleneck link (per 1l-sec intervals).
Different numbers of active nodes with RTT},s. = 100ms; bottom and top of
whisker-box plots show the 10th and the 90th percentiles, respectively.

3.3.5.1 Goodput

Figure 3.33 shows the achieved goodput of DropTail, ARED, CoDel, GREEN
and PINK for different levels of congestion at the bottleneck link. Higher values
denote higher performance. The congestion degree is proportional to the number
of the active nodes, which varies from 4 up to 64. All the AQMs under test are
configured with their default parameters (e.g. target_delay of 5ms for CoDel).
By looking at the Figure, as first remark we claim that the results are compliant
to [93], recording a minor difference on the goodput exploitation of CoDel that
is slightly better with respect to ARED. The latter, in fact, suffers a bit, espe-
cially in congested scenarios. Considering instead “classical” algorithms, CoDel
behaves very well, achieving a goodput level comparable to those of DropTail
which is the benchmark for this figure of merit. Furthermore, the 10th and the
90th percentiles of CoDel goodput tend to approach each other as the number

of nodes increases.

On the contrary, the performance of GREEN are very poor. With the val-
ues of bandwidth and RTTp,se (see 3.2) adopted in the experiments, the drop
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Figure 3.34: Per-packet RTT. Different numbers of active nodes with RT T,
= 100 ms; bottom and top of whisker-box plots shows the 10th and the 90th
percentiles, respectively.

probability (which is also related to the amount of active nodes*) increases too

much, resulting in a goodput degradation.

Results even higher than DropTail and CoDel, and considerably better than
GREEN, are those achieved by PINK. With the latter, in fact, the goodput
is extremely stable with the 10th and the 90th percentile almost identical and
close to the optimal value®, with the bottom of the candlestick that increases as

a function of the congestion level.

It is clearly undesirable to have a higher goodput if it comes at a cost of an
increased application delay: in the following, we investigate the delay perceived
at the application level (through an RTT analysis) to see if PINK increases the
RTT of the flows.

“See Equation 2 of [78] for further details.

SWith a MSS of 1000 bytes, the frames in this simulations have the size of 1052 bytes. This
upper-bounds the goodput at 9.5Mbit/s, which is lower than the upper bound of [93]. We have
been unable to align to their goodput value since their MSS value is not disclosed.
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3.3.5.2 RTT analysis

Figure 3.34 shows the per-packet RT'T distributions of AQMs for different con-
gestion levels, where lower values (and lower variances) indicate better perfor-
mance. As a side note, in this test as well our CoDel and ARED results are
compliant with [93]. With regards to queuing delay, DropTail represents a nega-
tive benchmark of what happens on a bottleneck link when no AQM techniques
are employed. The RTTy,s. derived from the sole propagation delay of this chan-
nel is 100ms, but by considering in addition the transmission time and the delay
inside LAN networks, the smallest RTT value that has been registered during
the simulations is equal to 107ms. On the Figure, the difference between the
reported value and the smallest value of the candlesticks (107ms) corresponds

to the queuing delay at the bottleneck.

From this experiment, some observations can be made: CoDel’s median, as
well as the 10th and the 90th percentiles of queuing delay, increase proportionally
to the network congestion level, especially when the number of nodes is above
4. If ARED was suffering the comparison with CoDel from a goodput point of
view, here ARED outperforms CoDel, obtaining an almost stable queuing delay;
this is especially true for the median, with the values of the 10th and the 90th

percentile that are close to the lower bound.

Likewise, GREEN performs better with regards to the queuing delay per-
formance metric. In fact, it provides a trend which is the CoDel opposite; the

median, 10th and 90th percentiles decrease as a function of network congestion.

The main result of this Figure, however, is the performance of PINK. Firstly,
it is extremely stable, with all the candlesticks collapsed and close to the lower
bound value. Coupled with a higher goodput, this indicates that PINK is allow-
ing the exploitation of the bottleneck channel by TCP flows without introducing

any unwanted delays.

The next question to investigate is the following: is PINK able to serve
equally all flows, or some of them unfairly hold more resources than others? And

if that is the case, what is the proportion of the unfair bandwidth distribution?
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Figure 3.35: Worst-case Jain’s Fairness Index calculated per 1-sec intervals, vary-
ing the active nodes number.

3.3.5.3 Fairness

In order to evaluate the fairness between different TCP flows when coupled with
different AQM algorithms, we considered the Jain’s Fairness Index. Assuming
equal data rate requirements among flows, the instantaneous Jain’s Fairness

index JFi is defined in terms of the instantaneous data rate R; as:

"R
JFi(Ry, Ra, .., Ry) = 2=t )"

ney i R
where n is the number of active flows, R; is the instantaneous data rate of flow i
and JF is a real number in the interval [}1, 1] with a maximum best-case value
of 1, if the achieved rate is equal for all flows, and a minimum worst-case value

of % if only one aggressive flow is filling the entire data rate of the system.

We reported in Figure 3.35 (higher values indicates better performance) the
worst-case JFi calculated during each simulation, with the different AQM tech-
niques and varying the network congestion level. At a first look, it emerges
that ARED is particularly unfair, without exhibiting a clear variation pattern

as a function of the congestion level. On the contrary, DropTail, GREEN, and
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Figure 3.36: Transmitted data at the end of the experiment on the bottleneck
link overlapped by the dropped data.

CoDel suffer to maintain a fairness balance with low congestion levels, while they
increase the performance when moving towards a more congested environment
(e.g. with 32 or 64 active flows). Remarkable results are obtained by PINK: in
fact, it presents an excellent scalable behavior, approaching the best-case fair-
ness value of 1 (which means that all flows have the same rate) as the network

congestion level increases.

3.3.5.4 Drop analysis

Last but not least, we analysed the AQMs behaviour in terms of packet drops.
This test has been performed in order to analyse the waste of energy and pro-
cessing time for managing packets that, eventually, will be lost. Indeed, dropped
packets at the gateway have been transmitted over the LAN (consuming re-
sources) and processed by the gateway itself. Figure 3.36 shows the amount of
successfully transmitted data at the end of experiment over the bottleneck link,
paired with the amount of dropped data by the bottleneck AQM. The upper-
bound of the successfully transmitted data at transport layer, considering a MSS
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of 1000 Byte, a gateway frame of 1052 Byte, a bottleneck link of 10 Mbit/s and

a simulation of 300 seconds is equal to 356 MB as result of 10'§06 - 300 - %.

The ratio between dropped and transmitted data is almost the same for all
the AQMs, except for GREEN that has a lower transmitted data value (it is a
consequence of a lower goodput). The amount of drops grows as a function of
network congestion and approaches the 10% of goodput, but not for the flows
that employ PINK, that indirectly avoids packet drops (as explained in Sec-
tion 3.3.2). This trend poses PINK in a new position with respect to other
AQM, with an emphasis on efficiency, thanks to the fact that it exploits the

channel data rate without dropping packets and wasting energy.

3.3.6 Conclusions

In this Section we extended PINK, a queue management algorithm designed
for access networks that prevents congestion, in a transparent way, by impos-
ing a maximum upper bound on the data rates for each client. This is done
through updating the RCV.WND value in the acknowledgement segments, al-
lowing PINK to supervise bandwidth utilization, in order to efficiently exploit
a bottleneck channel capacity, forcing fairness among different flows, and at the
same time maintaining a low queue occupancy on the gateway. Furthermore,
these results are achieved without discarding a single packet. Another impor-
tant aspect to remark is the algorithm scalability, as all the figures of merit that
have been analysed reveal that PINK manifests a positive, or at least a constant,

trend as a function of the network congestion level.



Chapter 4

Packet Scheduling

In this Chapter the packet scheduling problem is deeply studied as an important
solution for providing QoS that decides the order in which packets are sent over
a link. The scheduling of packets is a challenging topic for emergency networks
due to the massive use of wireless technologies (e.g. WiFi, LTE, 4G/5G) with
which to provide high QoS guarantees. Unfortunately, it is difficult to com-
pare different solutions and actually to test them in order to select the most
proper packet scheduler for each particular environment. In this final Chapter
we present a novel modular architecture to ease all of these tasks. Together
with the architecture, we also define a novel packet scheduler and TEMPEST,
a new Test EnvironMent for Performance Evaluation of the Scheduling of pack-
eT's, which is a novel tool able to help the research in the packet scheduling field.
TEMPEST is able to measure the actual performance of a packet scheduler in
several environments, both wired and wireless, and some figures of merit, like
the execution time, QoS metrics and throughput, giving prompt feedback about
the quality of the solution studied. It can also measure the performance of the
proposed modular architecture as well. The goal of this final Section is to present
in detail the current design of the modular architecture, the benefits introduced
by the adoption of the novel packet scheduler and the features of TEMPEST.

131
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4.1 The Modular Architecture

V2V systems are playing a critical role in ICT world, because for their nature
they are considered an important solution for next generation communication
environments: they also are a protagonist solution for the Internet of Things
(IoT) world. Among such communication systems, a particular challenging one,
suitable for V2V communications, are the Public Protection and Disaster Relief
(PPDR) systems. We are currently investigating V2V networks as emergency
network solutions in the EU FP7 Project “Public Protection and Disaster Relief
- Transformation Centre”. In such environments, all the constraints that we use

to consider as challenging are present:

e Vast applications range;
e Broad use of heterogeneous wireless technologies;
e High mobility;

e Though QoS guarantees provisioning.

These difficulties can be faced from a high level architectural point of view like

in [63,98] or from a software solution point of view like this section case.

In particular, here we focus on the QoS provisioning in V2V networks. From
the theory, we know that the best way to provide QoS guarantees is to use a
packet scheduler and in the last decades several high performance packet sched-
ulers for wired links have been provided [99-101]. The problem is that moving

from a wired environment to a wireless one is not trivial.

Defining a packet scheduler for a general V2V environment is not an easy
task and typical solutions address the problems of only a specific technology,
like [102]; state-of-the-art solutions for QoS provisioning over wireless links are
based on cross-layering packet schedulers that deal both with the QoS guarantees
and the wireless link issues. Unfortunately, such an approach is not flexible
and requires a technology-dependent approach, with the definition of a different
software version for each of the deployed technologies, such as [103] and [104] for
WiMAX and LTE, respectively.

Summarizing, main open issues are:
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e How to recycle and reinvest the decade of research done over wired packet

schedulers?

e How to let coexist the current high performance solutions for QoS provi-

sioning with the issues related to the wireless links?

e How to solve such problems with a flexible approach in order to be able to

move transparently from a technology to another?

We address these issues through a modular architecture which permits the
use of existing high-performance packet schedulers for wired links over generic
wireless technologies, as they are, and at the same time allows for the flexibility
to adapt to different channel conditions. The architecture proposed is not simply
“theory” but it has been concretely used in the context of the PPDR-TC project
to produce HFS [91], the first packet scheduler of this novel modular scheduling
family suitable for PPDR, WiFi based, V2V systems. With this article we
provide some initial results, and identify new perspectives, which pave the way

for efficient QoS provisioning and throughput boosting in V2V systems.

4.1.1 A General PPDR Case Study

Together with the FP7 Project “Public Protection and Disaster Relief - Trans-
formation Centre” several applications, technologies and software solutions for
PPDR future systems have been studied. A key role in such a system is played
by V2V communications, since in post disaster event the existing infrastructure
technology which brings internet coverage on the field may be disrupted or dam-
aged. This case is faced by the use of specific emergency vehicles called Mobile
Emergency Operative Center (MEOC) [105], that provide connectivity for the
First Responders on the Incident Area Network. A general view of such an event
is depicted in Figure 4.1, in which several MEOCs connect to each other through
the X2 interface of LTE, in order to compensate the absence of internet coverage
provided by the core network infrastructure disrupted by the disaster. Exter-
nal nodes such as the Headquarters of the emergency team can then be reached
through satellite links, deployed by at least some of the MEOCs. Therefore, each
MEOQOC can extend the coverage to the personnel on the field by adopting a spe-
cific technology, as reported in Figure 4.2. This Figure is particularly meaningful

because it basically represents the core of such a system; several MEOCs might
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belong to different PPDR subsystems (fire brigades, air-forces, border brigade,
police and so on) and each vehicle could therefore employ specific yet proprietary
technology, making hard the adoption of a general software solution that could
be adopted by a general MEOC in order to optimize some network functions like

throughput or QoS requirements.

4.1.2 The Modular Architecture

This section aims to describe the proposed modular solution for the definition
of a new family of packet schedulers but also aims to help non familiar readers
to understanding how a packet scheduler generally works. Figure 4.3 shows a
logical sketch of the modular architecture. It is composed by a cascade of two
classical packet scheduling schema divided on two layers, the QoS Provisioning
Layer, hereafter called just QoS, and a MAC Schedulingé Abstraction Layer,
hereafter abbreviated as MAC-SAL. There is also a software module called packet
prefetcher which implements the logic that rules the movements of packets from
the above layer to the below one. Both the layers and the packet prefetcher will

be described and commented in their characteristics.

4.1.2.1 QoS layer

The QoS layer is represented in the top box of Figure 4.3. It presents the typical
organization of a packet scheduler as we used to see on a wired environment
(e.g. the scheduler used by our laptop when it is connected to a router through
an ethernet cable). The name QoS layer is simply because of the purpose of
a packet scheduler, i.e. to decide the order the packets are sent on a output
link with the goal to provide QoS. The general components implemented by
almost all the classical wired packet schedulers defined in the last decades of
research are depicted: the packet classifier and the scheduler algorithm itself.
The packet classifier is the software component that decides the importance
of a packet. It decides the QoS guarantee level that needs to be associated
to the packets itself, depending on the type of service, and then it places the
packet in the corresponding queue. For example, UDP packets have different QoS
requirements compared to TCP packets and they will then belong to different
queues in almost all the existing packet schedulers. A typical classifier uses the

Type of Service (ToS) field of the packet and/or the segment service port for
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fine-grained classification of each service. After the classification, we have the
scheduling algorithm which simply answers to the following question: “which is
the next packet to transmit?”. To do this, each scheduling algorithm follows its

own strategy.

For what concern the existing packet scheduling architecture for wired links,
the logic description stops here. In fact, what happens in a general wired envi-
ronment is that the QoS box depicted in Figure 4.3 is directly connected to the

outgoing link, nothing more.

4.1.2.2 And the cross-layering solutions?

Understanding the relationship between the cross-layering scheduling solution
and the modular architecture depicted in Figure 4.3 is simple. A cross-layering
solution operates with only the top box, the QoS one, and it is connected directly
to the outgoing link like a standard wired scheduling solution. The difference is
that a cross-layering scheduler tries to improve scheduling decisions by the use
of Channel State Information at the QoS layer, i.e. using information coming
from the MAC layer below to improve the scheduling benefits. This technique

has been used, and it is currently under use, even if it poses some limitations:

e Taking an existing wired scheduler from the literature and “converting” it
in a cross-layering scheduler is not something that happens for free. The
formal model associated to an existing packet scheduler is altered by the
presence of CSI used in the scheduling decisions, i.e. the QoS guarantees

bounds of the scheduler must be recomputed, if feasible.

e Moving an existing cross-layering scheduler from a technology to another is
almost impossible, because the information captured by CSI are different,

like the idiosyncrasies of the new channel technology.

e Modifying the same cross-layering scheduler to operate in a different way
(boost the throughput instead of providing strict QoS guarantees) leads

again to a scheduling bounds computation.

In short, the cross-layering solution is not flexible. This problem of flexibil-
ity, with the modular solution, is tackled with the adoption of a second layer

described in the following paragraph.
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4.1.2.3 MAC Scheduling& Abstraction layer

The idea to attach the QoS scheduler to another scheduler instead of directly to
the outgoing link is to decouple the QoS task from the link issue task. In this
way, at least the QoS scheduler could always be the same and it can be selected
through the ones available in the literature without the need to be changed. This
approach enables the possibility to cherry pick from the literature an existing
packet scheduler for wired links and place it in the modular architecture in order

to operate on a wireless link.

The MAC-SAL has the same structure of the QoS layer. The main difference
is the purpose of the components, and of the layer as a whole. It may implement
algorithms for maximizing the link throughput and, to achieve this, the MAC-
SAL must classify packets according to their chances of successful transmission,
and it must be able to change the order by which packets are sent to the MAC
layer. To do this the MAC-SAL scheduler makes (only) use of CSI to implement
its scheduling policy. In the end, even with a different goal, the MAC-SAL
scheduler accomplishes the same tasks of the QoS scheduler: it divides packets
into distinct flows, it stores the packets of each flow in a distinct queue and it

schedules the head-of-line packets of the flows according to the desired policy.

Finally, modern systems are often equipped with heterogeneous outgoing
links, which provide alternative options for forwarding a packet toward the next
hop. For such systems, our architecture can be generalized by turning the MAC-
SAL layer into a container of the specific MAC-SAL.

4.1.2.4 Packet prefetcher

The packet prefetcher is a software module that decides when dequeue packets
from the QoS scheduler and enqueue packets in the MAC-SAL scheduler. This
because the higher is the number of MAC-SAL packets, the higher is the number
of packets among which the MAC-SAL scheduler can choose the next packet to
transmit. Hence, the higher is the probability that the MAC-SAL scheduler can
pick good packets with respect to the goals it wants to achieve. For example, let
us suppose that the goal of the MAC-SAL scheduler is to keep a high throughput
and that some MAC-SAL queues contain packets for destinations with bad chan-
nel conditions. If many/few other queues are not empty, then the probability for

the scheduler to have at its disposal better packets to transmit is high/low. In
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the end, to maximize the effectiveness of the MAC-SAL, its queues should never
be empty. This is exactly the purpose of the packet prefetcher depicted in the
middle of Figure 4.3.

4.1.3 New Results and Perspectives

Here we show some results collected by implementing the modular architecture
on a real Linux system in order to simulate some possible scenarios and to test

its performance.

4.1.3.1 Wireless scenarios

To validate the proposal we faced two possible scenarios selected from the EU
FP7 Project “Public Protection and Disaster Relief - Transformation Centre”
depicted in Figure 4.2.

The first one consists of an IEEE 802.16 (WiMAX) based network, where
a base-station (BS) is connected to several subscriber-stations (SS), adopting a
star-based topology. This scenario is represented by the top layer of Figure 4.2
and indeed it is a V2V star network. Since any given SS communicates directly
solely with the BS, only the latter needs CSI to adapt its transmissions to the
actual channel conditions. The CSI that the BS detects can be represented by
the received signal strength indicator (RSSI) and by the carrier-to-interference-
plus-noise ratio (CINR). For both, mean sample value and sample standard
deviation are estimated and they can be sent back to the BS, by using proper
messages defined by the standard, such as the channel measurements report re-
sponse (REP-RSP), or by using fast feedback channel quality indicator channels
(CQICH) [106].

The second scenario is composed by an infrastructure-based IEEE 802.11 (or
WiFi) network, which is very similar, conceptually, to that envisaged in the pre-
vious paragraph about WiMAX. This scenario is the equivalent of the bottom
left network of Figure 4.2 in which a MEOC connects several First Responders.
As the BS in the previous scenario, only the AP needs CSI to adapt the trans-
mission to the channel conditions. In this case, metrics such as RSSI and MIMO

settings could be effectively employed to assess the state of the channel.

In order to perform a fine-grained evaluation is important to consider dif-

ferent types of services, possibly reasonable, equipped by the PPDR personnel.
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Moreover, different services require different QoS bounds and then the evalua-
tion of such a scenario enhances the challenging aspects of packet scheduling in

these environments. We considered the following parameters:

e Total bandwidth: 54Mb/s;
e 20 Subscriber Stations;

e 2.7Mb/s per SS;

e For each SS, 5 flows:

— One with ~ 1.6Mb/s reserved for video or VoIP (20 flows with weight
20);

— Another with ~ 0.8Mb/s reserved for WEB browsing or direct down-
loads (20 flows with weight 10);

— The other three with ~ 0.1Mb/s reserved for download/sharing (3-20
flows with weight 1).

We make use of the TEMPEST network simulator [107] suitable for packet
scheduling testing. In particular, we make use of the CSI module of TEMPEST
to map different Signal to noise Ratio (SnR) to different Packet loss probability
(Poss) or, equivalently, different flow bandwidth, in order to consider different

link configurations.

4.1.3.2 Performance

Here we report two main results obtained by testing the modular architecture
and comparing its results with the ones obtained by a well known integrated
scheduler available in the literature [108] and two well known wired sched-
ulers [100,101]. The modular scheduler has been realized by placing the packet
scheduler QFQ+ [99] both at the QoS and at the MAC-SAL layer.

Considering the scenario of Section 4.1.3.1, we define the normalized through-
put as the number of packets successfully transmitted over the total number of
packets sent. This index provide values in the range [0,1] indicating with 0 a
total loss, i.e. no packets scheduled by the packet scheduler have been able to be
successfully delivered, while 1 indicates no loss at all. Figure 4.4 gives the normal-

ized throughput index for the modular, integrated and wired packet scheduler.
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Figure 4.4: V2V normalized throughput for different scheduling architectures.

Since the behavior of the modular architecture clearly depends on the “balance”
between the QoS and the MAC-SAL schedulers, we represent the results as a
function of Q, which is the amount of packets that the packet prefetcher gives
to the MAC-SAL scheduler. It is possible to notice how the integrated scheduler
performs better than the wired scheduler, and this is a trivial results because the
integrated scheduler, by using CSI, is able to choose the next packet to transmit
also accordingly to the link status, thus transmitting more packets facing less
loss periods. At the same time the modular scheduler shows even better perfor-
mance when Q grows. As discussed before, the higher is the amount of packets
that the packet prefetcher shares with the MAC-SAL scheduler, the higher is the
probability of the scheduler to choose a “good” packet to be transmitted with
no loss. This is clear from the picture, when Q is equal to 0, it means that the
QoS scheduler is not altered from the MAC-SAL one; in fact, the performance
of the modular scheduler is identical to the one achieved by the wired scheduler.
At the same time, when Q grows, the MAC-SAL scheduler have more and more
packets and its fine-grained choices provide an higher and higher throughput.

If, from one side, increasing Q helps the modular scheduler, on the other
side it degrades the QoS guarantees provided by the QoS layer scheduler, as we

can see from Figure 4.5. In this experiment the inverse of a well known metric
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Figure 4.5: Scheduling QoS index for different architectures.

used to study packet schedulers QoS performance, the Time Worst Case Fair
Index [109], is calculated. This index has been chosen because it can be evaluated
in the same way of the previous one, in the range [0,1], where 0 means unfairness,
while 1 means optimal fairness. Also in this case it is trivial to evaluate wired
performance against integrated ones. The wired scheduler is not able to follow
the channel variations given by the wireless link and it loses packets, failing
to provide QoS too. At the same time the integrated scheduler was conceived
exactly for this purpose and it provides a quasi optimal QoS index. Like in the
previous example, the modular scheduler shows a variation on the performance
by varying the Q value: at the beginning, with Q equal to 0, the QoS layer
impose high QoS guarantees, by increasing Q, the MAC-SAL scheduler may

reorder packets accordingly to its purpose, degrading the QoS guarantees.

The main feature of the modular scheduler is that it decouples these two
main tasks, boosting the throughput and providing QoS guarantees. This is a
key feature for V2V networks so that, by simply operating on the Q value, it is
possible to switch from optimal throughput (high Q) to optimal QoS guarantees
(low Q) or to get trade-off as for Q=100 for which the modular scheduler has a
throughput higher than that of the integrated schedulers and the QoS guarantees

close to the optimal ones.
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4.1.4 Conclusions

This section describes and validates a modular architecture that decouples the
task of providing QoS guarantees from the task of dealing with the idiosyncrasies
of a wireless link. This task separations leads to a better configuration and
flexibility properties scheduling in V2V networks. Therefore, moving from a
network to another a node simply needs to adjust a value, named Q, to go
from high throughput requirements to high QoS requirements. Moreover, the
architecture is developed in a way that, if we want to deploy it on another node
with a different technology, we need to change the MAC-SAL scheduler only.
These features have been discussed as key points in a PPDR environment and,
more generally, in a V2V network where these requirements are very challenging.
Finally, we also highlighted a value for the Q parameter (equal to 100 packets)
which permits network operators to expect a higher throughput than that with
the best integrated scheduler available, while being able at the same time to

provide QoS guarantees that are close to the optimal ones.
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4.2 HFS: High througput twin Fair Scheduler

Modern wireless technologies (e.g. 3G, 4G, WiFi) steer nowadays the principles
behind the design and implementation of wireless networks. State-of-the-art
wireless technologies aim to support increasingly higher data rates for applica-
tions such as video streaming, web browsing and file sharing, in both stationary
and nomadic/mobile scenarios. Moreover, given the growing spread of smart-
phones and tablets, an increasing number of users access to wireless networks

everyday.

This trend puts several limits on how network and/or service providers can
effectively supply adequate Quality of Service (QoS) guarantees to their users.
The majority of current wireless systems directly provides some QoS capabilities
(e.g. traffic differentiation and traffic prioritization). To this respect, one of
the most important network sub-systems involved in the provision of QoS is
the packet scheduler, which properly sets the order in which packets are sent
over a given interface, both in the uplink and downlink directions. As showed
in [110-112], providing high QoS guarantees in wireless systems through a smart

packet scheduler represents a challenging topic.

State-of-the-art solutions to concurrently provide QoS guarantees and high
throughput are based on cross-layering techniques; i.e. where the scheduling
decisions are also made using channel state information coming from the MAC
layer [113—-116]. For example, per-destination channel conditions may be con-
sidered when choosing which flow to serve, in order to avoid transmission fail-
ures. In the aforementioned proposals, just ome integrated scheduler takes all

the scheduling decisions, based on the detected issues and on the desired QoS.

Unfortunately, integrated solution entails a few drawbacks. A high-quality
scheduler for reliable links [100,101,109,117-119] cannot be used and converted

into a cross-layer scheduler, not without modifying it.

Even after the necessary modifications are done, the guarantees provided by
the scheduler are likely to change and would therefore need to be recomputed.
Finally, if the medium access protocol or the channel technology changes, or if
we want to use new techniques for achieving an even higher throughput or saving
energy, then the scheduler is likely to not fit the new technology or requirement.
Hence, it may need to be modified again. Especially if we want to use the

same scheduler on heterogeneous wireless technologies, we may need to define
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a different version of it for each technology, which leads to a set of solutions
each tailored for a specific technology. As an example, this is the case of [104,
120], [103,121] and [122], packet scheduler solutions tailored for LTE, WiMAX
and Satellite respectively.

In this section, we analyse a packet-scheduling architecture originally pro-
posed in [123] and described in Section 4.1. The architecture focuses on local
packet schedulers, i.e. those executed inside wireless nodes, and decides (only)
the order in which packets are transmitted over the nodes outgoing links. Such
an architecture preserves both effectiveness and flexibility, and permits to reuse
existing schedulers without any modification; the scheduler picks the next packet
to transmit according to its QoS policy, but delivers it to a middle layer instead
of delivering it to the MAC layer. This middle layer then deals with the issues
of the wireless medium and reorders packet transmissions if needed. With this
architecture it is easy to cherry pick from the literature and combine the best
solutions in terms of service guarantees, computational cost, power consumption
and throughput boosting. As for the last two goals, we note that this architecture
allows a system to profit from cross-layering while still preserving flexibility.

As a first contribution, we compute the overall guarantees of the entire ar-
chitecture as a function of QoS layer and middle layer, and we formally define
the guarantees perturbations caused by the introduction of the latter. In addi-
tion, we leverage the key property of the modular architecture (i.e. to allow an
easy investigation of several schedulers combinations) by defining a new scheduler
with accurate performance and low energy consumption, called High-throughput
twin Fair Scheduler (HFS). HFS provides two contributions to energy reduction.
Firstly, by increasing the throughput, it increases the number of packets that are
successfully transmitted per fixed energy consumed (the number of retransmis-
sions lowers); secondly, according to our experiments, the time and the energy
needed to execute HFS for each packet to enqueue/dequeue are close to those of
a Deficit Round Robin (DRR).

In Section 4.2.1 we provide some more details about the packet prefetcher
mechanism. In Section 4.2.2 we compute the overall guarantees of the modular
architecture. Then in Section 4.2.3 we show the testbed that has been used to
deploy the architecture and define HFS. In Section 4.2.4, we present the new
packet scheduler for wireless links. In Section 4.2.5, we validate HFS by com-
paring it with the best high-performance schedulers for wired links and with the

best integrated scheduler. Finally, in Section 4.2.6 we highlight our conclusions.
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4.2.1 Packet prefetcher

The higher is the number of non-empty MAC-SAL queues, i.e. flows, the higher
is the number of head packets among which the MAC-SAL scheduler can choose
the next packet to transmit. Hence, the higher is the probability that the MAC-
SAL scheduler can pick good packets with respect to the goals it wants to achieve.
For example, suppose that the goal of the MAC-SAL scheduler is to keep a high
throughput and that some MAC-SAL queues contain packets for destinations
with bad channel conditions. If many/few other queues are not empty, then the
probability for the scheduler to have at its disposal better packets to transmit is
high/low. In the end, to maximize the effectiveness of the MAC-SAL, its queues
should be always kept as full as possible. This is exactly the purpose of the
packet prefetcher depicted in the middle of Figure 4.3.

The behaviour of the prefetcher depends on a parameter (), which is the
MAC-SAL input buffer size, measured in number of bytes. We say that the
prefetcher prefetches a packet if it invokes the function get_next_pkt() to get the
next packet, say pkt, from the QoS layer and then invokes MAC-SAL-send(pkt)
to insert the packet in the MAC-SAL. We assume that a prefetched packet is
never dropped by the MAC-SAL. Finally, we denote as S(t) the sum of the sizes
of the packets queued in the MAC-SAL at time ¢.

The prefetcher operates on each of the following two events: when a new
packet arrives in the QoS layer and when a new packet is dequeued from the
MAC-SAL. On the former, let pkt be the new arriving packet. If S(¢) < @ when
pkt arrives, then the packet prefetcher immediately prefetches pkt. On the latter,
if S(t) becomes lower than () when the packet is dequeued from the MAC-SAL,
then the packet prefetcher starts prefetching new packets until S(¢) > Q. In
other words, the combination of the set of queues in the MAC-SAL and of the
packet prefetcher implements a shared buffer with virtual queueing, a device in
which the memory used to store the packets is shared and the queues are only

virtually separated.

Finally, it is worthwhile noting that this scheme is much more effective than
an approach with distinct queues and with the same total memory. As for the
latter, suppose for example that all the queues have the same length, equal
to @/M plus one maximum packet size L. If all the packets prefetched in a

given time interval are destined to the same MAC-SAL queue, then the queue
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becomes full only after /M + L bytes have been prefetched. If the next packet
to prefetch is again destined to the same queue, then the prefetcher must block
it. In the shared-buffer scheme, instead, the prefetcher must block a packet only
after (Q + L bytes have been prefetched, and this increases the probability that

more queues are not empty.

4.2.2 Service guarantees

In this section we define first a simple byte-delay parameter to model the MAC-
SAL. From this parameter we immediately derive the per-packet delay that the
MAC-SAL introduces. Using this special delay parameter we also compute the
amount of service guaranteed to each QoS flow over any time interval. Finally,
from the latter service property, we compute the bandwidth guaranteed to each
flow over any time interval. This last guarantee is not particularly meaningful
for short time intervals, during which the bandwidth received by a flow is likely
to be null or extremely low. In fact, packet delays can cause a flow to receive
little or no service during a short time interval. This guarantee is instead useful
for computing the long-term bandwidth received by a flow as the size of the time
interval grows. For space limitations, in this contribution we do not compute
other service metrics, as, e.g., worst-case fair index [100] or relative fairness [124]
(they can however be easily derived from the service properties reported in this

section).

We compute all the following quantities assuming that no packet is dropped
by the MAC-SAL because some MAC queue is full. In practice, we assume that
the offered load for each MAC queue is, on average, not higher than the rate at
which the MAC scheduler guarantees that the queue is emptied. There may be
temporary overloads, but the maximum size of the queue is never exceeded. As
for packet dropping, consider the overall scheduling policy implemented by the
combination of the QoS layer and the MAC-SAL. If this policy leads to packet
dropping for memory constraints, then the same problem would occur with an

integrated scheduler enforcing the same policy.

We can now introduce the special quantity from which we derive all the
service guarantees reported in this section. To this purpose we consider that the
MAC-SAL influences service guarantees mainly because it may reorder packets,

and hence may not respect the service order suggested by the QoS scheduler.
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We take this fact into account by modelling the abstract link implemented by
the MAC-SAL as a special link characterized by a byte delay due to packet
reordering. Given any packet p just queued in the MAC-SAL, we define the
byte delay of the abstract link as the maximum possible value of the sum of
the sizes of the packets that are queued after p but are transmitted over the
outgoing link before p. We assume that the byte delay experienced by a packet
is a function of the flow it belongs to, and we denote as A;(¢1,t2) the byte delay
experienced by the packets of the i-th flow during a generic time interval [¢1, to].
Of course, for all flows A;(t1,t2) = 0 if packets are transmitted in the same order
as established by the QoS scheduler.

Consider a packet p entering the MAC-SAL at time ¢; and exiting from
the MAC-SAL at time t2. From the byte delay we can immediately derive the
component D;(t1,t2) of the worst-case delay of p due to the fact that the MAC-
SAL reorders packets. If we denote as B(t;,t2) the minimum bandwidth of the
outgoing link during [t1, 2], then

Di(t1,t2) < gi(tl f2) (4.1)

N (tla t2) .

We compute now the amount of service guaranteed to the i-th QoS flow

in a generic time interval [¢1, 2] during which the i-th QoS flow is continuously
backlogged, i.e., has pending packets either in the QoS-scheduler or in the MAC-
scheduler. We express this guarantee as a function of two further variables. The
first is the maximum possible value () for the sum of the sizes of the packets
that can be present in the MAC-SAL at the same time. The second is the
minimum fraction of the link bandwidth guaranteed by the QoS scheduler to
the i-th flow during [t1, £2] if all the packets queued in the MAC-SAL are served
in the same order as they are dequeued from the QoS scheduler. We denote as
a?os(tl, to, Q) this quantity. We assume that a?os(tl, ta, @) is a function of also
Q for two important reasons. The first is that queueing packets in the MAC-SAL
before serving them introduces a delay between when a packet is dequeued from
the scheduler and when the packet starts to be transmitted. This delay of course
influences the guarantees provided to a flow. The second reason is that the sum
of the sizes of the packets dequeued, but not yet transmitted, negatively affects
the time-stamping rules and hence the service guarantees of many schedulers.
The following theorem shows that the service lost by the i-th flow because of the

byte delay is, in the worst-case, equal exactly to A;(¢1,t2).
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Figure 4.6: Illustration of how the byte delay reduces the service received by a
flow (proof of Theorem 6).

Theorem 6. Let W/iQOS(tl,tQ,Q) be the minimum number of bytes of the i-th
flow that the QoS scheduler would guarantee to be transmitted during [t1,ts] if
the link bandwidth was constant and equal to B(t1,t2) and if Ai(t1,t2) =0, i.e.,
if all the packets queued in the MAC-SAL were served in the same order as they
are dequeued from the QoS scheduler. Let Wi(t1,ta, Q) be the minimum number
of bytes of the i-th flow that are actually guaranteed to be transmitted if only the
first hypothesis holds, i.e., if the link bandwidth is constant and equal to B(t1,t2).
The following inequality holds:

Wi(ti,t2,Q) > WiQOS(tl,tQO) — Ai(t1,t2). (4.2)

Proof. Consider the sequence of packets of the i-th flow that the QoS scheduler
would guarantee to be transmitted during [t1, o] if the link bandwidth was con-
stant and equal to B(t1,t2) and if A;(¢1,t2) = 0 held. A possible sequence of such
packets is shown in Figure 4.6. Each packet is depicted as a rectangle with the
following property: the projection onto the = axis of its left/right side is equal
to the start/finish time of the packet it represents. Especially, in the figure the

packet p1/py starts/ends to be transmitted before/after time t¢;/t2. According
WQOS

7

and pi served after ¢t; and before to, plus the sizes of the packets po through

to the figure, (t1,t2) is equal to the sum of the sizes of the portions of pq

Pk—1-

To prove the thesis, we consider, with the help of the figure, what packets and
portions of packets may not be served any more during [¢1, to] if A;(¢1,t2) > 0.
Let AT; be the time needed to transmit A;(¢1,t2) bytes at speed B(ty,t2), i.e.,
AT; = %i((ttll’f;)) (recall that we assume that the link bandwidth is constant and
equal to B(t1,ts) during [t1,t2]). In the worst-case, the effect of the byte delay
A;(t1,t2) introduced by the MAC-SAL is letting the transmission of all the

packets in Figure 4.6 start AT; time units later. It follows that the packets and

the portion of packets that, if A;(¢1,%2) = 0, would start to be transmitted too

close to to, more precisely not before time to — AT;, risk to not be transmitted
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at all during [t, t2]. Figure 4.6 helps us visualize this fact. The start time of the
portions of the packets p; and pj, transmitted during [to — AT}, t2], as well as of
the whole packets p;11 through p;_; may be delayed enough to let none of these
portions and full packets be served during [¢1, t2]. In the end, W;(t1,t2, @) is, in
the worst case, equal to the sum of the sizes of only the portions and the whole
packets served during [t1,ts — AT;] in case A;(t1,t2) = 0 (i.e., in Figure 4.6,
of the portions of p; and p; served during [t,ts — AT;] and of the packets po
through pj_1).

To express what we have stated so far with a formula, we denote as WZ-QOS(tl, to—
AT;, Q) and WZ-QOS(tQ — AT, ta, Q) the sums of the sizes of the full packets and
the portions of packets transmitted, if A;(¢1,t2) = 0, during [t1,t2 — AT;] and
[toa — AT;, to], respectively. It follows that:

Wit ta, Q) > W2 (t), ty — AT}, Q) =

. . (4.3)
WiQ (b1, b2, Q) — WiQ Sty — AT, ta, Q).

The get the thesis from the above inequality we consider that WZ-QOS(tg —
AT, t9,Q) is at most equal to the number of bytes that can be transmitted by
the link during [ty — AT, t2]. Since we assume that the link works at constant
speed B(t1,t2), this number of bytes is equal to B(t1,te) - AT; = Ai(t1,t2). O

Finally, in the following theorem we report the bandwidth guaranteed to each
QoS flow. To write the theorem, we define a last symbol, B;(t1,t2, @), by which
we denote the minimum bandwidth guaranteed by the system to the i-th QoS
flow during [t1,t2] in the worst-case, i.e., if the link bandwidth is constant and

equal to the minimum bandwidth B(t1,t2).

Theorem 7. Given any time interval [t1,t2] during which the i-th QoS flow is

continuously backlogged, we have

Bi(tlv t27 Q) 2

. Aty t (4.4)
a??(t1,t2,Q) - B(t1, t2) — t2(—11512)

Proof. By the definitions of a?os(tl, to, Q) and B;(t1,t2, @), the following equali-
ties hold for the quantities defined in Theorem 6: WZ-QOS(tl, ts,Q) = oziQOS(tl, ts, Q)
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B(tl,tg) and Wi(thtg) = Bi(thtg, Q) . (tg — tl). This allows us to rewrite (4.2)

as follows:

Bi(t1,t2,Q) - (ta — t1) >

4.5
a5 (t1,12,Q) - Blt1, t2) - (t2 — 1) — Ai(tr, t2) -

We get the thesis by dividing both sides by to — t;. O

In the next subsection we make some observations on the above service guar-

antees and on their relationship with the characteristics of an actual system.

4.2.2.1 Discussion

First, to use (4.1), (4.2) and (4.4), it must be possible to model the components
of the architecture in terms of the variables that appear in those inequalities.
In this respect, we note that these variables express the minimal guarantees
that must be provided by these components for the whole system to provide
any guarantee. In fact, if the link cannot guarantee a minimum bandwidth,
or the scheduler cannot guarantee a minimum fraction of that bandwidth, or,
finally, if the MAC-SAL cannot guarantee that a queued packet gets eventually

transmitted, then, of course, no overall guarantee can be provided at all.

Besides, the bound (4.4) shows that the MAC-SAL affects per-flow band-
widths in both an explicit and an implicit way. The explicit way is through
A;(t1,t2). If this quantity grows less than linearly with ty —¢1, then, in the long
term, the fraction of the bandwidth guaranteed to the i-th flow tends to the
ideal fraction that would have been guaranteed by the QoS scheduler alone. In
contrast, if A;(t1,t2) grows at least linearly with to —¢1, then the i-th flows may
get, in both the short and the long term, a lower fraction of the bandwidth than
desired. The implicit influence on the bandwidth guaranteed to each flow stems
instead from the fact that the MAC-SAL influences the value of B(t1,ts) itself
in (4.4).

To lay down some guidelines for guaranteeing a low A;, consider a sequence
of packets to send to a next hop characterized by a bad signal or by other
transmission problems. These packets will unavoidably experience high delays.
If some of them carry more time-sensitive information than others, it may be

important to grant to the former at least a differentiated service. The simplest
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way to achieve this goal is using separate MAC queues for them and a careful
enough scheduling algorithm. Another possibility is dequeuing them before other
lower-priority packets inserted in the same queues. This is the main reason why
we added in-flow schedulers in the MAC-SAL in Figure 4.3.

4.2.2.2 Guarantees instantiation

What’s happen if we attach the QoS scheduler to the MAC-SAL layer instead
of directly to the transmission link? Here we answer, in a sense, to this question

by deriving the total perturbation of the service guarantees caused by the MAC-
SAL scheduler.

In [125] it has been proved that the actual guarantees provided by any sched-
uler depend on the presence and the size of a FIFO transmit queue, such as a
buffer ring in a modern NIC. These queues are typically used to drive commu-
nication devices and to absorb link-feeding latencies. In more detail, both the
packet completion times and the service lag guaranteed by any scheduler happen
to always contain an additional variation component equal to, respectively, %
(on a link with a constant rate R) and @, where @ is equal to the size of the

transmit queue in bytes [125].

For a timestamps-based scheduler, these components are smaller than ex-
pected at a first glance. In fact, they are equal to the minimum possible devi-
ation from the original service that the presence of the queue may cause: the
first component is equal to just the time to empty the queue and the second
component is equal to just the size of the queue. In contrast, the presence of
the queue also affects timestamps computation. In this respect, the simplest
scheme for computing timestamps in presence of an intermediate queue before
the transmission link is updating flow timestamps on each packet dequeue as if
the just-dequeued packet was immediately transmitted [125]. As a consequence,
if a packet arrives, in the worst case, when the queue is full, then the correspond-
ing flow is timestamped as if the system had already transmitted all the packets
still in the queue. Despite this large timestamps perturbation, the scheduler
does not however suffer from further delay and lag components, apart from the
above % and Q.

We can use this result to easily derive the modification of the service guar-
antees of the QoS scheduler caused by the presence of the MAC-SAL. To this
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purpose, we denote as ' the maximum number of bytes that can be dequeued
from the MAC-SAL after a packet p is inserted into it, and before p is dequeued
from it. It follows that the queueing delay in the MAC-SAL is at most %, ie., it
is equal to the queueing delay in a FIFO queue of size Q’. In contrast, the actual
buffer size is just @), which is usually much smaller than Q’. Hence, according
to the above arguments, the timestamps perturbation is equal to that caused
by a FIFO queue of size (), and therefore much smaller than that caused by a
FIFO queue of size @)'. In the end, we can safely conclude that the additional
packet delay variation caused by the MAC-SAL, with respect to the original time
guarantees of the QoS scheduler, is not higher than %, whereas the additional
service-lag variation is at most Q.

4.2.3 Test environment

In this section we present the experimental setup used to deploy, test and validate
HFS and its modular structure. We configure our experiments by using a test
environment called TEMPEST [107], extended to test schedulers over the mod-
ular architecture solution showed in Section 4.1; the modular structure coded in
the test environment is depicted in Figure 4.7. TEMPEST is a novel tool created
for evaluating the actual packet schedulers performance in several and realistic
operational scenarios. With the help of this flexible tool it is possible to mea-
sure and compare each scheduler, against any other scheduler, over execution
time, simulated throughput and QoS performance. An existing packet scheduler
can be easily plugged into this environment, after at most some little interface
changes. Inside TEMPEST, the scheduler can then be exercised with the de-
sired sequence of enqueue/dequeue requests, through a controller (see the top of
Figure 4.7) that iteratively switches between two phases: an enqueue phase in
which it generates fake packets by picking them from a free list, and a dequeue
phase in which it dequeues packets from the scheduler and reinserts them into
the free list. The switch occurs according to two configurable max-total-backlog

and min-total-backlog thresholds.

4.2.3.1 Configuration

Each test consisted of 10M! events with a typical balancing of 5M packet en-

queues and 5M packet dequeues, with the controller configured so as to let flows

!Source code is available in [126] and contains the script run_test.sh that we used to run the
tests.
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Figure 4.7: Modular architecture deployed in TEMPEST.
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oscillate between a null backlog and a backlog of 10 packets each. Such an en-
queue/dequeue pattern happened to be the most demanding one for the sched-
ulers. Packets had a fixed size of about 1700 bytes, with no cache-line alignment.
The payload of the packets was never either read or written. No migration and

no packet drop occurred in any run.

4.2.3.2 Arrival Pattern

The controller switches between enqueue and dequeue mode to control the num-
ber of pending packets of each run. The packet arrival pattern block (see Fig-

ure 4.7) runs by default two basic arrival patterns:

e Smooth pattern: the controller, in the enqueue phase, iteratively generates
one packet for each flow with a lower backlog than the other flows (by

filling flows in a round-robin fashion);

e Bursty pattern: the controller, in the enqueue phase, iteratively generates
a burst of packets for each flow with a lower backlog than the other flows,

where the burst has a random size proportional to the flow weight.

In addition to the above rules for switching between the dequeue and enqueue
phase, if the backlog of a flow drops below a configurable threshold while the
controller in dequeue mode (e.g. one packet), then the controller may switch
back, with a configurable probability, to the enqueue phase, filling again the
queue of this flow and the one of the others. This additional mechanism is used
to increase the randomness of the arrival pattern, and hence make harder for a

packet scheduler to guarantee a tight packet delay.

The tests described here have been executed with a bursty packet arrival

pattern.

4.2.3.3 Wireless scenarios

In this subsection we present two general purpose scenarios, their equivalent
specific purpose scenarios have been studied for the EU FP7 Project “Public
Protection and Disaster Relief - Transformation Centre” and are depicted in
Figure 4.2.
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The first consists of an IEEE 802.16 (WiMAX) based network, where a base-
station (BS) is connected to several subscriber-stations (SS), adopting a star-
based topology. Since any given SS communicates directly solely with the BS,
only the latter needs CSI to adapt its transmissions to the channel conditions.
The CSI that the BS can sample can be represented by the received signal strength
indicator (RSSI) and by the carrier-to-interference-plus-noise ratio (CINR). For
both, mean sample value and sample standard deviation are estimated and can
be sent back to the BS, by using proper messages defined by the standard, such as
the channel measurements report response (REP-RSP), or by using fast feedback
channel quality indicator channels (CQICH) [106]. The equivalent of this general
purpose scenario in the FP7 Project is the star topology connection between the
Mobile Emergency Operations-control Center (MEOC) and the First Responder
Chiefs (FRc).

The second scenario is composed by an infrastructure-based IEEE 802.11
(or WiFi) network, which is very similar, conceptually, to that envisaged in
the previous paragraph about WiMAX. Consider a specific case, where a set of
users, each equipped with a WiFi-enabled station (STA), are wireless-connected
together using a single deployed AP. As the BS in the previous scenario, only
the AP needs CSI to adapt the transmission to the channel conditions. This
could be the case for several laboratories and offices located on the same floor
of a building. In this case, metrics such as RSSI and MIMO settings could be
effectively employed to assess the state of the channel. The equivalent of this
general purpose scenario in the FP7 Project is the star topology connection
between the FRc and the First Responders (FR).

In both the previously described scenarios (general and/or specific purpose),
several applications and services can be effectively deployed. To name a few,
video and voice services, together with web-browsing or database query, represent

some of the most-used network applications.

TEMPEST is able by default to configure both the described scenarios thanks
to the CSI module depicted in Figure 4.7 which is the core of the wireless sim-
ulation part. For the sake of brevity, we present the simulation results for the
second scenario. As a side note, we obtained similar results in the first scenario,
so our claiming are relevant also for the second one. The simulation parameters

are the following;:

e Total bandwidth: 54Mb/s;
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e 20 Subscriber Stations (SS, or FR in Figure 4.2);
e 2.7Mb/s per SS;
e For each SS, 5 flows:

— One with ~ 1.6Mb/s reserved for video or VoIP (20 flows with weight
20);

— Another with ~ 0.8Mb/s reserved for WEB browsing or direct down-
loads (20 flows with weight 10);

— The other three with ~ 0.1Mb/s reserved for download /sharing (3-20
flows with weight 1).

To simulate the wireless link we used the CSI module of TEMPEST in which
different Signal to noise Ratio (SnR) are mapped in different Packet loss prob-
ability (Pjyss) or, equivalently, different flow bandwidth accordingly to the ns-3
WiFi module. For base stations channel condition, we configured the emer-
gency network scenario in order to experience a packet loss probability ranging
linearly from 10° to 107*. These different values are used at the MAC-SAL
level to configure the packet scheduler behaviour (it will be properly analysed in
Section 4.2.4.2) by defining different flow weight distributions through a conver-
sion function. The same conversion can be made also by starting from the SnR
input values or, equivalently, by using the different instantaneous flow band-
width achieving the same weight distribution through a complementary conver-
sion function. Due to its simplicity, in the following we will always talk about

Pjoss and its related conversion function to calculate the MAC-SAL flow weights.

From an user classification point of view, we define also a threshold to distin-
guish user in good and bad channel condition. This threshold is placed at 20% of
packet loss. Users/flows with less or equal to 20% of packets lost are considered
as users/flows in good conditions, while users/flows with more than 20% of pack-
ets lost are considered as user/flows in bad conditions. This because above 20%
most applications do not work properly; for instance, both the TCP window and
the VoIP controller mechanism do not perform well under the aforementioned

condition.
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4.2.3.4 Statistics

To measure and validate schedulers’ performance we implemented different well-
known metrics. We used all of these indicators to easily design and test different
packet scheduler solutions. Here is a list of the main performance metrics and a

relative detailed description:

e Throughput: to measure the throughput we simulated the normalized
throughput achieved by the schedulers. This parameter is the amount of
successfully transmitted packets for each flow divided by the amount of

total sent packets. We computed the normalized throughput as

Z pktsenti (1 - Plossi )

thr = -
Zpktsenti
%

where pktsent, is the number of packets sent by the flow ¢, Pjyss, is the
packet loss probability of the flow ¢ and pktsent, (1 — Poss;) is the number

of successfully transmitted packets by the flow i;

e Execution time: the actual execution time measurement is a key point
of TEMPEST. As a matter of fact, it is possible to measure, due to TEM-
PEST emulation nature, the real execution time of a packet scheduler by
running actual Kernel code in user space. At the end of each run, we
measured the total execution time of the run and divided it by the total
number of enqueues, or equivalently of dequeues, executed. We obtained
therefore the average total packet-processing time, i.e. the execution time
of an enqueue plus a dequeue, inclusive also of the cost of generating and

discarding an empty, fixed-size packet;

e Energy consumption: according to the models in [127,128], lower/higher
relative execution times imply also lower /higher relative energy consump-
tions. Therefore, we consider the energy consumption parameter as a direct

consequence of the execution time of a scheduler;

e Queueing delay: the queueing delay for each flow is measured as the
maximum amount of time experienced by any packet inside the flow ex-
pressed in number of dequeue events. The delay experienced by a packet

pkt has been calculated as tgeq — teng Where tepq is the number of packets
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dequeued by the system when pkt is enqueued, while ¢4, is the number of

packets dequeued by the system when pkt is dequeued,;

e Time Worst-case Fair Index (T-WFI): another useful QoS guarantees
metric is the T-WFI (described in [99]), which allows to evaluate, in a single
value, both fairness and delay: on one hand it shows the fairness, in terms
of delay from the worst-case completion time of a packet in a perfectly fair
system, while on the other hand it allows to instantly calculate the actual
delays incurred by packets depending on the occupation of queues. In a
perfectly fair system, the worst-case completion time of a packet is equal to
its queue length (including the packet itself) divided by the packet’s flow
guaranteed rate. Assuming that the link rate R is constant, we measured
T-WFI* for flow k as:

Q" (t
T-WFI* = max (tdeq —teng — ka;lq)
where ¢, and t4¢, are the same of the queueing delay parameter, QF (tenq)
is the backlog of flow k just after the arrival of the packet and ¢F is the

relative weight of the flow.

4.2.3.5 Test equipment

We ran our tests on two systems with the following software and hardware char-

acteristics:

e Ubuntu 12.04.2, 64-bit kernel 3.2.0, Intel Core Dual-E2200 @ 2.20GHz, gcc
4.6.3 -03;

e OS X 10.7.5, Darwin 11.4.0, Intel Core i5-2557M @ 1.8 GHz, gcc 4.2.1 -O3.

Since the relative performance of the schedulers were about the same on the
two systems, we report our results only for the first system. In the next two
sections we first show how we used the test environment described here to define

HFS packet scheduler, and then we show how we validated its performance.
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4.2.4 HFS definiton

Once described the architecture in Section 4.1 and the test environment in Sec-
tion 4.2.3, it is possible to show an easy procedure to define new flexible and
efficient schedulers for wireless links. Inside this environment it is easy to cherry
pick from the literature and combine the best solutions in terms of service guar-
antees, computational cost, power consumption and throughput boosting just by
combining existing high-performance schedulers for wired links. To run our tests
and design new high-performance schedulers for wireless links we have considered

the best schedulers for wired links available in the literature, that is:

e WF2Q+: an optimal service guarantees with O(logn) complexity [100];

e DRR: a scheduler with extremely low time complexity O(1), but with O(n)

deviation form optimal service [101];

e QFQ+: a quasi-optimal service guarantees scheduler with execution time
close to the DRR one [99].

In the following, we will describe the procedure of combining these schedulers
placing them at QoS layer and/or at MAC-SAL layer and evaluating the final

performance results.

4.2.4.1 QoS scheduler

From a QoS point of view, the characteristics of the schedulers are the same
for both the modular architecture over wireless links and for the typical one
over wired links. Due to this fact, we do not present any test results for the
QoS algorithm choice and we select QFQ+ because it achieves quasi-optimal
service guarantees while still preserving execution time close to the optimal, i.e.
DRR [99]. Moreover, we have verified also that the choice of the QoS scheduler
does not affect any of the MAC-SAL figures of merit. Accordingly to these facts,
in the next Subsection 4.2.4.2 we consider the QoS scheduler settled with QFQ-+

in place.
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4.2.4.2 MAC-SAL scheduler

A different evaluation must be done for the MAC-SAL layer. Here we need to
consider all the metrics in field and the wireless-scenario parameters presented
in Section 4.2.3.3. Inside the MAC-SAL layer, the scheduler can be configured
with different weight distribution policy among flows based on their Pj,s2. The

distributions considered to run our experiments have been:

e Linear: considered 10 flows fy, ..., f;, ..., fg with 10 different P,,4s ordered
from the higher losses flows to the lower losses flows. With a linear weight
distribution each MAC-SAL flow is initialized with a weight equal to 4,

where 7 is the position of the flow in the ordered list;

e Exponential: considering the same example of the previous distribution,
the weight of a generic flow in this case is initialized as 2! where (again) i

is the position of the flow in the ordered list;

e Analogical: here a flow £ is initialized with a weight equal to (1 —Pjsss, ) -
1000.

Here we show only results computed with the last distribution because it achieves

the best trade off in terms of throughput boosting and QoS guarantees.

To remind that the goal of MAC-SAL scheduler is to boost the throughput,
in figure 4.8 it is reported the normalized throughput of different MAC-SAL
schedulers: it is shown that the one achieving the best performance is QFQ+,
followed very closely by WF?Q+, while DRR algorithm is the worst one. Besides,
because a second scheduler placed under the QoS layer can introduce a delay, it is
important to evaluate this metric also at MAC-SAL layer. In fact, in figure 4.9 it
is showed the queueing delay introduced by the three different schedulers to the
flows/users in best channel condition: also in this case QFQ+ shows the best
performance, introducing a lower delay with respect to the other schedulers.
Moreover, the effective maximum delay measured is lower than the worst case
delay calculated in Section 4.2.2. Finally, by looking at figure 4.10, only QFQ-+

reaches execution time values close to the optimal one of DRR.

2The same weight distributions can be achieved by using different channel state indicators
and their equivalent transformation function accordingly.
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Figure 4.8: Normalized throughput for different MAC-SAL scheduler algorithms.
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Figure 4.10: Execution time for different MAC-SAL scheduler algorithms.

4.2.4.3 HFS

After the evaluation of different schedulers placed at the QoS layer and at the
MAC-SAL layer we defined High-throughput twin Fair Scheduler (HFS) as the
best solution, by placing QFQ+ scheduler both at the QoS layer and at the
MAC-SAL layer [91]. The cascade of two QFQ+ packet schedulers follows the
flexible approach of the modular architecture: at the QoS layer QFQ+ is always
the same, independently of the hardware and of the network, while at the MAC-
SAL layer QFQ+ uses Channel State Information to improve the scheduling
decision and only this last module should change moving from an hardware

platform to another.

According to the Section 4.2.2, HFS scheduler gives the same service guar-
antees of the QoS scheduler, which is QFQ+, with an additional packet delay
variation not higher than %, whereas the additional service-lag variation is at
most Q.

While in this section we have considered intra-model tests to deploy and
to configure the best high-performance scheduler solution compliant with the
modular architecture, in the next section we will consider extra-model tests

among HF'S, the best schedulers for wired links and the best integrated one.
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4.2.5 Results

Here we validate the efficiency of HFS packet scheduler by comparing its per-
formance with the best packet schedulers for wired links and with the best in-
tegrated scheduler for wireless links. To validate HFS results we considered

different schedulers as a benchmark:

e W?F2Q, to validate HFS throughput results against the best integrated

scheduler available in the literature [115].

e WF2Q+, to validate HFS guarantees against the best high-performance

scheduler for wired links in terms of service guarantees.

e DRR, to validate HFS execution time against the best high-performance

scheduler for wired links in terms of time complexity.

Let us call double-SCHED a double instance of the scheduler SCHED com-
pliant with the modular architecture with SCHED placed both at QoS and at
MAC-SAL layer (e.g. double-DRR is obtained placing DRR scheduler both at
QoS level and at MAC-SAL level)3.

4.2.5.1 Throughput

The integrated scheduler W2F2Q models temporary bursty channel errors of a
wireless link only with a two-state Markov chain in order to to simulate flows
in good or bad channel conditions. Unfortunately, such a distinction does not
hold in our model, since we considered a scenario in which a flow can expe-
rience long-term bad conditions as well, based for instance on the position of
the user. Anyway, comparing W2F2Q with HFS can benefit the first in terms
of throughput, since users in good state manage the total bandwidth available
leaving flows in bad state with null weight. We simulate this kind of event
by using a threshold in our environment, where flows with more than 20% of
packet loss are classified as flows in bad state with weight equal to zero, while
the other flows are classified as flows in good state with weight equal to their
own weight according to the weight distribution policy. Figure 4.11 shows how
in this favourable case W2F2Q scheduler obtains high normalized throughput.
However, HFS achieves better throughput performance with respect to W2F2Q
for Q > 100 due to his fine-grained choice among good flows, which increases
with the MAC-SAL shared buffer size Q.

3Following this nomenclature HFS is exactly the same of double-QFQ+.
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Figure 4.13: Execution time of HFS against DRR and WF2Q+.

4.2.5.2 QoS guarantees

With respect to QoS metric, we show only Time Worst-case Fair Index because
it allows to evaluate, in a single graph, both fairness and latency: on one hand
it shows the fairness in terms of delay from the worst-case completion time of a
packet in a perfectly fair system, while on the other hand it allows to instantly
calculate the actual delays incurred by packets depending on the occupation of
queues. In a perfectly fair system, the worst-case completion time of a packet
is equal to its queue length (including the packet itself) divided by the packet’s
flow guaranteed rate. Figure 4.12 validates the performance of HFS in terms
of QoS for flows in intermediate conditions, i.e. for flows/users with at least
0.8 of normalized throughput per-flow (HFS guarantees this kind of worst case
performance if the station lose an amount of packets that is less or equal to 20%).
With a packet loss ratio above 20% most applications do not work properly; for
instance, both the TCP window and the VoIP controller mechanism do not
perform well under the aforementioned condition. Why we haven’t considered
W2F2Q) in the QoS-guarantees graph? As we have said, the algorithm W?F2Q
model temporary bursty channel errors of a wireless link only. This way the

scheduler tries to implement the compensation mechanism to guarantee long
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term fairness between different flow-condition services under the hypothesis that
an error-prone flow has sufficient time to make up for their lag after recovery
of channel (see [115]). Unfortunately, such assumption does not hold in our
model because we considered a scenario in which a flow can experience also
long-term bad channel condition, based on the position of the user. In this
sense, comparing W2F2Q with our model from a QoS guarantees point of view
can be unfair because users/flows classified in bad state can lag forever with

quasi-zero service guarantees.

4.2.5.3 Execution time

To evaluate HF'S in terms of execution time (and energy consumption) we use as
benchmark the scheduler double-DRR, which is the simplest possible solution to
achieve high throughput preserving QoS guarantees with a low computational
cost of O(1) with our modular architecture. Figure 4.13 shows that HFS has a
really close execution time to the double instance of DRR which is the best high-
performance scheduler for wired links in terms of execution time. Furthermore,
the picture shows that the packet-processing time of HFS is compliant with the
link rate (i.e. much lower than the packet transmission time). Why we haven’t
considered W2F2Q in the execution time graph? W2F2(Q scheduling complexity
is O(N), too high for schedulers in backbone network where N is very large and
more than the HFS scheduling complexity which is close to the DRR optimal
cost of O(1).

4.2.5.4 Energy consumption

According to the models in [127,128], lower/higher relative execution times im-
ply also lower/higher relative energy consumptions. It is the case of HFS, as
showed in Figure 4.13, with a really close execution time to DRR which is the
best high-performance packet scheduler for wired links in terms of execution
time. Moreover, in Figure 4.11 we show that HFS achieves also higher through-
put with respect to the best integrated packet scheduler for wireless links, which
is W2F2Q). In this way, by increasing the throughput, HFS increases the number
of packets successfully transmitted per energy consumed (the number of retrans-
missions is also lower). Therefore, the reduction of the execution time and the

throughput’s boosting permits to HEF'S to reduce the energy consumption.
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By comparing Figure 4.11 and 4.12 we can say that it is possible to choose
the desired trade-off between throughput-boosting level and granularity of the
service guarantees, by only setting the parameter Q. For instance, by setting
a value of Q equal to 100 packets, HFS reaches a normalized throughput close
to 90%, which is greater than the W2F?Q one, while still preserving service

guarantees close to the optimal ones of WF2Q+.

4.2.6 Conclusions

In this section we validated a modular architecture that decouples the task of
providing QoS guarantees from the task of dealing with the idiosyncrasies of a
wireless link. We extended a test-environment which allows to easily run, test
and analyse existing schedulers over this architecture. To complete the picture,
we also defined HF'S, a new flexible, efficient and accurate scheduler for providing
QoS guarantees and high throughput over wireless links. To prove the effective-
ness of HF'S we showed, through experimental results, its high performance. HFS
provides higher throughput with respect to Wireless Worst-case Fair Weighted
Fair Queueing, the best integrated scheduler available so far. Furthermore, HF'S
provides low latency and accurate fairness, close to the optimal ones of Worst-
case Weighted Fair Queueing. Last but not least, HFS guarantees execution
times and energy consumptions that are close to those of a Deficit Round Robin.
We also demonstrated the possibility to dynamically set, by changing the MAC-
SAL buffer size Q, the desired trade-off between throughput-boosting level and
granularity of service guarantees, a feature that allows HFS to be an adaptive
packet scheduler able to tune its performance by following users and network
requirements. Finally, we also highlighted a value for the Q parameter (equal
to 100 packets) which permits network operators to expect a higher throughput
than with the best integrated scheduler available so far, while being able in the

same time to provide QoS guarantees that are close to the optimal ones.
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4.3 TEMPEST

The packet scheduler algorithm is an important component which decides the
order in which packets are sent on a link, it is important in order to provide QoS
and insulate different type of traffic on a network; in fact, each node should im-
plement it in order to guarantee high level of QoS (as RFC 3289 recommends).
In the last two decades, the packet scheduling problem has been well inves-
tigated and lot of research papers and studies have provided a wide amount
of solutions [99-101, 119, 129-131], in particular for wired networks. At the
same time, wireless technologies have become vital for public networks, several
technologies like WiFI, WiMAX, LTE, 4G and future 5G are still growing and
defining new standards. Moreover, technologies like LTE and 4G/5G are QoS-
based/QoS-driven and providing QoS guarantees in wireless environment is a
hot and challenging topic in terms of scientific research. However, this is not
the only challenge; the number of connected devices is still growing due to the
capillarity of wireless access and the Internet of Things (IoT) and how to provide

low energy consumption as well as QoS is a topic under investigation [132].

A software module involved in this scenario is the packet scheduler; to de-
sign a packet scheduler for a wireless link is not trivial, high quality packet
schedulers for wired links cannot be used due to the different idiosyncrasies
of the wireless medium. This scenario has forced the introduction of several
“technology-dependent” packet schedulers like [108,133-136]. Such schedulers
are based on the cross-layering technique: scheduling decisions are also made
using channel state information coming from the MAC layer, in this way just
one integrated scheduler takes all the scheduling decisions, on the basis of the
channel issues and of the desired QoS. Following this approach, if the medium
access protocol or the channel technology changes, or if we want to use new
techniques for saving energy, then the scheduler is likely not to fit the new tech-
nology or requirements. In this scenario it is clear that is importat to have a
prompt feedback regarding the packet scheduler solution in order to evaluate it

and steering the research in this field.

Is also important to evaluate existing schedulers, because there exist many
different algorithms with many different features. How to choose among them?
The decision depends a lot on the operating conditions. For large number of

flows, asymptotic complexity is important. For small number of flows, or certain
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weight distributions, QoS guarantees or actual run times should be more im-
portant. Theory can tell us about worst-case service guarantees and asymptotic
complexity, but only measurements and/or testbeds can tell us about actual QoS

guarantees and run-time constants for the time complexity.

Unfortunately, a simple yet effective way to test a packet scheduler is hard
to achieve. The possible ways are the following: testing the performance of a
packet scheduler algorithm in operational network (real testbed) or in simulated
environment. With the former approach it is not easy to set and control impor-
tant scheduling parameters such as bandwidth, delay and queue size and, at the
same time, it requires to properly run a full environment setup with an almost
complete ad-hoc implementation of the scheduling algorithm. The latter ap-
proach is easier to control, but simulators are often only an approximate model
of the desired setting, especially for what regards the packets arrival patterns

and their interaction with the protocol itself.

To solve the aforementioned problems, here we present TEMPEST, a new
Test EnvironMent for Performance Evaluation of the Scheduling of packeTs.
TEMPEST is an UNIX-based open tool able to measure the actual performance
of a packet scheduler under the desired operating conditions. With its fine-
grained level of configuration parameters, TEMPEST is able to help in evaluat-
ing existing scheduler in order to properly choose the best one depending on the
operation conditions (e.g environment condition, amount of flows, channel band-
width, queue size, the packet arrival pattern and so on). Scheduling performance
can be evaluated in terms of execution time, QoS guarantees with standard fair-
ness indexes (Queueing Delay, bit worst-case fair index B-WFI | time worst-
case fair index T-WFI and relative fairness index RFI [99]) and throughput. A
key point of TEMPEST is that it permits to measure the kernel code in user
space, reducing the surrounding operations involved in the packet scheduling
task, allowing TEMPEST to be a flexible, portable and effective tool for packet
scheduling testing able to generate traffic at 40Mpps and more on a common
workstation. Furthermore, adding a new scheduler to TEMPEST is trivial?, a
fundamental aspect in order to help the research in emerging areas like 4G /5G in
which QoS is a key parameter and the design and test of a new packet scheduler

is challenging and time-consuming.

4With at least some interface changing is trivial also to move from the TEMPEST scheduling
algorithm to the kernel one.



4.3. TEMPEST 171

The rest of the description is organized as follows. Section 4.3.1 discusses the
related work. In Section 4.3.2 we present TEMPEST model and describe the
performance metrics available to evaluate packet schedulers. In Section 4.3.3,
we validate the accuracy of TEMPEST through simulation results. Finally, in

Section 4.3.4 we draw our conclusions.

4.3.1 Related tools

One of the first and major attempt to provide an accurate yet simple network
simulator has been performed by Luigi Rizzo with Dummynet [137]. Dummynet
works by intercepting communications of the protocol layer under test and sim-
ulating the effect of finite queues, bandwidth limitations and communication
delays. It requires minimum modifications to the protocol stack to being built,
allowing experiments to be run on a standalone system. The Dummynet ap-
proach gives basically most of the advantages of both simulations and real-world
testing: great control over operating parameters, simplicity, easy use of traffic
generator and, consequently, running an experiment is as easy as running the
desired application on a workstation. An interesting strong point of Dummynet
is the introduction of almost no overhead in the communications, in this way
experiments can be done up to the maximum operating speed supported by the
system in use, and this is also a TEMPEST feature. Recently, Dummynet has
been extended in [138] after becoming a widely used link emulator. The au-
thors added different packet schedulers, available also in linux Kernel and used
on wired links, such as FIFO, DRR, QFQ and WF?Q+. Moreover, they also
implemented Linux and Windows version of the simulator, in addition to the
native FreeBSD and Mac OS X ones.

The same author of Dummynet also implements a lightweight tool to measure
the actual execution time of a packet scheduler in [131]. In this work, the authors
designed a featherweight model to reduce the surrounding operations involved
in the packet scheduling task, reducing the entire overhead of the system so as
to measure the actual execution time of the packet scheduler in exam. The tool
derives from Dummynet in some parts and the available schedulers are the same
available in the Dummynet extension [138]. Unfortunately, this tool does not
permit the use of realistic and different packet arrival patterns to validate the
computed measurements. Moreover, no service guarantees can be calculated and

no wireless scenarios can be simulated as well.
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The investigation about packet scheduling performance has been carried out
also by Sami Ben-Guedria et al. in [139]. The authors implemented an ad-
vanced module for ns-2, named PolyMAX, in order to evaluate the performance
of Mobile WiMAX networks. The aim of the work was to help the research in
the design and the implementation of the Quality of Service (QoS) classes and
Mobile WiMAX scheduling for the WiMAX protocol. To do it, authors added
a complete QoS support and AMC ability to the NIST module of ns-2 [140],
implementing new features such as the management of service flows and QoS
parameters. The tool comes with three scheduling disciplines like Round Robin
(RR), Weighted Round Robin (WRR) and maximum Signal to Interference Ra-
tio (mSIR). A weak point of this solution is the flexibility. It is tailored for
WiMAX technologies with the ns-2 module and it is also not clear how to add

existing schedulers or a new one.

In another work [141], Costas Courcoubetis and Vasilios A. Siris presented
procedures and tools for the analysis of network traffic measurements. The tools
consist of stand-alone modules that implement advanced statistical analysis pro-
cedures without assuming a specific source traffic model. The goal of the paper
was to demonstrate the application of the tools for answering questions related
to network management and dimensioning, such as the maximum link utilization
when some quality of service is guaranteed, and how this utilization is affected
by the link buffer and the scheduling discipline. The tools consist of two sta-
tistical analysis modules (written in C), and a flexible user interface (written
in Java), that allows users with a Java enabled browser to create, modify, save,
and execute experiments. As an interesting aspect, these tools can help network
engineers to understand how the network control mechanisms, such as packet
scheduling, can affect the performance of a network, hence assist them in oper-
ating and dimensioning networks more efficiently. The tools proposed operate
with two possible scheduling disciplines, FIFO and priority scheduling. A strong
point of this solution is the user interface which provides a flexible environment;
following this approach, TEMPEST comes out with multiple scripts in order to
run easily extensive simulations and to plot all the results for an user-friendly
feedback. A weak point of this work is the passive measurement of network traf-
fic; in this way, stressing the packet scheduling behaviour in different conditions
is hard as deploying different real testbeds.

All of these related researches are able to evaluate, in a sense, different packet

schedulers behaviour but none is able to measure effectively all the performance
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metrics used to characterize a packet scheduler. The TEMPEST solution comes
out with the motivation to help the research in the packet scheduling field,
giving clear information about actual execution time, real QoS guarantees and
throughput, validating these parameters under realistic traffic models and over
different and easy-to-configure scenarios. It doesn’t require specific OS as well
as powerful hardware and provides several scripts to ease the learning curve and

the output readiness.

4.3.2 TEMPEST Module

We implemented TEMPEST [107], starting from the test environment [142] used
to prove the effectiveness of QFQ in terms of execution time [131]. The main
goals has been to add realistic and configurable packet arrival patterns (traf-
fic generator) to validate measures upon the packet scheduler in exam, to add
the principal QoS indicators to evaluate the actual QoS guaranteed by a packet
scheduler and, finally, to add the wireless module simulator in order to test inte-
grated packet scheduler as well as generally evaluate (or define) wireless schedul-
ing solutions. To improve the learning curve of TEMPEST, several scripts have
been also deployed in order to help the researchers in configuring multiple envi-

ronments for extensive simulations and visualize user-friendly results.

A key point of TEMPEST is that it permits to run the kernel code in user
space. Measuring packet scheduling performance in kernel space is difficult for

two reasons:

e Setting up a suitable test environment is as tough as setting up a real
testbed;

e Packet generation, reception and device drivers dominate the measure-

ments.

Basically, TEMPEST makes measurements by running the kernel code in

user space, this permit to achieve several benefits:

e It is easy to generate traffic at 40 Mpps and more (compared to 200-500

Kpps on the wire for the same hardware);
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Figure 4.14: High-level representation of TEMPEST with wired scheduler.

e The possibility to generate realistic traffic for a programmable number of
flows, packet size and weight distribution, leading to a flexible environmen-

tal setup;
e The ability to control the operating point of the scheduler during tests;

e The data structures are the same, moving from kernel to TEMPEST and

vice-versa is trivial.

In the rest of the section we present how TEMPEST works, starting from
his building blocks.

4.3.2.1 TEMPEST blocks

In order to understand how TEMPEST works, we present the three main blocks

that manage the simulation:

1. Controller. The controller is the block which simulates the desired realis-
tic packet arrival pattern, deciding in what order generate and serve packets
to the packet scheduler in exam. It also manages a free list of packets. The
goal of this list to reduce the overhead of memory-consumption operations
like creation and reception of packets, in order to increase the accuracy of

the execution time measurement;
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Figure 4.15: High-level representation of TEMPEST with wireless integrated
scheduler.

2. Scheduler Container. The scheduler container is a featherweight model
created to encapsulate a packet scheduler and reduce the overhead of all the
surrounding operation in order to be able to measure only the execution
time of the packet scheduler operations. It tracks the necessary information
to compute the QoS parameters and the throughput. The container is also
organized to encapsulate the kernel data structure in user space; in this
way, plugging a packet scheduler inside the container is extremely flexible

and at most some little interface changes are needed;

3. Channel State Information. It is the simulation engine behind the
wireless scenario representation. It is an optional block used only when
a wireless scenario is needed instead of a wired one. It gives per flow
status, like Packet Loss Probability (Pss) or Signal to Noise Ratio (SNR
or S/N), to the packet scheduler in order to implement smarter scheduling

disciplines.

In Figure 4.14 is depicted the TEMPEST environment for a wired scheduler
testing. In the figure, only the Controller and the Scheduler Container blocks
are depicted. At the same time, Figure 4.15 shows the environment for a stan-
dard wireless test, in this scenario the packet scheduler uses also Channel State

Information to determine which packet to send next.
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4.3.2.2 Controller Behavior

The controller exercises the packet scheduler with the desired sequence of en-
queue/dequeue requests, iteratively switching between two phases: an enqueue
phase and a dequeue phase. The switch occurs according to two configurable
max-total-backlog and min-total-backlog thresholds. The max-total-backlog is
the maximum amount of pending packets stored in scheduler flows, while the
min-total-backlog is the minimum amount of pending packets stored in the sched-
uler flows. When the controller is in enqueue phase, it generates fake packets by
picking them from a free list while, when the controller is in dequeue phase, it

dequeues packets from the scheduler and reinserts them into the free list.

The controller can also implement realistic behaviour of packet arrival pat-
terns to exercise the scheduler. Packet arrival patterns can be configured in

different ways:

e Smooth pattern: the controller, in the enqueue phase, iteratively generates
one packet for each flow with a lower backlog than the other flows (filling

flows in a round-robin fashion);

e Bursty pattern: the controller, in the enqueue phase, iteratively generates
a burst of packets for each flow with a lower backlog than the other flows,

where the burst has a random size proportional to the flow weight.

In addition to the above rules for switching between the dequeue and enqueue
phase, if the backlog of a flow drops below a configurable threshold while the
controller is in dequeue mode (e.g. one packet), then the controller may switch
back, with a configurable probability, to the enqueue phase, filling again the
queues of this and of the other flows. This additional mechanism is used to
increase the randomness of the arrival pattern, and hence to make harder for a

packet scheduler to guarantee a tight packet delay.

4.3.2.3 Scheduler Container

The scheduler container not only contains the kernel code of packet scheduler
to test, but also the general characteristics of the environment. Three possible

containers can be used:
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Figure 4.16: High-level representation of TEMPEST with wireless modular
scheduler.

e Wired Container: this represents the wired architecture of a packet
scheduler and is depicted in Figure 4.14. In this container one packet
scheduler will decide the order in which packets are sent over the link,

without considering channel conditions;

e Wireless Container with Integrated Scheduler: this represents the
typical and state-of-the-art wireless architecture of a packet scheduler and
is depicted in Figure 4.15. In this container, just one integrated sched-
uler takes all the scheduling decisions, based on the channel conditions
(provided by the CSI module) and on the desired QoS;

e Wireless Container with Modular Scheduler: this represents a novel
and modular wireless architecture of a packet scheduler. The container is

depicted in Figure 4.16. As a brief description, a cascade of two packet
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schedulers decides the order in which packets are sent. In this solution
one scheduler takes care of QoS guarantees and another one takes care of
throughput-boosting or energy-saving issues. For example, the first sched-
uler may deal with QoS guarantees at IP level, and the second scheduler
may be placed just on top of the MAC layer and use Channel State In-
formation (CSI) to boost the throughput. For brevity, hereafter we will
call QoS scheduler the top-level scheduler, and MAC-SAL scheduler (MAC
Scheduling and Abstraction Layer) the bottom-level scheduler.

Both wireless containers use CSI to simulate the idiosyncrasies of a wireless
link and stress the packet scheduler in order to optimize the scheduling decision,
taking into account also the channel condition. When a wireless container is used,
TEMPEST calculates also the throughput achieved by the scheduler (execution

time and QoS guarantees are measured as well).

4.3.2.4 Packet Schedulers

TEMPEST contains many accurate and efficient state-of-the-art packet sched-

ulers, in the following are described some of them with their main characteristics:

e DRR [101]: a packet scheduler with extremely low time complexity O(1),

but with O(n) deviation from optimal service;

e WF2Q+ [100]: a timestamp-based algorithm with optimal service guaran-

tees in O(logn) time;

e KPS [130]: an approximated variant of timestamp-based schedulers with
near-optimal guarantees and O(1) time complexity (but several times slow-
er than DRR);

e QFQ [131]: an approximated variant of timestamp-based schedulers with

near-optimal guarantees and O(1) time complexity almost fast as DRR;

e QFQ+ [99]: an improved version of QFQ with quasi-optimal service guar-

antees and execution time still closer to the DRR one;

e W2F2Q [108]: the best integrated packet scheduler for wireless link based
on WF2Q+ algorithm;
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Figure 4.17: Flowchart of TEMPEST: execution time measurement.

e HFS [91]: a new accurate and modular packet scheduler for wireless link,
based on QFQ+, with O(1) time complexity, quasi-optimal service guar-

antees, high throughput and low energy consumption.

4.3.2.5 Performance Metrics

TEMPEST measures different well-known metrics in order to validate packet
schedulers performance. We used all of these indicators to easily design and val-
idate different packet scheduler solutions. Here is a list of the main performance

metrics and a detailed description:

e Throughput: to measure the throughput, TEMPEST calculates the nor-
malized throughput achieved by the schedulers. This parameter is the
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amount of successfully transmitted packets for each flow divided by the

amount of total sent packets. It is computed as

Zpktsenti : (1 - Plossi)
thr = -2
Epktsenti

)

where pktsent, is the number of packets sent by the flow ¢, Pjyss, is the
packet loss probability of the flow i and pktgent, - (1 — Ploss;) is the number

of successfully transmitted packets by the flow i;

e Execution time: how to measure the execution time? The actual ex-
ecution time measurement is a key point of TEMPEST and Figure 4.17
describes the flowchart of the tool for this purpose®. At the end of each run,
TEMPEST measures the total execution time of the run (without consid-
ering the initial/final memory allocation/deallocation of the environment,
which are not significant measurements for this purpose) and divide it by
the total number of enqueues, or equivalently of dequeues, executed. It ob-
tains therefore the average total packet-processing time, i.e., the execution
time of an enqueue plus a dequeue, inclusive also of the cost of generating

and discarding (from the free list) an empty and fixed-size packet;

e Energy consumption: according to the models in [127,128], lower /higher
relative execution times imply also lower/higher relative energy consump-
tions. Therefore, the actual execution time calculated by TEMPEST
should be considered as a key factor in order to evaluate a packet scheduling
solution from a power consumption point of view. This is an important in-
formation for certain environments like Wireless Sensors Networks or Data

Centers;

e Queueing delay: the queueing delay for each flow is measured as the
maximum amount of time experienced by any packet inside the flow, ex-
pressed in number of dequeue events. The delay experienced by a packet
pkt has been calculated as tgeq — teng Where tepq is the number of packets
dequeued by the system when pkt is enqueued, while ¢4, is the number of

packets dequeued by the system when pkt is dequeued;

°In Figure 4.17 compare num_events and maz_total_bklg described in details in Sec-
tion 4.3.2.6.
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e Time Worst-case Fair Index (T-WFI): another useful QoS metric is
the T-WFTI (described in [99]), which allows to evaluate, in a single value,
both fairness and delay: on one hand it shows the fairness, in terms of
delay from the worst-case completion time of a packet in a perfectly fair
system, while on the other hand it allows to instantly calculate the actual
delays incurred by packets depending on the occupation of queues. In a
perfectly fair system, the worst-case completion time of a packet is equal
to its queue length (including the packet itself) divided by the packet flow
guaranteed ratio. Assuming that the link rate R is constant, we measured
T-WFT* for flow k as:

Q (t
T-WFI* = max (tdeq —teng — gb(kj‘gq)
where topq and t4e, are the same of the queueing delay parameter, QF (tenq)
is the backlog of flow k just after the arrival of the packet and ¢* is the

relative weight of the flow;

e Bit Worst-case Fair Index (B-WFI): this metric indicates how much,
in terms of service received, a flow remains behind what it would receive on
an ideal scheduler (and it is also described in [99]). We measured B-WFT*

for flow k as:

B—WFIk = Imax {¢kW(t1, tg) — Wk(tl, tg)}

[t1,t2]

where [t1,t2] is any time interval during which the flow is continuously
backlogged, gka(tl, t9) is the minimum amount of service the flow should
have received according to its share of the link bandwidth, and W¥(t, t5)
is the actual amount of service provided by the scheduler to the flow. In
particular, W (tq,t2) is measured as the number of dequeue events com-
puted by the scheduler between ¢; and to, while Wk(tl, t9) is measured as
the number of dequeue events computed by the scheduler only for the flow
k;

¢ Relative Fairness Index (RFI): the Relative Fairness Index is defined
as the maximum difference, over any time interval [t1,¢2] and pair of flows
k and h, between the normalized service given to two continuously back-

logged flows:



182 CHAPTER 4. PACKET SCHEDULING

Whity, ta)  WE(t, t)
RFI* = 2 ’
Vot to] Ph Pk

where W¥(t1,t5) and W"(t1,t5) are the actual amount of service provided
by the scheduler to the flows k and h, while ¢* and ¢" are the relative
weights of flows k and h. In particular, W¥(t1,ty) and W"(ty,t5) are
computed as in the B-WFTI for flows k£ and h.

4.3.2.6 Setup and Input Parameters

This subsection has the goal to describe how to setup the entire tool and which
are the parameters involved in the configuration. Such a fine-grained description
is needed in order to understand and reproduce the experiments performed in

Section 4.3.3. A high-level overview of these parameters is:

./test -n num_events —qmin min_total_bklg -qmax max_total_bklg
[-len length_of pkt]
[-burst number_of _burst_pkts ]
[-gsing number _pkts|
-mode { single | integrated | double }
{-alg sched_alg | -qos sched_algl -mac sched_alg2 }
[-flows num_flows |
-flowsets [weight]::num_flows|, [weight]::num_flows] .. .]
[-flowsmac num_mac_flows |
-flowsetsmac [weight]::num_flows|, [weight]::num_flows]...]

-gmac number_of _pkts |

-ploss plossi:plossy: . .. :plosSpum mac_flows |
-intgr_th weight_th]

[
[-wdistr id_number |
[
[
where {A | B} is a choice between A and B, and [-param value] is an op-
tional parameter. Here we present and describe in details the meaning of all of
these parameters dividing them in high-level groups to easily understand how to

combine them:

Controller: the controller is configured by the first parameters:
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e —n num_events, the program executes an amount of num_events packet
enqueues/dequeues with a typical balancing of %W enqueue events

and %m dequeue events;

e —gmin min_total_bklg, the number of pending packets inside the controller

cannot drops below min_total_bklg packets;

e —gmax mazx_total_bklg, the number of pending packets inside the controller
cannot rises above max_total_bklg packets. The same parameter is used
to define the size of the free-list of packets shown in Figure 4.17. Both
min_total_bklg and max_total_bklg could be followed by “n”, in this case
the value (min_total_bklg or max_total _bklg) will be multiplied by the num-

ber of flows of that run;

e -len length_of pkt, the length of every packet will be length_of _pkt bytes.

It is an optional parameter, the default value is 1700 bytes.

Packet arrival patterns: the packet arrival patterns can be configured

with these parameters:

e -burst number_of _burst_pkts, if number_of_burst_pkts is equal to zero,
then the packet arrival pattern will be smooth; otherwise, if number_of -
burst_pkts is greater than zero, then the packet arrival pattern will be
bursty and the higher the value of number_of _burst_pkts, the higher the
burst size in proportion to the flow weight. The default value is zero, which

means that the default pattern is the smooth one;

e —gsing number_pkts, if this parameter is enabled, a single threshold per
flow is forced; if a flow drops below number_pkts, then the controller refill
that flow with a given probability. The default value is zero and does not

affect the packet arrival patterns behavior.

Scheduler Container: TEMPEST can be configured to simulate wired or

wireless scenarios with these parameters:

e -mode { single | integrated | double }, the program can be run in single,
integrated or double mode; in single and integrated mode only one packet
scheduler will decide the order in which packets are sent, like respectively in

Figure 4.14 and Figure 4.15, while in double mode a cascade of two packet
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schedulers decides the order in which packets are sent, one scheduler takes
care of QoS guarantees and the other one takes care of throughput-boosting
or energy-saving issues, as depicted in Figure 4.16. The integrated mode

and the double mode are used to simulate wireless scenarios;

e -alg sched_alg, this parameter is used to set the sched_alg packet sched-

uler to test in single and integrated mode;

e —qos sched_algl -mac sched_alg2, these parameters are used to set the
two packet schedulers in double mode, the scheduler sched_algl will be
placed at the IP layer and takes care of QoS guarantees, while the scheduler
sched_alg2 will be placed at the MAC-SAL layer and will use channel state

informations to boost the throughput and save energy;

e -flowsets [weight]::num_flows[, [weight]::num_flows|, a flowset consti-
tuted by num_flows number of flows of the same weight weight is created,
different flowsets can be created at the same time with a comma separated
pattern. The value weight can be omitted, in that case the default weight is
1. This parameter is used to configure the flowsets in single and integrated

mode but also to configure the QoS flowsets in the double mode;

e —-flows num_flows, can be used instead of the previous parameter to set

only the number num_flows of flows with the default weight of 1;

e -flowsetsmac [weight]::num_flows[, [weight]::num_flows|, this parame-
ter is equivalent to the -flowsets one and is used, in double mode, to
configure the flowsets at the MAC-SAL layer;

e —flowsmac num_mac_flows, this is equivalent to the -flows parameter,
it is used to configure the number of flows at the MAC-SAL layer if double
mode is chosen, or simply the number of subscriber stations in integrated

mode.

Wireless Environment: the wireless environment can be configured with

these parameters:

e —gmac number_of pkts, this parameter is used to set the MAC-SAL Q

shared-buffer size in double mode;
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e —wdistr id_number, this implements different weight distribution policies
among MAC-SAL flows based on the channel state information. Different

values define different policies:

— id.number = 0: it leads to a constant weight distribution, every
MAC-SAL flow will be initialized with a weight equal to 1, thus,

without considering CSI values;

— id_number = 1: it leads to a linear weight distribution. The num_-
mac_flows flows fo, ..., f;, ..., £um mac_flows are ordered from the high-
er losses flow to the lower losses flow. To each MAC-SAL flow is as-
signed a weight equal to ¢, where 7 is the position of the flow in the

ordered list;

— id_number = 2: it leads to an exponential weight distribution, con-
sidering the same example of the previous distribution, the weight of
a generic flow is initialized with 2! where (again) i is the position of
the flow in the ordered list;

— td_number = 3: it leads to an analogical weight distribution where a

flow k is initialized with a weight equal to (1 — Py, ) - 1000.

tegrated mode to assign different packet loss probabilities for each MAC

flow (or subscriber station);

e —-intgr th weight_th is used to simulate the typical integrated model
where a two-state Markov chain organizes flows in good or bad state. Such a
distinction can be made by using a threshold. Accordingly to the weight_th
value a MAC-SAL flow (or a subscriber station) with weight lower or equal
to weight_th will be placed in the bad flows group, while a MAC-SAL flow
(or a subscriber station) with weight greater than weight_th will be placed

in the good flows group.

4.3.3 Simulation Results

In this section we present examples of results obtained using TEMPEST. To do
this, we will show some extensive simulations used to enhance the tool perfor-

mance.
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parameter command value
number of events -num_event 10M
min pending packets -q-min 0
max pending packets -q-max 30n
1::1k

. 1::500,2::250,8::125

four possible flow sets -flowsets 1::39K
1::16k,2::8k,8::4k

smooth packet arrival pattern -burst 0
scheduler container -mode single
FIFO

DRR

packet scheduler -alg WF2Q+
QFQ

QFQ+

default packet length in Bytes -len 1700

Table 4.1: Configuration parameters for the simulation in Figure 4.18.

TEMPEST has been recently used to demonstrate the high efficiency in terms
of execution time of QFQ+ in [99] and to show how HFS [91] is able to guarantee
high QoS while boosting throughput and save energy over wireless links. In both
cases the flexibility of the tool has played an important role, in fact it permits to
have quick feedback in terms of performance with a fine-grained tuning level of
the configuration parameters. We present different simulations to validate the
measurements of TEMPEST in terms of execution time, QoS performance and
throughput. All the results presented in this section can be reproduced using
the scripts available in the TEMPEST package [107]. The test equipment for
these simulations has been a workstation with the following characteristics: OS
X 10.7.4, Darwin 11.4.0, Intel Core 15-2557M @ 1.7 GHz, gcc 4.2.1 -O3.

4.3.3.1 Execution time

One of the key features of TEMPEST is the ability to measure the actual exe-
cution time of a packet scheduler under different packet arrival patterns. This is
the case of Figure 4.18 and Figure 4.19 in which QFQ, QFQ+, DRR, WF?Q+
and FIFO are compared under different flow sets with two different packet arrival
patterns. Figure 4.18 has smooth arrival pattern configuration, while Figure 4.19
has bursty arrival pattern configuration, with burst weight equal to two packets,
as reported in the parameters list of Table 4.1 for Figure 4.18, and of Table 4.2

for Figure 4.19. Both figures represent on the ordinate the time of an enqueue
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Figure 4.18: Execution time for different schedulers with smooth packets arrival

pattern (lower is better).

parameter command value
number of events -num_event 10M
min pending packets -q-min 0
max pending packets -q-max 30n
1::1k

. 1::500,2::250,8::125

four possible flow sets -flowsets 1::39K
1::16k,2::8k,8::4k

bursty packet arrival pattern -burst 2
scheduler container -mode single
FIFO

DRR

packet scheduler -alg WF2Q+
QFQ

QFQ+

default packet length in Bytes -len 1700

Table 4.2: Configuration parameters for the simulation in Figure 4.19.
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Figure 4.19: Execution time for different schedulers with bursty packets arrival
pattern (lower is better).

parameter command value
number of events -num_event 10M
min pending packets -q-min 4n
max pending packets -q-max 30n
ten possible flow sets -flowsets tofrl?gloz(l)b(l)
bursty packet arrival pattern -burst 1
scheduler container -mode single
FIFO

DRR

packet scheduler -alg WF2Q+
KPS

QFQ+

default packet length in Bytes -len 1700

Table 4.3: Configuration parameters for the simulation in Figure 4.20.
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Figure 4.20: Execution time behavior for different schedulers (lower is better).

event plus a dequeue event expressed in nanoseconds, while on the abscissa there

are the following four flow sets:

e 1k-wl: 1k flows all with weight 1;

e lk-wmix : 500 + 250 + 125 flows with weights 1, 2, §;

e 32k-wl: 32k flows all with weight 1;

e 32k-wmix : 16k + 8k + 4k flows with weights 1, 2, 8.

For this first example, TEMPEST has been used to prove the efficiency
in terms of execution time of QFQ-+ showing time complexity close to DRR
and even better in particular scenarios, like flow set configuration 32k-wl of

Figure 4.18, due to the smaller number of cache missing of QFQ+ with respect
to DRRS.

Furthermore, TEMPEST can be used to easily evaluate the execution-time
trend with respect to the number of flows, as a fundamental figure of merit for

a packet scheduler: its time complexity. Theory can tell us about asymptotic

5A deep analysis of cache missing is also reported in [99].
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parameter command value
number of events -num_event 5M
min pending packets -q-min 15n
max pending packets -q-max 25n
. from 1::100,1::1

seven possible flow sets -flowsets to 1::100,1000::1
bursty packet arrival pattern -burst 2
threshold per flow -gsing 1
scheduler container -mode single
QFQ

packet scheduler -alg WF?S—F:
QFQ+

default packet length in Bytes -len 1700

Table 4.4: Configuration parameters for the simulations in Figure 4.21 and Fig-
ure 4.22.

complexity, but only effective measurements can determine the run-time con-
stants. This is the case of Figure 4.20, obtained by the simulation synthesized
in Table 4.3. From the plot, it immediately results that FIFO, DRR, KPS and
QFQ+ have a constant time complexity while WF?Q+ grow has a function of the
number of flows, in fact it actually has a O(logn) time complexity. TEMPEST
can uncover the high run-time constant of a scheduler, in this case of KPS. This
characteristic is important because, even if KPS has an O(1) complexity instead
of the O(logn) of WE2Q+, due to the multiplicative constants WF2Q+ results
faster in environments with less than few hundreds of flows, which is the case of

lots of real scenarios like domestic networks and small laboratory networks.

4.3.3.2 QoS guarantees

Another fundamental figure of merit for a packet scheduler is its QoS level. From
the theory, we know about scheduler service bounds like B-WFI and T-WFTI.
Also in this case, TEMPEST provides real measurements of this parameters,
evaluating a packet scheduler by considering his run-time guarantees. As an
example, Figure 4.21 reports the measured B-WFI, expressed in packets, for
the schedulers WF?Q+, DRR, QFQ and QFQ+. The experiments have been
carried out using 101 flows, 100 flows with weight 1 and the remaining flow
with variable weights in the set {1, 5, 10, 50, 100, 500, 1000}. The weight
value of this variable flow is reported on the abscissa. This has been done in

order to have a flow with different bandwidth requirements, stressing the packet
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Figure 4.21: B-WFTI value for different schedulers (lower is better).
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Figure 4.22: Worst-case queueing delay of maximum priority flow for different
schedulers (lower is better).
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parameter command value
number of events -num_event 1M
min pending packets -q-min 0
max pending packets -q-max 300
flow set -flowsets 20::20,10::20,1::60
bursty packet arrival pattern -burst 1
two scheduler container -mode single
double

DRR

packet scheduler -alg HFS
WE?Q+

. . from 1

buffer size Q in pkts -qmac to 250
number of MAC flows (SS) -flowsmac 20
channel bandwidth (Mb/s) default 54
0

packet loss per MAC flow default frt(;ml 394
default packet length in Bytes -len 1700

Table 4.5: Configuration parameters for the simulation in Figure 4.23.
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Figure 4.23: T-WFI for HFS, WF2Q+ and DRR (lower is better).
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scheduler in order to provide more and more skewed bandwidth distributions.
TEMPEST provides measurements that are compliant with the literature. From
the theory [99,143] we know that WF2Q+, QFQ and QFQ+ have constant worst-
case bound for the B-WFT (i.e. do not vary with the flow weights distribution).
In particular, WF?Q+ has an optimal theoretic B-WFI bound of 1 maximum
segment size, which is 1 packet for Figure 4.21 (all the experiments have the same
and constant packet size); QFQ has a theoretic B-WFI bound of circa 5 packets
and QFQ+ has a theoretic B-WFI bound equivalent to QFQ plus a constant
value depending on the number of flows in the aggregates”. From Figure 4.21 we
can see how WF2Q+, QFQ and QFQ+ have actual B-WFI, calculated through
the experiments, which are lower than the theoretical ones; in particular, QFQ is
really close to WF2Q+ (both recorded B-WFT values between 0 and 0.5 packets),
and QFQ+ is also close to the optimal value and under the theoretical bound of
QFQ. Moreover, QoS guarantees of QFQ and QFQ+ are definitely lower than
DRR. The latter has linear service deviation with respect to the number of flows
and their weights distribution, as showed in [143], and the experiments highlight
his high B-WFTI (again, the measures are compliant with the theoretical bounds).

By performing the same experiment Figure 4.22 has been also generated.
This time we report the worst-case queueing delay experienced by packets of
the flow with highest weight. Such a measure is important to show how much
a packet scheduler is able to guarantee a thin delay bound for high priority
flows. QFQ and QFQ+ appear to be the most scalable solutions guaranteeing
the lowest queueing delay while growing the flow weight. In particular, they also
outperform WF2Q+. DRR packet scheduler manifests always a higher queueing
delay resulting also, for high flow weights (above 50) in a more than double delay
bound.

Then, we performed several experiments for wireless environments, one of
them is described in Table 4.5 and it has been conduced in order to validate
HF'S packet scheduler in terms of QoS guarantees. The experiment results are
summarized in Figure 4.23 in terms of measured T-WFI. DRR and WF2Q+
are wired packet schedulers and they do not consider the CSI at all as well as
throughput or energy consumption optimizations, they do only care about the

QoS flows which are constant during the experiment and described here:

e 20 flows of VoIP traffic with weight 20;

"More details on this parameter can be found in [99].



194 CHAPTER 4. PACKET SCHEDULING

e 20 flows of web browsing with weight 10;

e 60 flows of background file download/sharing with weight 1.

These QoS flows are mapped into 20 MAC flows which represent 20 user
sharing the same access point. Each user has one VoIP flow, one WEB browsing
flow and three background file downloading/sharing flows. While DRR and
WF2Q+ consider only the QoS flows in order to guarantee the proper QoS level,
HFS consider also Channel State Information coming from the 20 MAC flows
(the 20 users) in order to maximize the throughput on the link and save energy
by avoiding retransmissions. In this experiment we varied the size of the Q
buffer, that is a core point of the modular architecture on which HFS is based.
Figure 4.23 shows how HFS, with small buffer size Q, is able to guarantee QoS
guarantees close to the optimal ones of WF2Q+. If Q grows, the MAC-SAL
module of HFS has more packets pending and it is able to reorder them with
the goal of boosting throughput (as we will show in the next subsection) while
still preserving lower QoS guarantees than DRR. The focus here is not on HFS
performance but on how easily it is to configure TEMPEST in order to run
extensive simulations to compare wired and wireless packet schedulers with fine-
grained configurable parameters. Moreover, it is important to notice that also
the T-WFI values computed by TEMPEST for WF2Q+ and DRR are perfectly
compliant with the worst case T-WFI bound of service guarantees collected
in [143]. In fact, the T-WFI theoretical bound of WF2Q+- is from the theory
24)%% (plus a constant value that we will not consider for simplicity) where L*
is the packet size, ¢* is relative weight of the flow and R is the link bandwidth.
Considering our simulations, the T-WFI bound for WF?Q+ for flows with best

weight will be
1700 - 8

* W = 17ms
which is higher than the circa 8 ms calculated by TEMPEST (660 in the formula
is the weight sum, 20-20+20-10+60-1). The same applies for DRR: from the
theory the worst-case T-WFI bound is approximately (qﬁmﬁ + d%’“ + N — 1)%,
where ¢y, is the minimum weight flow while NV is the number of flows. In our
experiment such a bound will be

1 1 1700 - 8

560 @60 54 - 106

= 199ms
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parameter command value
number of events -num_event 10M
min pending packets -g-min 0
max pending packets -q-max 300
flow set -flowsets 20::20,10::20,1::60
bursty packet arrival pattern -burst 1
two scheduler container -mode integrated
double

HFS

packet scheduler -alg W2F2Q+
. . from 1

buffer size Q in pkts -qmac to 250
number of MAC flows (SS) -flowsmac 20
integrated threshold -intgr_th 80
channel bandwidth (Mb/s) default 54
0

packet loss per MAC flow default frtOOH11394
default packet length in Bytes -len 1700

Table 4.6: Configuration parameters for the simulation in Figure 4.24.

which is higher than the circa 110ms calculated by TEMPEST.

4.3.3.3 Throughput

The last figure of merit that we describe is throughput, another parameter that
TEMPEST is able to compute. To show it, we considered the simulation summa-
rized in Table 4.6 in which two schedulers, HF'S based on the modular architec-
ture and the integrated scheduler W2F2Q, are tested to measure their achieved
throughput, assessing their behaviour in maximizing the amount of packets cor-
rectly sent over the wireless link by also considering CSI per flow. W2F?Q do
not consider the MAC-SAL buffer size () as a parameter, and his throughput
level depends only on the CSI and the threshold between good-state flows and
bad-state flows. In the experiment such a threshold has been placed at 80%,
this means that only flows with 80% of chance to effectively transmit (without
loss) the packets are considered in the scheduling decision, while other flows will
not receive any service. In fact, in Figure 4.24 W2F2Q reaches a value close
to 0.9, which means that 90% of packets have been successfully transmitted on
the link. A different evaluation should be performed for HF'S, which decides the
next packet to transmit accordingly to the MAC-SAL scheduler, considering all
the flows in the scheduling decision. When the MAC-SAL buffer size Q grows,
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Figure 4.24: Normalized throughput for HFS and W2F2Q.

HFS has more packets among which to choose the next to transmit and his fine-
grained decision among all flows let it reach throughput values over 90% when Q
buffer is higher than 100 packets. Of course, to complete the picture, increasing
the Q buffer size improves on one side the global throughput, while on the other
causes a QoS degradation. To enhance TEMPEST flexibility, a dummy scheduler
HFS* has been also deployed, based on the modular architecture but with the
DRR scheduler placed at the MAC-SAL layer instead of QFQ+. In this way it is
easy to evaluate a different solution. Unfortunately, the DRR packet scheduler
is not able to boost the throughput due to his Round Robin serving technique; it
basically also schedules flows with low probability of packet transmission causing

a throughput degradation and increasing the number of retransmissions.

4.3.4 Conclusions

In this section, we presented TEMPEST, a new Test EnvironMent for Perfor-
mance Evaluation of the Scheduling of packeTs, which is a novel UNIX-based
open tool able to measure the actual performance of a packet scheduler under
the desired operating conditions. With its fine-grained level of configuration pa-

rameters TEMPEST is able to help research in evaluating existing schedulers
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to properly choose the best one depending on the operational conditions (e.g
environment conditions, amount of flows, channel bandwidth, queue size, the
packet arrival pattern and so on); in fact, TEMPEST has been actually used in
packet-scheduling research field with QFQ+ and HFS. Therefore, the tool mea-
sures the main figures of merit in order to evaluate a packet scheduler such as:
the execution time, QoS guarantees with standard fairness indexes (Queueing
Delay, bit worst-case fair index B-WFI , time worst-case fair index T-WFI and

relative fairness index RFT) and throughput.

A key point of TEMPEST is that it permits to measure the kernel code in
user space, reducing the surrounding operations involved in the packet scheduling
tasks, and thus allowing TEMPEST to be a flexible and portable tool for packet
scheduling testing, able to generate traffic at 40Mpps and more on a common
workstation. Furthermore, adding a new scheduler to TEMPEST is simple, an
important aspect in order to help the research in emerging areas like 4G/5G
in which QoS is a key parameter and where designing and testing a new packet
scheduler is challenging and time-consuming. Moreover, to validate the efficiency
of the tool, we presented also extensive simulations comparing results with the
asymptotic values and worst-case bounds coming from the literature. All these
simulations can be reproduced on different machines by using the scripts available

in the tool package.
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Chapter 5

Conclusions

This thesis addressed the study of PPDR emergency networks and proposed
several networking algorithms in order to improve service performance. PPDR
environments are particularly challenging due to the harsh conditions and the
high variety of technologies deployed, and are characterized by very restrict
requirements. In fact, by addressing this topic, all the solutions provided could be
easily extended to a general purpose network as well. All the algorithms proposed
in this thesis are enriched with mathematical formulations and extensive packet

level simulations in order to validate their proposal.

In the first Chapter we completely focused on the Emergency Network topic
by defining and presenting the reference architecture. The integration between
LTE as access network and Satellite as backhaul network has been defined as the
reference architecture. On top of this architecture we started to improve network-
ing performance by presenting Congestion Control Middleware Layer (C2ML), a
cooperative middleware that effectively optimizes performance in networks with
high delays, such as satellite networks. Through numerical results it has been
shown that C?ML leads to higher throughput while improving intra-protocol
fairness and inter-protocol friendliness regardless of queue sizes, thus reducing
the overall latency and mitigating the Bufferbloat problem. Moreover, same re-
sults have been achieved even when the number of competing nodes increases,
therefore confirming C2M L as a practical and scalable system. Finally, the use
of C?M L exploits much more effectively the potential offered by satellite links,
even for real-time applications. Coupled with C?M L we also presented DyBRA,

a centralized yet collaborative network resource manager for high delay links.
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DyBRA is able to dynamically adapt to significant changes in the client nodes
exploitable bandwidth, which can result for example from channel conditions
variations that are due to the sudden onset of obstacles between a client receiver
and a base station. By performing extensive packet level simulations we proved
that DyBRA considerably improves the queue usage in the gateway, especially
during time frames in which the client nodes TCPs congestion windows are in
process to converge to a stable size. It also greatly improves the network effi-
ciency, by allowing the set of client nodes to exploit the totality of the bottleneck
link resources also in cases of bandwidth underutilization by some client hosts.
As the final remark, we conclude by stating how DyBRA inverts the natural
tendency to couple the increase of client nodes number with higher queues oc-
cupancy, effectively decreasing the gateway queue usage as more hosts are in

place.

In the second Chapter we focused on the buffer management problem by
defining AQM algorithms for PPDR systems and general networks as well. Start-
ing from C?M L, we proposed a novel AQM technique called QRM (Queue Rate
Manager). QRM is a very efficient algorithm that coupled with C2M L provide
security protection to resource exhaustion attacks increasing the robustness of
the cooperative middleware while preserving features like fairness and through-
put exploitation. We then adapted QRM to create a general and smart no-drop
AQM for emergency networks, as the solution was uncoupled from the mid-
dleware and studied for general PPDR satellite networks. Finally, this novel
AQM called PINK (Proactive INjection into acK) has been investigated and
analysed though mathematical formulations and numerical simulations. PINK
works by imposing, in a transparent way, a maximum upper bound on the data
rates for each client. This is done through updating the RCV.WND value in
the acknowledgement segments, allowing PINK to supervise bandwidth utiliza-
tion in order to efficiently exploit a bottleneck channel capacity, forcing fairness
among different flows and at the same time maintaining a low queue occupancy
on the gateway. Furthermore, these results are achieved without discarding a
single packet. Another important aspect to remark is the algorithm scalability,
as all the figures of merit that have been analysed reveal that PINK manifests
a positive, or at least a constant, trend as a function of the network congestion

level.

In the third and final Chapter the packet scheduling problem has been deeply

studied. We initially provided both a description and a validation of a modu-
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lar architecture that decouples the task of providing QoS guarantees from the
task of dealing with the idiosyncrasies of a wireless link. This tasks separa-
tion leads to better configuration and flexibility properties of the scheduling in
PPDR networks. Therefore, moving from a network to another a node simply
needs to adjust a value, named Q, to go from high throughput requirements to
high QoS requirements. Continuing, we defined HFS (High-throughput twin Fair
Scheduler) a new flexible, efficient and accurate scheduler deployed on top of the
modular architecture. To prove the effectiveness of HFS we showed, through ex-
perimental results, its high performance. HFS provides higher throughput with
respect to Wireless Worst-case Fair Weighted Fair Queueing, the best integrated
scheduler available so far. Furthermore, HFS provides low latency and accurate
fairness, close to the optimal ones of Worst-case Weighted Fair Queueing. Last
but not least, HFS guarantees execution times and energy consumptions that
are close to those of a Deficit Round Robin. We also demonstrated the possi-
bility to dynamically set, by changing the MAC-SAL buffer size Q, the desired
trade-off between throughput-boosting level and granularity of service guaran-
tees, a feature that allows HFS to be an adaptive packet scheduler able to tune
its performance by following users and network requirements. Finally, we also
highlighted a value for the Q parameter (equal to 100 packets) which permits
network operators to expect a higher throughput than with the best integrated
scheduler available so far, while being able in the same time to provide QoS
guarantees that are close to the optimal ones. As final contribution we pre-
sented TEMPEST, a new Test EnvironMent for Performance Evaluation of the
Scheduling of packeTs, which is a novel UNIX-based open tool able to measure
the actual performance of a packet scheduler under the desired operating condi-
tions. With its fine-grained level of configuration parameters TEMPEST is able
to help research in evaluating existing schedulers to properly choose the best one
depending on the operational conditions (e.g environment conditions, amount of
flows, channel bandwidth, queue size, the packet arrival pattern and so on); in
fact, TEMPEST has been actually used for validating HFS. Therefore, the tool
measures the main figures of merit in order to evaluate a packet scheduler such
as: the execution time, QoS guarantees with standard fairness indexes (Queue-
ing Delay, bit worst-case fair index B-WFI | time worst-case fair index T-WFI

and relative fairness index RFI) and throughput.
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