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Lately, Random Telegraph Noise (RTN) has been deemed, via specific mathematical metrics, to be
possibly deterministic-chaotic rather than stochastic, with severe implications for applications that
leverage on the RTN stochastic nature. Yet, this was claimed by analyzing a limited number of RTN
traces. Here we analyze several RTN traces measured in different devices and conditions,
mathematically generated traces, and traces resulting from advanced simulations of RTN in MIM
structures. It is shown that the mathematical metrics employed to reveal the deterministic-chaotic
nature of RTN are not robust enough to support that claim. Complex RTN is likely to result from
inherently stochastic processes embedded in a deterministic multi-body system which could show
stochastic chaos, but hardly any determinism.
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1. Introduction

Random Telegraph Noise (RTN) is well known to be one of the most degrading effects in
modern electron devices. Especially as devices scale closer to the atomic size, its effects
are forecasted to be increasingly severe, ultimately limiting the reliability of devices,
circuits, and systems. Therefore, a complete understanding of the physical mechanisms
behind RTN is essential. Although it is well established that RTN results from charge
trapping and de-trapping into and out of defects, most often in dielectrics or space charge
regions of electron devices, some aspects remain ambiguous and need a more refined
comprehension. Lately, a key aspect of RTN, which was previously given for granted, i.e.,
its inherent randomness, was challenged by a few contributions in the literature.
Specifically, in RTN measured in MOSFETs [1] and RRAMSs [2] has been suggested to be
not stochastic, as previously thought. In fact, by using specific metrics such as the
correlation dimension in the context of the Grassberger-Procaccia method and the
Lyapunov spectrum, it was proposed that complex RTN could be originating from a
deterministic-chaotic system rather than from stochastic one [1-2]. If confirmed, this would
have very serious consequences for emerging applications in which RTN’s alleged true
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randomness is harnessed and exploited as entropy source, e.g., true random number
generators [4-8]. Yet, such a bold claim was derived by analyzing a very limited number
of measured or mathematically generated RTN traces, undermining its strength. Here we
analyze several RTN traces measured in different devices and conditions, mathematically
generated RTN traces, and complex RTN resulting from advanced kinetic Monte-Carlo
simulations of charge transport and trapping in MIM structures in order to possibly shed
light on the dynamic nature of the systems underlying the observed RTN time-series.
Results show that it is highly likely that the mathematical tools mentioned above and
previously employed to claim the possible deterministic chaotic nature of RTN are not
robust enough to substantiate that bold claim. A self-consistent physical picture of RTN
suggests its random nature, which might however be coexistent with chaotic (yet non-
deterministic) features emerging from electrostatic interactions between defects.

2. Devices, Experiments, and Simulations

In the following, we report the details of i) the devices on which RTN was measured (and
the associated measurement conditions); ii) the devices in which RTN was simulated (and
the details of the employed simulation platform); iii) the mathematically generated RTN
time-series.

2.1. Experiments

RTN traces were measured in 28-nm bulk n-FinFETs with a TiN/1.8nm HfO,/0.6nm
Si0/Si structure, each having two parallel 10nm-wide, 30nm-high, and 70nm-long fins
(sketched in Fig. 1a).

1 45
<
_G
14 . ‘ ﬂ N
o 15 30
Time (s)
5
1.8 v Y T
z o il
R T M |4 h ‘
n: I
= 1.76 _ ‘ M 4 I ‘
- 15 20
Vegam V) Time (s)

Fig. 1. a) Sketch of a bulk FinFET with two fins; b) Ip-Vg (blue lines) and corresponding gu-Vg (red curves) of
FinFET devices measured at T=300K and Vp=0.1V; ¢) Ip vs. time recorded on a FInFET device with V=0.7V
and Vp=0.5V; d) Sketch of a RRAM device with the conductive filament in evidence; €) Irram-Vrram (red lines)
measured during multiple set and reset operations. For this specific device, the set operation is executed under a
current compliance of 100pA; f) Irram vs. time recorded on a RRAM device in high resistive state (achieved with
a reset operation at Vrgspr=-0.9V) with Vgeap=30mV, T=343K.
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A Keithley 4200-SCS, providing a current noise floor of about 100pA RMS, was employed
to perform static Ip-Vg and transient Ip-time (RTN) measurements. First, the devices
functionality was tested with Ip-Vg curves, as shown in Fig. 1b. Then, FinFETs at T =30°C
were biased at Vgs = 0.7V or 0.72V and Vps = 0.5V, while the drain current was sampled
every 7ms for 30s to record RTN traces. An example of such a recorded RTN trace is given
in Fig. 1c. Then, the devices were driven in high resistive state using DC sweeps down to
Vreser = -0.9V, -1.0V or -1.1V and were then read to record RTN at T ranging from 30°C
to 70°C under a DC voltage Vreap ranging from 10mV to 50mV, with a sampling time of
2ms or 6ms for a total measurement time of 20s or 60s, respectively. An example of a
recorded RTN trace is given in Fig. 1f.

2.2. Simulations

We simulated RTN in a Metal-Insulator-Metal (MIM) structure having TiN electrodes and
a 4 nm thick HfO, (EOT = 0.74 nm) layer (see Fig. 2b and 2¢). By using Ginestra® device
simulation software [9], kinetic Monte-Carlo (kMC) 3D simulations were run to properly
consider charge trapping dynamics and correctly simulate RTN [10]. In all simulations, we
included all the key charge transport mechanisms occurring in a dielectric, see Fig. 2a.
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Fig. 2. a) The main conduction mechanisms occurring in dielectrics and considered in this work; b-c) Sketch of a
simulated MIM cell with five V* defects and b) a single O° defect or c) four O° defects.

Specifically, we included Schottky/thermionic emission (SE), direct tunneling (DT),
Fowler-Nordheim tunneling (FN), band-to-band tunneling (BTBT), drift/diffusion in
conduction and valence band (DD), and non-radiative multi-phonon trap-assisted (TAT)
tunneling, including all possible charge transitions, i.e., capture/emission from/to top (TE)
and bottom (BE) electrode, conduction (CB) and valence (VB) band, other defects (trap-
to-trap contribution is considered). For a given defect distribution, the TAT model in
Ginestra® [9,11-12] calculates the current in the dielectric considering the process reported
in detail in [12]. In the framework of the TAT model, two key parameters define charge
trapping dynamics at defects, i.e., the relaxation energy (Ergr), that describes how localized
defect states couple to phonons, and the thermal ionization energy (Etn), that is the energy
required to promote an electron from the defect to the conduction band. The values of Erer
and Ery are typically calculated for each defect species and charge state transition via DFT
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simulations [13,14]. In our simulations (Fig. 2), we include oxygen vacancies (V¥ i.e.,
positively charged if empty and neutral upon e” trapping) and oxygen ions (OY, i.e., neutral
if empty and negatively charged upon e trapping). Indeed, V* defects are the most involved
in trap-assisted charge transport [11,12], while O°play a crucial role in resistive switching
and in determining RTN [10,15]. We employ Ergr, = 1.2 eV and Ery=2.2 £ 0.5 eV for V¥,
while Erpr = 2.65 eV and Ety = 2.3 £ 0.5 eV for O°, consistent with DFT [13,14] and multi-
scale simulations [11-12,15]. Since capture and emission time constants scale
exponentially with Egrer, V' are typically seen as fast traps given their lower Erer
(compared to Q). Thus, they can conduct a substantial current in the dielectric. Conversely,
0 do not significantly contribute to charge transport. Most importantly, the full 3D Poisson
equation is solved including the trapped charge term to account for electrostatic
interactions in the dielectric due to the trapped charge [16-18] and to consider its effect on
the local 3D potential profile and on the tunneling barriers for SE, DT, BTBT, and TAT.
Indeed, RTN primarily emerges from an O%induced modulation of the TAT leakage
current driven by V*. In fact, when an ion captures an electron, the trapped charge alters
the local potential at the V* defects in its vicinity. This reflects in a change in the V' capture
and emission times, thus in the TAT current they drive. Upon the emission of charge from
the ion, the previous value of the local potential at the V* defects nearby is restored, along
with the TAT current value. This dynamic occurs for each O° (which also interact likewise
with nearby O° defects, not only with V*) potentially resulting in a complex time-dependent
multi-body problem which produces the observed RTN [16-18]. In order to shed light on
whether complex electrostatics interactions between O° defects (from which complex RTN
has been shown to emerge [16-18]) may be involved in the alleged chaotic behavior
observed in some measured RTN time-series [1-2], we simulated two different devices,
shown in Fig. 2b and 2c¢, respectively. In device #1 (in Fig. 2b) five V* defects (responsible
for the leakage current) and a single O° defect (giving RTN) are present. Conversely, device
#2 (in Fig. 2c) shows four O° defects, some of which close enough to one another to
potentially interact electrostatically, giving rise to a complex system which may indeed
show high sensitivity to initial conditions.

2.3. Synthesized Random Telegraph Noise

In order to further examine the reliability of the data analysis procedures typically
employed to ascertain the possible deterministic character of RTN (explained in the
following section) we also mathematically synthesized four time-series. The first, shown
in Fig. 3a, has fixed dwell times, both equal to 100 (in arbitrary time units) and has no
Additive White Gaussian Noise (AWGN), resulting in a non-chaotic, fully deterministic
signal (the absence of AWGN is indicated in Fig. 3a as o/p = 0%). The second is identical
to the first but includes a quite weak AWGN, with o/ = 0.3%. Its plot would be essentially
indistinguishable from the one in Fig. 3a, except by largely zooming in (as exemplified in
the inset in Fig. 3a). Notably, this signal is supposedly deterministic and non-chaotic by
design, but includes a weak noise component that in fact is intrinsically associated with a
deterministic chaotic system. Indeed, AWGN is generated in software via a Pseudo-
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Random Number Generator (PRNG), i.e., a deterministic chaotic system. In the third
signal, shown in Fig. 3b, the AWGN is quite stronger, with o/u = 30%. Finally, the fourth
signal, shown in Fig. 3c, has exponentially distributed dwell times, consistent with the
Markov property of RTN [19]. The average capture and emission times are both equal to
100 (in arbitrary time units) and AWGN with o/p = 30% is included. In this case, the
PRNG is used both to synthesize the AWGN and to draw samples from the exponential
distributions of capture and emission times. The signal is thus expected to be deterministic
chaotic by design. This latter consideration is quite important, since in the literature a
synthesized RTN signal akin to the one in Fig. 3c was analyzed using the methodologies
outlined in the following section, and the results suggested a non-chaotic nature of the
signal [1]. This finding was used to suggest that a mathematically synthesized RTN signal
could not display any chaotic behavior since it was deemed to originate from simple
mathematical formulations that do not account for interactions between defects, which
might be at the origin of the chaotic behavior. Nevertheless, such signals should in fact
show a chaotic behavior, since PRNGs (that inherently produce chaotic deterministic time-
series) are employed to generate both the RTN signal and the AWGN component.
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Fig. 3. Mathematically synthesized RTN time series with a) fixed dwell times both equal to 100 (in arbitrary time
units) and no (o/p = 0%) or very weak (o/pn = 0.3%) AWGN (the insets show the zoom-in detail of the two
different time series); b) fixed dwell times both equal to 100 (in arbitrary time units) and stronger (o/p = 30%)
AWGN; c) exponentially distributed dwell times with both average values equal to 100 (in arbitrary time units)
and stronger (o/p = 30%) AWGN.

3. Mathematical Tools

In order to evaluate whether the system responsible for the generation of an observed noisy
time-series is deterministic (chaotic) or stochastic, nonlinear dynamics tools are frequently
employed. The two most significant methodologies, that are also the ones employed in this
paper, are the Grassberger—Procaccia method [20] and the calculation of Lyapunov
exponents [21]. In some contributions [2] additional approaches such as the surrogate data
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method, are used besides the ones above to further reinforce the findings obtained with the
latter. Nevertheless, here we will focus on the two most relevant and widespread
techniques. In the remainder of the section, these two methodologies are briefly described
and some key considerations are drawn.

3.1. Grassberger-Procaccia Method

Grassberger and Procaccia set forth [20] a method for evaluating the presence of
deterministic chaos in a system based on the evaluation of the correlation and minimum
embedding dimensions. It requires mapping a measured time-series to a topologically
equivalent phase space. According to the Takens theorem [22], the topologically equivalent
attractor in a higher-dimensional phase space can be reconstructed from an observed time-
series Y [1-2,22]. To project the latter in an m-dimensional phase space, each point Y (t;)
of the time-series is associated with a point X; in the m-dimensional phase space by a state
vector, built using the time-delay method, see eq. (1).

Xi = {Y(tl), Y(tl + T), Y(tl + 2T), ey Y(tl + (m - 1)1') } (1)

In eq. (1), m is the embedding dimension and 7 is the time delay, which must be carefully
estimated for proper embedding and phase space reconstruction. The time delay 1 is usually
estimated as the first minimum of the auto correlation function of the time-series, or using
the average mutual information (AMI) method. The latter consists in calculating the AMI
between the time-series and its delayed version (using a time delay ) for different values
of ¢, i.e., AMI(¢). Then, the time delay 1 is estimated as the ¢ at which the first minimum of
AMI(?) occurs. The minimum embedding dimension can be calculated by means of the
False Nearest Neighbor method. The Grassberger—Procaccia method uses the state vector
in the m-dimensional phase space to first calculate the correlation integrals Cm(r) as per eq.
(2) [1-2,20].

N m
1 )
Cn) = lim =" 0[r = > Xt = Xew @)
i,j=1 k=1
i%j

where N is the number of points of the reconstructed attractor, r is the radius of similarity,
m the embedding dimensions, and ® is the step (Heaviside) function. In essence, the
correlation integral is an estimate of the mean probability that the states at two different
times are closer than r. For a given value of m, Cy, is calculated for different r, and the slope
of the linear part of Ci(1), i.¢., the correlation dimension v, is estimated. This calculation
is repeated for different values of m, building a v,, vs. m plot. Grassberger-Procaccia posit
that in the case of noise-perturbed systems v, increases with m, while for deterministic
chaos perturbed by weak noise v,, will increase with m to a point and then saturate. Thus,
we will use the presence of a saturating trend in the v,, vs. m plot as a metric to possibly
determine whether the system underlying the observed time-series is stochastic or rather
showing deterministic chaos perturbed by weak noise. However, it is quite important to
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underline that examples contradicting this have been reported [23-24], indicating that this
metric cannot be always fully trusted.
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Fig. 4. The mathematically synthesized RTN time series a) in Fig. 3a with very weak (o/p = 0.3%) AWGN, d) in
Fig. 3b, and g) in Fig. 3c, together with the associated v,, vs. m plot (respectively in panels b, e, h) and L,, vs. m
plot (respectively in panels c, f, i). In the v,, vs. m plots a fitting trend line is reported as a guide to the eye.
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3.2. Lyapunov Exponents

Lyapunov exponents are quantities that evaluate the rate of separation of infinitesimally
close trajectories, thus giving a measure of sensitivity to initial conditions of a system. As
the rate of separation can be different for different directions in the phase space, the number
of Lyapunov exponents equals the dimensionality of the phase space, m. The largest (or
maximal) Lyapunov exponent for a given value of m, Ly, is of specific interest, as a positive
L, is usually taken as an indication that the system is chaotic. Therefore, we will use the
sign of Ly, at different m as a metric to possibly determine whether the system underlying
the observed time-series is stochastic or rather deterministic chaotic. Nevertheless, it is
important to underline that the presence of positive Lyapunov exponents is a mere clue for
deterministic chaos and not a direct proof. Indeed, in some cases stochastic systems can
show similar features to those of deterministic chaotic systems [25]. This indicates that this
metric cannot be always fully trusted.

4. Results

The synthesized, measured, and simulated RTN traces are now evaluated using the metrics
described in Section 3 to possibly draw conclusions about the dynamic nature of the system
underpinning RTN. Initially, we evaluated the four synthesized signals discussed in Section
2.3. The first signal is fully deterministic by design and indeed shows v,, = L,, = 0 for all m
values, as expected (not shown). Interestingly, the second signal, which includes a quite
weak PRNG-generated AWGN with o/p = 0.3%, shows a positive L,, for all m values,
which points at the presence of chaos, while the v,, vs. m plot shows no saturating trend,
suggesting the absence of chaos. The analysis, summarized in Fig. 4a-b-c, suggests that
Ly, unlike v,,, might be a metric quite sensitive to the presence of PRNG-generated
components, even when they are very weak. The third signal, which includes a stronger
PRNG-generated AWGN with o/p = 30%, shows again a positive L,, for all m values, and
the v, vs. m plot starts showing a possibly saturating trend, which hints at chaos. In this
case both metrics are picking up the chaotic features of the PRNG-generated AWGN.
Finally, the fourth signal, which features (PRNG-)distributed capture and emission times
for the RTN as well as a PRNG-generated AWGN with o/p = 30%, shows positive L,, for
all m values and a clear saturated v,, vs. m plot, which might be interpreted as a strong
indication of chaos. However, it is quite clear that here chaos emerges from the use of
PRNGs. These findings suggest that synthesized RTN signals should not be used as a
benchmark to validate the reliability of these (and similar) metrics as they are inherently
affected by chaotic components. Furthermore, the contrasting results in the literature [1],
in which a synthesized RTN signal showed a non-saturated vn, vs. m characteristics makes
it even harder to full trust these metrics to possibly claim that RTN might be a deterministic
chaotic phenomenon.

RTN signals measured in n-FinFETs all show a saturated v,, vs. m curve and negative L,,
thus the metrics are in contrast. The results of the analysis on two devices measured at
different V¢ values are reported in Fig. 5. In the light of the results obtained on synthesized
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RTN signal, one would be inclined to exclude the presence of chaos in these time-series,
as given the negative L, (since the latter has been shown to be more sensitive to the
presence of chaotic components than vi). Nevertheless, also in this case the clashing
metrics hinder the possibility of claiming a deterministic chaotic nature of RTN.
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Fig. 5. RTN time series experimentally measured in FInFET devices at a) Vg=0.70V and d) V= 0.72V, together
with the associated v,, vs. m plot (respectively in panels b and e) and L,, vs. m plot (respectively in panels ¢ and
f). In the v,, vs. m plots a fitting trend line is reported as a guide to the eye.

RTN signals measured in RRAM devices always shows a saturated v,, vs. m curve but L,,
is found to be either positive or negative depending on the specific time-series, which is
again inconclusive. The results of the analysis on two time-series acquired consecutively
on the same device in the same resistive state and in the same conditions are reported in
Fig. 6a-b-c and Fig. 6d-e-f, respectively. Interestingly, while the two RTN time-series are
very similar to one another even at eye inspection (as one should expect since the two
measurements were performed sequentially without altering the state of the device), the
analysis of the first signal reveals a positive L, while a negative Ly, is found in the second,
again suggesting that these metrics are hardly trustable to make claims about the dynamic
nature of RTN. Finally, the analysis of the RTN time-series obtained by simulations on
device #1 (in which just one O° defect is present) shows a non-saturated v,, vs. m curve and
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positive L,,, with metrics again in contrast, see Fig. 7a-b-c. Conversely, when multiple O°
defects are present and sufficiently close to one another to influence each other’s charge
trapping dynamics (device #2), complex RTN emerges (Fig. 7d) that shows saturated v,
vs. m curve and positive L,,, suggesting the presence of chaos (Fig. 7e-f).
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Fig. 6. RTN time series experimentally measured in RRAM devices in HRS (achieved with Vggser =-1.0V) and
sequentially acquired at Vggap = 10 mV and T = 30 °C using a sampling time of a) 2ms and b) 6m, together with
the associated v,, vs. m plot (respectively in panels b and e) and L,, vs. m plot (respectively in panels ¢ and f). In
the v,, vs. m plots a fitting trend line is reported as a guide to the eye.

The overall picture that emerges from these results is that most probably these metrics are
inadequate to make bold claims about the dynamic nature of RTN, which is in line with
that both the presence of a saturated v, vs. m curve and/or of a positive L,, are hints for the
presence of deterministic chaos and not proof of that. A sounder interpretation shall be
based on the remark that, unlike what these methods tend to imply, chaos and randomness
are not mutually exclusive (i.e., chaos is not necessarily deterministic) [26]. In fact, a
system may concurrently be sensitively dependent upon initial conditions (chaotic) and
randomly perturbed by noise (stochastic), which undermines any attempt to identify system
dynamics as simply deterministic chaos or stochastic chaos. In the specific case of RTN, it
is important to recall that there is unanimous consensus on the fact that the physical process
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at its origin is always associated with tunneling (i.e., RTN results from tunneling events),
that is a purely quantum, thus stochastic, phenomenon with no associated classical
deterministic description. In this sense, the mathematical description of the physical system
responsible for RTN as described in Section 2.2 can be classified as a stochastic since,
while the tunneling rates are calculated with a deterministic approach, the actual instants
of time at which tunneling events happen are random. However, as demonstrated in the
literature and remarked in Section 2.2, electrostatic interactions between defects, if present,
may result in a complex multi-body problem [16-18], likely to show high sensitivity to
initial conditions (thus chaotic features), yet superposed to an inherent randomness for the
above reasons.
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Fig. 7. RTN time series simulated measured in the MIM stacks in Fig. 2b and 2c¢ (panels a and d, respectively),
together with the associated v,, vs. m plot (respectively in panels b and e) and L,, vs. m plot (respectively in panels
¢ and f). In the v,, vs. m plots a fitting trend line is reported as a guide to the eye.

In conclusion, due to its very physical nature, RTN is hardly a deterministic phenomenon
and likely always maintains an inherent stochastic character. Nevertheless, it may or may
not show chaotic features depending on the complexity and extent of electrostatic
interactions between defects.
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