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Programming IoT Systems: a Focused Conceptual Framework and
Survey of Approaches

e a conceptual framework for analysing IoT programming approaches is
provided

e focus on scale independence, situatedness, adaptiveness, and oppor-
tunistic deployment

e state-of-the-art stream, event, micro and macro programming ap-
proaches are surveyed

e from the analysis of the state of the art, open challenges are identified



Programming l[oT" Systems: a Focused Conceptual
Framework and Survey of Approaches

Abstract

Any software engineer of Internet of Things (IoT) systems deals with three
macro issues: how to perceive the properties of interest through sensors (sens-
ing facet), how to process such information to decide what to do to achieve
the system goals (processing facet), and how to enact such decisions by af-
fecting the IoT system itself and its deployment environment accordingly
(actuation facet). For each of these, one can either develop ad-hoc solu-
tions from scratch, by relying on mainstream programming languages, or
build on top of existing IoT-specific software libraries, frameworks, and plat-
forms. In this paper, we survey the broad state of the art of “IoT program-
ming”, with a focus on clarifying which and how programming paradigms
and platforms deal with four key features demanded by modern IoT sys-
tems: scale-independence, situatedness, adaptiveness, and opportunistic de-
ployment, along the aforementioned three facets. We motivate such needs
by describing compelling contemporary and near future scenarios. Then, we
propose a reference conceptual framework of programming IoT systems with
the goal of (1) uncovering which research areas are mostly active in [oT pro-
gramming, and (7i) placing the state of the art at the intersection between
the appropriate features and facets, to both (i) clarify which approaches are
most suited for different kinds of tasks, and (iv) emphasising open challenges.
This conceptual framework is a novel contribution in the landscape of IoT
programming surveys, and is intended to be a practical aid for researchers
and practitioners that are deciding which computational tools (e.g. languages
and platforms) to adopt while building their own IoT systems.

Keywords: Internet of Things, IoT programming, stream processing,
complex event processing, micro programming, macro programming, survey
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1. Introduction

Internet of Things (IoT) programming is the practice of building software
for ToT systems and applications, spanning many domains such as intelligent
transportation systems, smart buildings and smart cities, industry 4.0, and
more [163, [67]. Essentially, IoT programming spans any scenario in which a
multitude of heterogeneous devices scattered across a geographical area are
required to collaborate to deliver some global functionality tightly depending
on some local perception / processing. Different approaches to IoT program-
ming exist, often combining software libraries, frameworks, and platforms in
an ad-hoc way. This generates confusion about what the best fit is and how
to integrate their usage at best [153, [34].

Heterogeneity of devices, their distribution, and the “local-to-global”
connection [22] make IoT programming at scale an intrinsically complex
task [99 B0]. It generally requires to be dealt with along three fundamental
facets: (i) how to manage perception of the properties of interest from the
[oT environment through sensors (sensing facet), (ii) how to process such in-
formation for decision-making to achieve the system goals (processing facet),
and (iii) how to enact such decisions by affecting the environment through
actuators (actuation facet). Accordingly, loT programming research spans
the whole software stack: languages and libraries for programming devices,
platforms supporting data streaming and event processing, frameworks for
distributed computing and service deployment. Also, modern IoT applica-
tions are increasingly (i) large-scale systems performing (i) situated compu-
tations while taking advantage of an (iii) opportunistic deployment model,
where both the application functionalities and the middleware services en-
abling them are able to (i) adapt to contextual factors such as the location
where relevant events take place. Hence, they demand four key features —
motivated in Section [2.3| - against which the available literature ought to be
evaluated.

Many existing surveys do a good job in identifying the most active re-
search trends, categorising the driving application domains, and emphasis-
ing open issues and opportunities for further research. However, they tend
to focus on a particular approach (e.g., stream processing but not macro-
programming), infrastructural layer (e.g., the cloud but not the Edge, plat-
forms but not languages), and /or feature set (e.g., opportunistic deployment
but not situatedness), failing to clarify how the different approaches fit the
overall picture—see Table[I] Hence, the IoT programming research landscape



Table 1: Other surveys related to “IoT programming”, with main differences with respect
to this one.

Ref. \ Brief description Year
It is limited to a few dimensions of analysis (i.e. communication

[41] protocols, data processing, data visualisation, integration, secu- 2022
rity).

[128] | It is limited to agent-based computing paradigm. 2020

It focuses on application development, and is limited to OSs, net-
[T45] | working gateways, Cloud-hosted platforms, and mainstream pro- 2019
gramming languages.

Its topic is Fog programming, and overlaps with IoT program-

B4 ming; however, few Cloud-centric platforms are covered. 2019

I6%] It is limited to OSs and their features (e.g. networking, real-time, 92018
communication protocols, etc.).
It is limited to IoT middlewares, which are analysed by an archi-

[104] . 2017
tectural standpoint.

I35 It is limited to hardware platforms and their basic software 92017
(firmware and OS).

18] It is limited to IoT middlewares, analysed from the standpoint of 2016

application and deployment (architectural) requirements.

It adopts a market perspective, covering only commercial prod-
[I11] | ucts, and analysing them from a user-centric perspective (i.e., not 2015
a developer perspective).

It focuses on information processing at the low level and, in par-
ticular, on signal processing, to build higher-level abstractions.

2015

deserves an integrative analysis.

For these reasons, here we provide a comprehensive review of the litera-
ture on “IoT programming”, while trying to avoid overlap with the already
existing surveys as much as possible. In particular, we clarify the state-
of-the-art by positioning contributions within a novel conceptual framework
we conceive, presented in Section [2] also useful to identify gaps in current
research efforts. In particular, we aim to address the following questions:
(i) what are the research areas contributing the most to IoT programming?
(71) what is the level of support provided by state-of-the-art approaches re-
garding the aforementioned key features (scale-independence, situatedness,
adaptiveness, and opportunistic deployment)? (74) how do they cover the
sensing, processing, and actuation facets? (iv) what are the challenges yet
to be dealt with? Accordingly, the contribution of this paper is manyfold:

e we define a conceptual framework to organise the literature about pro-



gramming [oT systems according to (i) four key features of modern
[oT systems that need to be supported and (4i) the three facets of
computation involved;

e we uncover the research areas mostly involved in IoT programming,
such as Stream Processing (SP), Complex Event Processing (CEP),
and micro/macro-programming, and survey their state of the art;

e we categorise approaches in the identified research areas within the
defined conceptual framework;

e we discuss open challenges stimulating further research in related areas.

The remainder of the paper is thus organised as follows (and as depicted
by Figure [1} so that readers interested in a particular macro-area or facet
may directly skim to the desired section). Section [2 describes the conceptual
framework. Section |3| presents the survey itself and the research methods
used to perform it, organised according to the macro-areas of research that
emerged, and focussing on the four key features identified. Section[d]discusses
the open challenges yet to be addressed. Finally, Section |5 wraps the paper
up with conclusive remarks and an outlook to further research.
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2. Conceptual framework

We here define the three facets of computation typically involved in
[oT programming (sensing, processing, actuation), and the four key features
that modern IoT systems cannot overlook (scale-independence, situatedness,
adaptiveness, and opportunistic deployment), motivating their relevance in
already existing systems and in others near to come.

By placing the state-of-the-art research approaches at the various “cross-
roads” among the aforementioned facets and key features (Figure , we can
provide a bird-eye view of the research landscape. This will help to clarify the
role of each approach in programming IoT systems and highlight which func-
tional facets and key features are covered the most (or the least, suggesting
gaps for further research).

2.1. Facets of computation

Any IoT system has three distinct but deeply intertwined facets of com-
putation:

Sensing facet. It is the facet concerned with how to perceive the “state
of the world” according to the application goals—hence the upstream
arrow in Figure[2 Such facet may encompass a whole stack of functions
and levels of abstraction: gathering measured data from sensor devices,
(pre)processing such data to devise out more complex situations [114],
and possibly even putting such situations into causal relations [115].

Processing facet. It is the facet concerned with elaborating available data
to decide which actions to carry out to achieve the system goals—hence
the double arrow in Figure[2 Also here, a whole stack of functions and
a whole range of different approaches can co-exist: simple reactive rule
engines producing commands depending on the current situation [70],
more complex forms of event processing, agent-oriented computing to
have goal-oriented behaviours [127], etc.

Actuation facet. It is the facet concerned with how to affect the “state of
the world” according to the application goals—hence the downstream
arrow in Figure[2l Again, depending on the business domain, many dif-
ferent approaches and functions belong to this facet, ranging from low-
level programming of individual devices with mainstream languages, to
collective engineering of the global system behaviour [16].
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Figure 2: Our IoT programming conceptual framework. Vertical slices represent the three
facets of computation in IoT, whereas the horizontal ones denote the four key features for
modern IoT deployments we focus on.

These facets are depicted as the vertical slices of Figure 2| and describe the
main purpose of a given approach or technique. The regions in the figure
and the positioning of approaches therein are not to be interpreted in a rigid
way. Indeed, the goal of such classification is to clarify what is the main role
of a given approach with respect to the loT programming landscape.

2.2. Key features

Any modern IoT system also needs to deal with four key features, de-
picted as horizontal slices in Figure [2| that we define below and motivate
in Section [2.3] as they bear slightly different meanings depending on the
research area where they are used.

Scale-independence. The property of a programming model or platform
of being transparent to the number of devices to program and/or to
the spatial extension of the system to program, such that the resulting
behaviour appears functionally the same regardless of these two factors.

Situatedness. The property of being functionally dependent on the context
(or, environment) and/or the space-time fabric, such that the resulting



behaviour appears functionally different depending on where devices
executing the program are placed (and possibly on the topology of such
space), when computations take place, and on any other property of
interest observed in the computational or physical environment where
the program executes [167].

Adaptiveness. The property of being able to change behaviour upon chang-
ing conditions, such that the resulting behaviour may change according
to environment events, properties modification, system components ac-
tions, etc. [75] to either keep delivering the same functionality despite
the disruption, or opportunistically exploit the chance to deliver new
or improved functionalities [56].

Opportunistic deployment. The ability of a system to deploy and re-
deploy its components on a target executing infrastructure in the most
convenient way, based on any property relevant to the application or
for the benefit of non-functional properties [25], 58].

2.83. Motivating scenarios

The above-described features are key to many relevant application do-
mains already compelling today, or that will be so in the near future. Ta-
ble 2], at the end of the section, summarises the motivations described in the
following.

Cooperative Driving. In contrast to autonomous driving, where the focus is
on individual vehicles to hit the streets safely, in cooperative driving atten-
tion shifts to the collective of vehicles that need to cooperate to deal with
everyday traffic conditions [47]. Essentially, autonomous vehicles will need
to communicate with everything — other vehicles, road infrastructure, pedes-
trians — to both (i) co-build a state of the world, and (i) jointly plan how
to behave.

To do so, a suitable IoT platform gathering the required data and exe-
cuting fundamental services must be available. In the case of, for instance,
ride-sharing, intersection crossing, and traffic low management, data must
be collected about offers of ride-sharing trips, corresponding demand, the
current situation with traffic congestion, information from the municipality
about ongoing road work, etc. Thus, services must (i) operate depending on
time and space properties, (i1) at a variable scale ranging from a single neigh-
bourhood to a whole urban area, (i) deeply tight to contextual information
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including the topology of space, and (iv) ready to adapt to the unforeseen
events of urban traffic. In other words, scale-independence, situatedness,
and adaptiveness are all desirable features in the described scenario, if not
requirements.

While some of them are somewhat supported by state of art techniques,
as better discussed in Section [3 others are either the subject of ongoing
research, or yet unexplored.

Smart Environments. Environments that enable the acquisition and the ap-
plication of knowledge to improve their inhabitants’ experience are usually
called smart environments [33]. A Smart Home, Office, Hospital, Campus,
or whole Smart Cities are examples of heterogeneous smart environments,
with different requirements and goals, but share the need for the IoT as key
enabler technology.

Universities, for instance, are continuously working to provide high-
quality education and research in a safe, secure, and engaging environment.
The advent of IoT has been seen as a means to improve the quality of the
provided services and the overall involved processes. However, IoT systems
deployed in smart campuses often result in being organised as silos lacking
interoperability and integration [96], partly due to the separation of concerns
which makes it reasonable to focus on the deployment of a specific system
at a time. Therefore, once the IoT system is conceived and deployed, any
change in its composition, its exposed functionalities, or the addition of new
devices, is seen as a treat instead of an opportunity.

Future Smart Campus systems should be able to adapt to change, to act
cooperatively, to communicate with each other, and to move computation to
the most appropriate devices (e.g., those that have more resources, those that
are located in the proximity of a point of interest, etc.). The data acquired by
[oT devices could be managed differently based on the emergent situation (if
the underlying processing platform is situated). IoT devices could be asked to
process data in a faster way at the expense of resource usage since the current
situation may be time-critical (as a form of opportunistic deployment).

In other words, adaptiveness, opportunistic deployment, and situatedness
are all relevant features for these kinds of smart environments.

Industry 4.0. The synergistic exploitation of different technologies, there in-
cluding IoT, Artificial Intelligence, and Digital Twins, with the goal of dig-
italising industrial processes and products, and augmenting them with in-
telligent capabilities, is fuelling the Industry 4.0 revolution. The 10T is a
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Table 2: Exemplary scenarios motivating the key features of our conceptual framework.

. . . o tunisti
Scenario Scale Situatedness Adaptiveness PPOFLURISLc
Deployment
Cooperative junction time failures
pet neighbourhood space accidents Edge to Cloud
driving . .
city road rules social events
Smart flat time user goals
. building space failures Edge to Cloud
environments . .
city user prefs social events
space failures
floor . .
Industry 4.0 lant time production changes  Edge to Cloud
p plant operations process changes

key enabler: whether the goal is predictive maintenance of machinery and
equipment, what-if analysis of business scenarios, or any other functional-
ity, having an [oT deployment is likely to be a requirement [134]. In fact,
the full realisation of Industry 4.0 is achieved when two conditions hold:
(i) the relevant assets (machinery, equipment, products, processes, people,
etc.) are monitored and possibly digitalised (e.g. through Digital Twins),
and (7i) actionable knowledge generated by such digitalisation is put to work
automatically, without human intervention for the most part [73].
Depending on many factors among which the size of the factory and
its organisation layout, Industry 4.0 services need to be: (i) scalable, to
allow for arbitrary aggregations of data and service delivery ranging from
a single site, single production line, to multiple production lines or even
different departments and sites; (ii) aware of the specific locations where data
comes from and where services must be delivered, as well as of the timing
constraints affecting production lines, and finally of the general context of
operation (stock levels, urgency of orders, personnel available, logistics, etc.);
(#ii) capable of adapting to contingencies and re-configurations, such as the
addition of new machinery or the re-design of a production line layout.

2.4. Architectural perspective

It is important to emphasise that the conceptual framework we are
proposing should not be interpreted as a means to enforce any specific ar-
chitecture on IoT systems. The platforms, middleware, and software stacks
that will be discussed throughout Section |3 each comes with its own ar-
chitecture that we do not discuss, intentionally, as we are focussed on the
abstractions and mechanisms they provide to deal with the four key features
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of IoT programming just described. The architectural prescription about
how to deliver them, that is, using which components that shall interact in
what ways, has already been discussed by “reference“ architectures proposed
for the IoT in the literature [59, 27, 158]. Furthermore, such reference ar-
chitectures are mostly feature-agnostic, as their utmost concern is to provide
general-purpose services virtually applicable to any IoT deployment—such
as device management, discovery, protocol translation, message passing, and
such. Our framework, instead, serves to better understand how the cur-
rently available IoT programming tools (platforms, models, etc.) deal with
the three facets of computation and the four key features of modern IoT
systems. In this sense, our proposed conceptual framework is complemen-
tary to IoT reference architectures: once the key requirements of the IoT
system or application at hand have been outlined, one can use our frame-
work to quickly search for the needed mechanisms as found at the relevant
crossroads, then look for the most appropriate architecture to support them
based on deployment constraints.

3. State of the art

Now that our conceptual framework has been introduced and motivated,
we can actually report on our survey to place literature in there. First, we
present in detail the survey methods adopted, then describe the research
areas emerged from our search in Sections [3.2] [3.3] and [3.4]

3.1. Research method

Although this is not meant to be a systematic literature review, as we are
interested in a focused analysis of the key features and facets, we nevertheless
aim to be as less arbitrary and ambiguous as possible in our research, hence
here we describe the survey process.

We started by performing a keyword-based search on Scopus and DBLP,
considering title, abstract, and keywords of indexed papers, as follows—V
connects keywords in OR, A in AND, and brackets disambiguate the priority
of logic operators:

(programming (languages V models V approaches V abstractions V libraries V frameworks))
A(survey V review V SLR V systematic literature review V mapping study V secondary study)

A(IoT V internet of things V CPS V cyber-physical systems V (edge V fog) computin,
( g y y y ge V fog g
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In other words, we performed several searches such as “IoT programming
languages survey”, “CPS programming approaches review”, and similar com-
binations, targeting papers that already are surveys themselves. The moti-
vation is that the topic of IoT programming is so broad and has so many
different nuances that it would be impossible to rigorously scrutinise all the
available literature. By focussing on existing surveys, instead, we can real-
istically analyse them in detail, and later perform snowballing through the
most relevant contributions found. The results obtained are further filtered:

1. by comparing title and metadata, we filtered out duplicates and differ-
ent versions of the same paper (e.g. conference and journal versions)

2. by reading the abstract, we filtered out papers that clearly were out of
scope (e.g. no focus on programming)

3. by reading the full paper, we filtered out papers that were either su-
perseded by another one, sensibly overlapped with another one, out of
scope, etc.

Then, we grouped the collected papers into categories, to snowball and get
a more focussed overview of the research landscape. What emerged from
such a search process, is that IoT programming is mostly dealt with by three
research macro-areas, which we describe in the following. Thus, this survey
organises the collected literature according to these three macro-areas, as

reflected by the organisation in Sections [3.2|[3.3] and [3.4]

Stream processing (SP) [I3] A computing paradigm that allows the gath-
ering, processing, and analysis of continuous flows of data called streams
within a small time period from the time of receiving. SP gained pop-
ularity within the IoT landscape as oftentimes IoT deployments need
first and foremost to tackle the challenge of collecting and processing
vast amounts of data continuously coming from some system under
monitoring, as in the case of Industry 4.0, smart supply chain and lo-
gistics, intelligent transportation, and telemedicine. As a consequence,
SP became one of the fundamental assets available to developers for
programming [oT systems, especially covering the “sensing facet” of
our conceptual framework.

Complex Event Processing (CEP) [89] Builds on the abstraction of
low-level events into a new high-level one based on temporal, spatial,
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or causal relations. CEP is closely related to SP: it shares the general
idea of processing potentially unbounded streams of data, and many
techniques for actually doing so. CEP comes into play for IoT appli-
cations not limited to simple monitoring tasks—for which SP is often
times fair enough. Whenever there is a need for complex analytics and
insight, and to some extent closing the feedback loop by controlling the
monitored system back, CEP has an edge over other approaches thanks
to its native capability of detect complex patterns over incoming events
data and trigger business processes reactively. For these reasons, we
put CEP at the “processing facet” of IoT programming.

Micro and Macro Programming (MMP) This category includes ap-
proaches not belonging to a well-defined research area, such as tra-
ditional programming (micro) where a program is developed with a
specific, single device in mind (e.g. a computer, a mobile phone, an em-
bedded device), as well as emerging programming paradigms that tar-
get a multitude of devices at once (macro) [61], by developing a global,
high-level program that is then “translated” into lower level, device-
bound (traditional) programs [16]. A description of each approach is
given in the corresponding Section Being these approaches fo-
cussed on controlling devices programmatically, they mostly belong to
the “actuation facet” of our conceptual framework.

We then expanded our original keyword-based search with terms directly
stemming from the identified research areas, in a snowballing process—
replacing the first row of the original query:

. ((stream V flow V data flow) (programming V processing) )

. ((behaviour V reactive V event-driven V event) (programming V pro-
cessing) )

On the results retrieved, the same filtering steps already mentioned have been
applied. The process is summarised by Figure [3] The papers that survived
are actually the ones cited throughout this whole section, and summarised
by Tables

It is worth emphasising a few aspects of these research areas: (i) first,
all of them are increasingly used in the context of IoT services and appli-
cations, either as components of a broader architecture or in isolation, as
key enablers of programming tasks related to monitoring, decision-making,
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and distributed control; (7i) second, SP mostly deals with the sensing facet,
and partially with the processing one, CEP mostly deals with the processing
facet, and partially with the sensing and actuation ones, and MMP is pri-
marily concerned with the actuation facet and partially with the processing
one, hence they seemingly fit our conceptual framework, and altogether cover
it broadly (see Sections 3.3.3 and for a discussion of each area).
On the one hand, this means that each research area brings effective solu-
tions to specific issues of programming large-scale, autonomous IoT systems,
on the other hand, these solutions are only partially solving the problem,
hence integrating them could be the key to advancing the state of art in IoT
programming.

The following subsections discuss the state-of-the-art in each of these
three macro-areas, with a specific focus on the four key features defined in our
reference conceptual framework. The surveys and papers collected have been
roughly divided into three categories — Tables[3| [f], and[7] one per each macro-
area —, depending on their scope and intended goal: a first category (GEN)
is focussed on the comparison of available languages and platforms across
many general criteria, a second one (DOM) is concerned with the usage of
languages and platforms in specific application domains (e.g., Smart Cities
and Industry 4.0.), a third one (SPEC) examines a specific design choice
or property (e.g., main abstraction, scheduling techniques, parallelisation)
of the languages and platforms, and compares them based on the degree of
support provided.

3.2. Stream Processing

Stream Processing (SP) is a programming paradigm that sees application
development as processing continuously incoming data: given a sequence of
data (a stream), a series of operations is applied to each element in order.

filter:
what: keywords duplicates,
when: 2010-2024 out of scope,
where: Scopus, superseded,

DBLP overlap, etc

snowballing:
SP, CEP,
MMP

Figure 3: The survey process: after a first general search for “IoT programming”, snow-
balling on the resulting main research areas has been applied.
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When data is associated with a timestamp the literature usually changes ter-
minology and talks about Event Stream Processing (ESP) platforms. (E)SP
deals with high volumes of data produced and organised in a single stream,
ordered by timestamps, that have to be processed as fast as possible to pro-
vide near real-time insight. A typical example is a stock market feed that
should be analysed to determine whether to buy or sell a stock in such a way
to gain profit. ESP applications do not normally include event causality or
event hierarchies but can [91].

Amongst the characteristics that an SP platform should present [141], a
dominant one is the ability to process data on the fly, which can be regarded
as a form of situatedness along the temporal dimension. Especially in near-
real-time systems, waiting for data to be stored (e.g. in a database) before
being processed adds unnecessary latency. Modern SP platforms are also
capable of partitioning computational load and scaling applications auto-
matically, and of distributing its processing needs across multiple processors
and machines. In the most advanced systems, the distribution is handled
automatically and transparently, as a form of opportunistic deployment.

SP dates back to projects such as Aurora/Borealis [3, 2], Stream [9],
and TelegraphCQ [28]. Nowadays the most popular SP platforms are Flink,
Heron, Kafka Streams, Samza, Spark Streaming, and Storm (all referenced
in the following). Several contributions have reported a comparison of these
platforms in terms of the functionalities and applications domain they sup-
port: we provide a summary of such literature to quickly “frame” the research
area and to later emphasise which characteristics of SP platforms do matter
the most for our conceptual framework.

3.2.1. Related Surveys

Many surveys about SP or ESP can be found, witnessing the huge interest
in the topic, as summarised in Table [3]

In [52] the authors trace back the history of SP systems: they review the
main research findings, and emphasise similarities and differences between
generations of streaming systems, concluding with a discussion about trends
and open problems. In [39] the authors provide a broad overview of event
processing system architectures, use cases, and open research topics. The
survey in [164] provides a specific account for real-time processing technolo-
gies of [oT data streams, and reports about the challenges that the real-time
utilisation of IoT data flows presents; it also introduces a middleware called
Information Flow of Things (IFoT) [144] proposed as a partial solution to
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face some of the mentioned challenges. In [66] a comparative study of dis-
tributed SP and analytics frameworks, and a critical review of representative
open source (Storm, Spark Streaming, Flink, Kafka Streams) and commercial
(IBM Streams) platforms/frameworks is presented. In [I00] the authors ex-
amine the applicability of employing distributed SP frameworks at the data
processing layer of Smart Cities and appraise their adoption and maturity
amongst Smart City use cases. The authors report on experiments carried
out to evaluate the performance of SP platforms such as Apache Storm,
Apache Spark Streaming, and Apache Flink. Ref. [122] focuses on predictive
maintenance for the Industry 4.0 domain, by systematically reviewing the
strengths and weaknesses of existing open-source technologies concerning the
requirements put forth by big data and SP applications within the mentioned

Table 3: Main SP and ESP surveys, most recent first.

Ref. \ Brief description Year Category

Covers only the sensing facet of computation, does not
consider the programming model

Focus on techniques for Cloud elasticity (mostly QoS-
[I48] | aware resource usage) at operator placement/execution 2021 DOM
level

Historical perspective, emphasising evolution of research

[52] landscape, and comparing different SP platforms gener- 2020 GEN
ations

Systematic analysis of strengths and weaknesses of open

[122] | source SP techs for predictive maintenance in Industry 2020 DOM
4.0

Comparative study of selected distributed SP & analyt-
ics platforms

Evaluation of selected open source distributed SP plat-
[100] | forms deployed at the “data layer” of Smart City appli- 2019 DOM

[126] 2022 GEN

[66] 2019 GEN

cations
[146] | Review of scheduling techniques for distributed SP 2019 SPEC
[20] ];;cus on techniques for parallelisation and elasticity of 2019  SPEC
] Focus on SP mechanisms leveraging resource elasticity 2018 SPEC
in the Cloud
391 Overview of ESP architectures, use cases, and open re- 2018 GEN

search issues

Specifically concerned with real-time SP in IoT deploy-

[164] | ments, hence surveys related techniques, challenges, and 2016 SPEC
technologies
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domain. In [146] the authors present a review of distributed stream manage-
ment systems along with their strengths and limitations. In particular, they
provide a classification of scheduling techniques. In [44] and [I4§] the au-
thors survey SP engines and mechanisms focusing on the resource elasticity
of cloud computing, which allows an application or service to scale out/in
according to fluctuating demand. In [120] the authors provide a classification
of parallelisation and elasticity mechanisms in SP systems, depending on the
specific application requirements.

No survey puts emphasis on either axis of our proposed conceptual frame-
work for [oT programming, but there are SP approaches that deal with some
of the key features we focus on, although the terminology is not always con-
sistent with ours. The next Subsection overviews the main characteristics
of SP platforms, that are used by the mentioned surveys to categorise the
literature, and by us to analyse the support provided to our four key features.

3.2.2. Main characteristics of SP platforms

Many are the characteristics of SP platforms and frameworks that could
contribute to meeting the requirements put forth by the four key features
of IoT programming we identified in our conceptual framework. Here, we
derive from the surveyed literature the main characteristics of SP platforms
(Table [4) and compare well-known SP platforms based on the degree of sup-
port they provide to those characteristics. This eases the task of devising to
what extent the four key features of our conceptual framework are accounted
for in the current state of the art—done in the next Subsection.

e Programming Model. Tt defines if programmers use declarative queries,
imperative programming, or compositional programming to specify the
operations or execution patterns of an SP system. Imperative program-
ming specifies how to generate data structures, how to store temporary
intermediate results within these structures, and how to convert these
intermediate results into final results. Declarative programming defines
what tasks to complete instead of delivering as many details as impera-
tive programming does. Compositional approaches offer basic building
blocks for composing custom operators and topologies.

e Processing Model. Whether data undergo batch processing, micro-batch
processing, or native stream processing (tuple by tuple). Batch pro-
cessing stores data first, and then applies processing; micro-batch pro-
cessing runs batch processing on a few data clustered together (the

16



micro-batch) so that processing occurs more frequently; native stream
processing collects and processes data immediately, as they are gener-
ated.

e Deployment. The infrastructure on which an SP system is deployed:
e.g., a cluster, the Cloud, Fog, Edge, etc.

e Parallelisation. Parallel SP reduces queuing latency and increases
throughput, as it allows the processing of multiple streams simulta-
neously instead of sequentially. With task parallelisation, multiple op-
erations (i.e., tasks) can run in parallel on the same stream. With
data parallelisation, multiple instances of the same operator can act in
parallel on different streams.

o Stream Primitive. It refers to the first-class data structure of the
streaming system. In Kafka Streamd'] for instance, it is an ordered, re-
playable, and fault-tolerant sequence of immutable data records, where
a data record is defined as a key-value pair. In SamzaEL instead, the
stream primitive is a message, processed one at a time upon receiv-
ing. Finally, in Spark Streaming| Datasets and DataFrames are used,
where a Dataset is a distributed collection of data, and a DataFrame is
a Dataset organised into named columns—hence conceptually equiva-
lent to a table in a relational database.

e Delivery Guarantee. The kind of warranty that data will be delivered
from the SP platform to its client applications: at most once, at least
once, and effectively once (or exactly once). With at most once data
will be delivered once or not at all. With at least once data is guar-
anteed to be delivered, but possibly more than once. With effectively
once data will be delivered exactly once.

e Scalability. The kind of scalability operations supported, e.g. adding
computational resources to a processing unit (vertical) vs. adding pro-
cessing units (horizontal).

'https://kafka.apache.org/11/documentation/streams/core-concepts

Zhttp://samza.apache.org/learn/documentation/1.6.0/core-concepts/
core-concepts.html

‘https://spark.apache.org/docs/latest/sql-programming-guide.html
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Table 4: Summary of the SP main characteristics.

Flink [21] Heron [32] Kafka Streams [79] | Samza [106] Spark Streaming [166] | Storm [I51]
Programming | Declarative, o o | . Declarative, Imperative,
Model Imperative Tmperative Declarative Compositional Imperative Compositional
Processin; Streaming,
Model g Hybrid Streaming Batch/Streaming Hybrid Micro-Batch Operator Based,
Hybrid (with Trident)
Cluster
Cluster, Cloud, | Cluster, Cloud, | Containers, VMs, Stan(.{alouo Cluster, Cloud, Cluster, Cloud,
Deployment Foe. Local Fo Cloud. Edee Public-cloud Fo Fo
8, Loc & PRe Containers g &
Bare-metal
Parallelisation | Task, Data Task, Data Task, Data Task, Data Task, Data Task, Data
Stream - ] s DataSet -
Primitive DataStream Tuple Stream Message DataFrame Tuple
Delivery At least once, At least once, Exactly once, At least once,
Exactly once - At most once, At least once Exactly once
Guarantee : Effectively once At-least-once e
i Exactly once (with Trident)
Scalabilit Horizontal Horizontal Horizontal Horizontal Horizontal Horizontal
aa Y Vertical Vertical Vertical Vertical Vertical Vertical
Data Flow DAG DAG DAG DAG DAG DAG
Abstraction
Acking,
Fault Stream replay Checkpoint Stream replay Incremental Checkpoint Checkpoint,
Tolerance Checkpoint <P Checkpoint Checkpointing point Stream replay,
Highly fault-tolerant
Java, Scala
Java, Scala, C++, Python - . . Java, SQL, . ? - i .,
API languages Python, SQL Java, No SQL Java, Scala, KSQL Python ?1;51‘(“518} Java, Python, SQL

e Data Flow Abstraction. This is the abstraction used to handle the

flow of data between stream operators. Most SP platforms adopt a
Directed Acyclic Graphs (DAG) of operators to structure the processing
application in topologies.

Fault Tolerance. The ability of an SP system to tolerate failures. Data
loss and resource access loss are common failures of distributed SP
engines, and common recovery strategies are based on replaying the
whole data stream, or restore the engine state to a checkpoint (before
the fault) to repeat the processing pipeline only from there.

API languages. The programming paradigm and the actual language
stack that is supported. The trend is to integrate with mainstream,
general-purpose languages, rather than to provide custom domain-
specific languages.

In Table 4| the design choices of each specific SP platform (columns) to im-
plement the corresponding characteristic (rows) are briefly described by key-
words. In the next Subsection, we analyse these concerning the four key
features of our conceptual framework for IoT programming, intending to
respond to our research questions (1) and (2).
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3.2.3. Features and facets analysis

As regards the computation facets (vertical slices), SP is mostly concerned
with sensing as it is usually adopted to gather sensor measurements in IoT
deployments. However, some SP platforms and frameworks also offer pro-
cessing techniques and algorithms, hence the processing facet is also partially
covered. As regards the four key features, instead, the following paragraphs
discuss them, and Figure {4] that follows visually depicts a summary.

Scale-independence. Adopting a programming model based on declarative
languages lets the SP platform neatly separate the application logic from
its deployment on an executing infrastructure, hence allowing for run-time
operator placement and to scale vertically and horizontally more easily [120].
Also representing the application logic as a DAG of stream operators con-
tributes in supporting scale independence, as task/data parallelism can then
be exploited based on the available hardware and an operator placement
strategy.

In summary, scale-independence is one of the foremost concerns of the SP
community, being the capability of continuously processing arbitrarily large
amounts of data coming from (geographically) distributed sources the main
driver of SP conception, research, and application.

Situatedness. On the one hand, the very fact that a data stream must be
processed in (near) real-time situates that information — and, in turn, the
processing activities triggered because of such data —, in time. Native SP is
the best mechanism for this, as it does not introduce any processing latency.
On the other hand, situatedness along the spatial dimension or application-
specific contexts is difficult to spot in the surveyed literature. For instance,
we found nothing about the possibility to dynamically change the process-
ing pipeline of a stream based on some spatial metadata attached to that
stream or any other application-specific property of interest. The only kind
of spatial situatedness could be related to Edge SP platforms, in a similar
vein as for native stream processing: having the computations carried out
directly on Edge devices somewhat situates the computation itself in space.
However, this cannot be programmed at will, and is simply a form of situat-
edness inherited from deployment constraints. As a result, in the current SP
platform, scenarios that require situated SP can be realised only by resorting
to custom implementations on top of the SP system, that are likely to be
highly dependent on the specific scenario.
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Nevertheless, recent proposals have been made for introducing situation-
awareness into SP applications. In [131[132], for instance, a modular service-
based architecture for realising situation-aware, adaptive ESP is proposed,
where authors define a custom language to specify processing templates.

In summary, situatedness beyond the temporal dimension is rarely ac-
counted for, except for a few proposals that however do not aim at defining
a generally applicable (across application domains) notion of “situated SP”
but, rather, support an application-specific notion and thus develop an ad-
hoc solution.

Adaptiveness. Most of the current SP adaptation mechanisms are limited to
adjustments of response time or resource usage, hence somewhat overlap with
scale independence. Examples of those mechanisms are stream partitioning,
that is splitting streams to multiple processing nodes e.g. load balancing rea-
sons, and operator placement [62], that is deciding where best to place the
execution of stream operators on available computational nodes. However,
more general forms of adaptation, for instance, based on application-specific
policies, or domain-specific dynamics observed at run-time are rarely consid-
ered. In this case, imperative languages that fully specify the operations to
perform on streams instead of partially delegating them to the underlying SP
platform — as declarative approaches do — have the advantage of enabling pro-
grammers to arbitrarily implement adaptations, such as operator placement
and partitioning strategies, depending on any application-specific property
of interest [44]. However, this comes at the cost of sacrificing the automatic
mapping of the application DAG to the executing infrastructure.

Opportunistic Deployment. Most of the surveyed SP platforms target a clus-
ter of machines on-premise, or Cloud provisioning as deployment infrastruc-
ture. In any case, deployment is fixed: it is rarely considered the opportunity
to migrate processing components across the Edge-to-Cloud spectrum.
Some attempts have been made to move SP directly at the Edge: in [4§]
Edgewise is proposed as an Edge-friendly SP engine which incorporates a
congestion-aware scheduler to improve throughput and latency; the LF Edge
organisation|] aims to establish an open, interoperable framework for Edge
computing independent of hardware, silicon, Cloud, or operating system.
This organisation is carrying on several Edge-oriented projects such as the

4LF Edge organisation website: https://www.lfedge.org/
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open source software frameworks EdgeX Foundryﬂ, that provides interop-
erability between heterogeneous devices and applications at the Edge, and
Aklrauin(f]7 a set of open infrastructures and application blueprints spanning
a broad variety of use cases, including 5G, Al, Edge IaaS/PaaS, 10T, for
both provider and enterprise Edge domains. In [87] a comparison between
open source Edge computing platforms is presented. One of the presented
platforms is Apache Edgentﬂ, explicitly designed for data processing directly
on-board Edge devices. Also, Cloud providers like Amazon AWS, Microsoft
Azure, and Alibaba Cloud extended some of their Cloud features to tightly
integrate with Edge devices: Amazon’s GreenGrass) Azure IoT Edgd’] Link
IoT Edgd™ They offer some programming and management capabilities on
the Edge but push analytics to their Cloud services anyway.

In [I19] the authors present a software stack called R-Pulsar that extends
Cloud capabilities to local devices and provides a programming model for
deciding what, when, and where data gets collected and processed. However,
yet again the deployment is fixed: even in the case of R-Pulsar, Cloud capa-
bilities are moved to Edge devices, but no migration across the Edge-to-Cloud
spectrum is considered.

3.2.4. Summary

Figure 4] summarises our analysis of the SP macro-area emerged from our
survey, by placing the design choices, mechanisms, or abstractions featured
in the SP literature (circles) at the crossroads between key features and facets
in our conceptual framework.

Summing up, currently available SP solutions offer wide support to scale
independence, mainly via load shedding, operator placement, and Cloud-
like elasticity. Adaptiveness too is somewhat supported, although mostly
restricted to resource usage concerns, hence sensibly overlapping with scale-
independence. Another limited support is provided for situatedness, that is
almost exclusively focused on the temporal dimension. Finally, whereas there
is wide interest in moving SP out of the Cloud, those platforms that also con-

SEdgeX Foundry website: https://www.edgexfoundry.org/

6 Akraino website: https://www.1fedge.org/projects/akraino/

"Apache Edgent website: https://edgent.incubator.apache.org/

8 Amazon’s GreenGrass website: https://aws.amazon.com/it/greengrass/

9 Azure IoT Edge website: https://azure.microsoft.com/services/iot-edge/
0Link IoT Edge website: https://www.alibabacloud.com/product/linkiotedge
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sider SP at the Edge do not provide mechanisms for run-time modifications,
but only enable design-time decisions about where to deploy processing, at
the time of writing.

3.8. Complex Event Processing

Complex Event Processing (CEP) systems are concerned with process-
ing streams of events, that is data describing situations and happenings in
a system under observation [89]. Specifically, they target the definition and
detection of high-level situations of interest, or composite events, starting
from streams of primitive events [38]. Event Stream Processing (ESP), as
an evolution of SP, and CEP indicate different ways to manage events [90]:
ESP is a subset of CEP, with very fast implementations available, that can
handle many thousands of events per second, at the price of lower process-
ing capabilities. Nowadays, an increasing number of enterprises are slowly
progressing from ESP towards CEP [92] 37, [77]. CEP foremost goal is to
enable the abstraction of low-level events into a new high-level event based

Opportunistici

! Deployment : P
. :, ......................... load
E"'""""""""f 77777777777777777777 shedding
: . 5 ¢

: Adaptiveness:

: ' placement S

: H partitioning

Edge
processing

E : native
! Situatedness streams

Figure 4: SP abstractions, mechanisms, and techniques placed in our conceptual frame-
work. Placement is not always crisp (e.g. elasticity and load shedding between oppor-
tunistic deployment and adaptiveness), as the literature rarely explicitly defines which key
feature or processing facet a mechanism supports, hence we devise it out.
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on temporal, spatial, or causal patterns. The patterns to be detected are
generally specified by domain experts, and the new events generated from
pattern matching are viewed as being at a higher level of abstraction than
those in input. As such, CEP allows for a stepwise abstraction process, eas-
ing the increasing flood of events that modern information systems have to
deal with.

CEP is usually traced back to projects such as Amit [4], PADRES [86],
SASE [160, [60], PEEX [74], RACED [35], and TESLA/T-Rex [36]. Several
contributions have discussed CEP platforms [37, 50, [54]. In the following, we
provide a summary of such literature to quickly “frame” the research area,
and to later emphasise which characteristics of CEP platforms matter the
most for our conceptual framework.

3.3.1. Related Surveys

As for SP, most of the collected surveys can be divided into three cat-
egories, as depicted in Table 5} some focus on a generic comparison of the
Complex Event Processing systems (GEN), others on the usage of CEP in
specific application domains (DOM), and others focus on specific charac-
teristics or mechanisms of the CEP systems, such as querying techniques,
parallelisation, and uncertainty handling (SPEC).

In [54] the authors survey Complex Event Recognition (CER), that is,
the identification of complex events that satisfy some pattern—in practice,
a subtask of CEP. The survey covers the query mechanisms and the algo-
rithmic toolkits for scaling out CER to clustered and geo-distributed de-
ployments. In [I73], the authors argue that nowadays applications leverage
CEP only in Cloud-based environments although data are generated outside
the cloud (especially in the context of IoT). This centralised data collection,
before applying data processing, introduces a critical bottleneck, especially
for delay-sensitive IoT applications. However, the authors argue that CEP
systems are not yet ready to leverage the Fog layer, let alone the Edge, as
an extension for Cloud-based processing. In [I70] the authors provide an
overview of the state of the art of CEP systems, especially with respect to
the IoT domain. They argue that not only CEP, but the (often) underly-
ing SP engines have to change to exploit the new capabilities of the IoT.
In [93] the authors discuss the application of CEP to the healthcare domain
by focussing on usage of sensor devices. They argue that CEP is the ap-
propriate solution for many critical situations in healthcare, to analyse and
respond to unexpected events for early prediction and diagnosis, and to re-
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Table 5: Main CEP surveys, most recent first.

Ref. \ Brief description Year Category
53] Very detailed SLR ?Lbout rule-based CEP, also including 2024 SPEC

a thorough evaluation
[T40] Focus on CEP applied to business process management, 2021  DOM

and especially on analsyis of integration architecture

Restricted to machine learning-based approaches, with

[156] | a focus on integration mechanisms and architectures for 2020 SPEC
smart factories

Focus on CER (subtask of CEP), especially regarding
scale-out mechanisms for query execution

Focus on out-Cloud deployment, in particular adapta-
tions needed for CEP platforms to meet the Fog layer

Overview on the state-of-the-art of CEP, also discussing
[I70] | the relationship with SP to improve efficacy in IoT de- 2020 GEN

ployments

[6] Focus on probabilistic CEP for uncertainty handling 2017 SPEC
Specifically concerned with the application of CEP to

[93] healthcare, with a particular focus on how to exploit 2017 DOM
healthcare sensor devices

Focus on languages for CEP applied to multimedia sen-
sor networks

54] 2020 SPEC

73] 2020 SPEC

2016 SPEC

duce patients’ routine activities by self-assessment and monitoring of their
health condition. In [§] the authors identify requirements of a suitable lan-
guage for processing complex events in multimedia sensor networks. The
requirements are illustrated through a motivating scenario related to “Smart
Home Automation” applications. Their conclusions show that no existing
language can fully address all the requirements. In [6] the authors review
CER techniques that handle, to some extent, various types of uncertainty,
ranging from incomplete and erroneous data streams to imperfect complex
event patterns. They identify several limitations concerning the employed
languages, their probabilistic models, and their performance as compared to
the purely deterministic cases. Based on those limitations, they highlight
directions for future work.

In summary, apart from scaling mechanisms and out-of-Cloud deploy-
ment, that could be regarded as one particular aspect of opportunistic de-
ployment, there are no surveys available explicitly focussing on the four key
features of our conceptual framework, nor providing for a clear separation of
concerns along the three facets of computation we emphasised.
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3.3.2. Main characteristics

As done for SP in Subsection [3.2, clarifying which are the main char-
acteristics of CEP approaches and platforms helps to understand how they
contribute to supporting the four key features of our conceptual framework.
Accordingly, Table [0] reports a comparison similar to the one reported in
Table [ and with the same purpose of easing the key feature analysis pre-
sented in the next Subsection, but in the context of CEP—please notice that
columns and rows are inverted w.r.t. Table 4| to preserve readability.

e [iltering. The ability to discard irrelevant events, so as to reduce the
amount of events to be considered for processing, is of paramount im-
portance to keep CEP systems performant and focussed on the ap-
plication goals. The criteria used for filtering are usually defined at
design time, but it is desirable to have ways to at least adjust them at
run-time.

e Prioritisation. CEP platforms must be able to establish which events
to process sooner than others, since they may require immediate actions
that critically affect the business. Again, the criteria for establishing
the priority order are usually statically defined at design time, but is
desirable to have ways to adapt such priorities during run-time, as a
reaction to the system dynamics.

e Patterns. Detection and matching of event patterns is what essentially
defines CEP itself. Such patterns are usually defined at design time
and cannot be altered, as the automatic mechanisms of events handling
underlying CEP would be compromised. Pattern detection, matching,
and querying are complex tasks that are usually exposed to the system
designer through a suitable API constituting the Event Query Language
(EQL), further discussed below. This is one crucial difference between
CEP and SP.

o Fxceptions. Within CEP, exception handling refers to a pattern that
fails to find any match within a specific period. This may indicate the
presence of some kind of anomaly, hence an exceptional event should
be generated, to undergo CEP on its own.

e Process triggering. Patterns of events can be used to trigger business
processes that react to expected patterns with the automatic execution
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of predefined business actions. This is another notable difference be-
tween CEP and SP, as in the latter case process triggering is entirely
the responsibility of the application developer.

e Fuvent hierarchies. The capability of building layers of events at differ-
ent levels of abstraction, automatically shaped by the CEP platform,
and linked together to preserve/restore/build causality.

e Deployment. How and where CEP solutions are deployed: Centralised,
Distributed, Clustered, Cloud, Edge, etc.

As pattern detection and matching is a cornerstone of CEP, it is necessary
to expand on it before proceeding to the analysis of the key features. What
enables system designers to define pattern matching is the EQL, a high-level
programming language for querying events [46 54]. Several types of EQL
have been defined in the CEP literature:

e In event algebras, complex event queries are expressed by composing
single events using different composition operators, such as conjunc-
tion of events (all events must happen, possibly at different times), se-
quence (all events happen in the specified order), and negation within
a sequence (an event does not happen in the time between two other
events).

e Data stream query languages have been developed in the context of
relational data stream management systems, hence they are usually
based on SQL. They are applied in situations where loading data into
a traditional database would require too much time, therefore they
target nearly real-time applications.

e Production rules is not an EQL strictly speaking, however, they offer
a convenient and flexible way of implementing EQL in the form of IF
<Condition> THEN <Action> rules, hence are largely used in business
rules management systems.

e Logic languages express event queries in logic-style formulas [10]. An
early representative of this language style is the event calculus [78],
which has been used to model event querying and reasoning tasks in
languages such as Prolog. Logic languages have strong formal founda-
tions and allow an intuitive specification of complex temporal condi-
tions.
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e Finally, in tree-based approaches patterns are represented as a tree
structure, where leaves are primitive events and internal nodes are the
operators contributing to defining the pattern.

The next Subsection places each mechanism, technique, and abstraction at
the crossroads of our conceptual framework, to help answer our research
questions (1) and (2).

27



s

SMOPUIA ouIT) +

soutonb g5 suyep o
ogenduel s JHOYUI] +
10ye10d() JHDY Aseqp

=)

] dEoyu

QUIT) UL sonfeA Sper) +
uny uoryesoisse +

®IA pojnqU SOUDIRIDY HIOAD OJEAID O . J—
E:Or_.wém.:m_:hu w mf.owzoz .m*:w#,do.ﬂw u:o.am Surouonbas + wean)s eye LET] toj01d
: b : syuaad adrymur 10§ ol +
Suuoyig
SFenaue] Atonb P
pomquisicq o o o] qoo Sreds
OINDAXa $8900.1d nq -
posI[eIIuR)) 110ddns pue SO[IY UOONPOI ] ARt
551 01 SINA 50Tl
PoSI[eIUD)) uoHmo0Xo $89001d ssouts siogeiodo eaoduwos + sorjurond oawy weD so[y SOy UONONPOI] i) O
) b 1083113 0} SINUF W08 919y posoxdu] T . == 51001
DINI'T oATIRIRI(] (7] wSsujueong
porgsu) oFenSuey A1onb ureons vie | [C o:__wam n_%y

98P 1o paqLISI(]

VN UO Pose;

Poseq-ejRmoIny

E11 4300904

aspg

1SOIDYUL JO SJUDYI0D

pue Loy juor0

Jo1pdxe we Surye)s g

([Z€] daoespa

astraad wo +
purord ODUIL +
sojRUIAqNY] 10
IOYPO(] BIA POMLIISI

001d
UDALIP-JUDAG]

SIOJ0 pue
‘uo1yajep ayeorydup
‘Fupuenbog

SO[Y WONONPOI]

SYUIAH
(7T ssoutsngg

0ODdIL

potIsu)

10yetado eFenSue] paredorpa(]

) ‘UOLYRIANL ‘O “1aY[Y +
afensuey oN1-TOS

Pposeq-ejRmomy

[EET] ddDwoN

suuojyeld J§ yiim uoryerdojur +
quatfo[dap pnor) +
£reaqup ouopepue)g

MOPULM OUIT) +
WYL (DRI UO SUOTIPUOD +
(230 ‘pue ‘vouanbos)

oamjons oxmbol UL

SAIF9IRI)S UOIIDI[AS Pue
soprod wopdumsuoy

Pose( 991} 7 RIRTHOINY

[F9] daouedo

S)UaAD PUE
syage fuissenold jo
Ayoresory oy oy
SHI0MION SUISSID0I] JUIAT]

$ju0n0 Aq PorosBLY SOLOd

UONIpU0d IZINDOOTH HOLVH THD

10D 2PrI0

[801) 4D oPe10

1o
uo pamqLysI(|

ST DTUIRTAp +
SPIOYSOIL) U0 Poseq

soqn paugap-ord Su
stio)jed [eioduro) pue [esne))

agensuel 47O

@ dan

PoSITRIIUD))

superp Azonb vy

uorysodutod sutajyed +
SIUDAD DATINDISTOD UDIMII(
+

SUOTYIPUOD K197

SJUOAD PIJR[III0D JO SOOI

sononb fjotg

(ZH vsuse)

sojouIaqN Y|
T9YDO(] TO 9ITATDSOINU +

SOUIRUT )RS BIA
sowonb 0ouonbIs Pue WYL

Ayuonrd ofessowr JHINY

CUL TPPIS

paeior 10§ wsiydiowsjod
pue souejLUl odL)-)usAT]

(

>-K1949 ‘Trum-yeadar “§-9)
0 sutojed 1o (01300 +
JUOA:
suossoldxo remgar era

Sunpyew wwyeg

[£9] tadsyy

sad4y xodwoy prmq

VAN o

pastferua)) 01 $0dA1 OATIIL TOT}ONIISUOD 2IUAMDIS §)UAD 0] BIQOS[Y UOAY 0911 ASvVS
) sodAy oapug (SIV) owig eouwisuy oAnOY
juawfordaq mmm“_.“MmeE MMMMMNWMG suorydaoxy sutarRg UOIYRSILIONI J Sury g

28

"uI9)sAs JUaaGeURU SO[NI ssauIsng = SINY{ “BIRWOINY 99TUL] JIPSTUTULINIOPUON = VAN (Inode] asoxdwr oy
E OIqRY, ")’ T'M POSURYDXO oIk SUWIN[OD PUR SMOI) SUIOISAS JH) POASAINS I} JO SOI)SLIOJORIRYD UTRW o1} Jo ATewuung :9 o[qe],



3.3.3. Features and facets analysis

CEP somewhat encompasses all three facets of computation, although
rather weakly on the vertical slice corresponding to actuation. W.r.t. to SP,
thus, we are moving from (almost) exclusively dealing with the sensing facet
of IoT programming, to including more substantially the processing facet into
the concerns of IoT developers. This is mostly due to the general capability
of CEP to support more comprehensive and advanced forms of processing
on input data (events) w.r.t. SP: advanced pattern matching techniques as
well as event query languages, together with the capability to express business
process triggering rules and policies, make CEP much more suited to program
processing pipelines not only focusing on the aggregation of sensory data
streams.

As regards the four key features, the following paragraphs thoroughly
discuss their coverage as emerging from the surveyed literature.

Scale-independence. Almost all CEP engines support scaling up (vertical),
also considering that most of them assume a Cloud or cluster deployment
infrastructure. They are designed to take advantage of increasing process-
ing cores, memory, etc. to have an extra degree of parallelism. Further, the
in-memory caches often exploited also benefit scaling-up techniques. To at-
tain greater parallelism, scale-out techniques have to be employed. However,
the literature witnesses limited support for scaling out (horizontally) offered
by CEP platforms. Where the platform does not support native horizontal
scaling, multiple CEP engines can be used to create a load-balanced envi-
ronment: events from the system under control can be routed to a central
processing engine, that applies a filter to create a context-based partition of
the incoming events. These partitions, in turn, are then sent to the worker
CEP engines deployed in a parallel topology, based on load-balancing al-
gorithms. Further correlation, pattern matching, aggregation, and filtering
happen in these worker engines. The results are then merged and forwarded
to the appropriate consumers. In any case, if the event stream cannot be par-
titioned using a filter, or if the correlation happens across the event stream
partitions, scaling out is not possible.

To tackle the scalability challenge, in [143] the authors propose a par-
allelisation model called PARS+ that supports stateless and stateful CEP
operators and runs them in parallel regions. They use PARS+ as the base
parallelisation model in the formulation of an adaptive strategy called ACEP
to auto-scale operators. Scaling decisions are governed by a predictive perfor-
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mance model that uses a control-theoretic method for estimating the resource
and latency costs of each operator at runtime. The computational loads of
clustered processing nodes are monitored, and processing nodes in a paral-
lel region are reconfigured at runtime to ensure a balanced load across the
network, accruing minimum cost to parallelize a stateful operator.

Situatedness. Situatedness is somewhat natively addressed in CEP, similarly
to the case of SP: event streams are naturally situated in time and possibly in
space (e.g. in terms of the location where the sensor equipment is deployed),
hence a first degree of situatedness w.r.t. the space-time fabric is guaranteed.
Also, EQLSs enable system designers to express arbitrary pattern-matching
schemas, that, to some extent, may support situating events against a general
context. For instance, it may be possible to aggregate events about the same
“topic”, or to correlate events based on some domain-specific property.

However, to achieve greater degrees of situatedness, several authors pro-
pose to enhance CEP queries with knowledge semantics leveraging Semantic
Complex Event Processing (SCEP), integrating high-level knowledge rep-
resentation and RDF stream processing. CEP approaches cannot usually
semantically interpret and analyse data, that SCEP attempts to address.
In [I72], for instance, the authors introduce a novel X-CEP query model to
enhance CEP queries with knowledge semantics. This model allows users
to easily specify event patterns over diverse knowledge concepts in emerging
domains, such as IoT and Smart Cities. However, SCEP systems are rela-
tively new and still have limitations to address: one, for instance, is related
to their high processing time. On purpose, authors of [40] provide a concep-
tual model and an implementation of an infrastructure for distributed SCEP
(DSCEP), where each SCEP operator can process part of the data and send
it to other SCEP operators to parallelize processing and load balance the
computational load.

Adaptiveness. Existing CEP systems are mostly based on static rules where
the user has to update the rules manually if adaptations become necessary.
Experts are often unable to formulate interdependencies and relations be-
tween events that are not explicitly known in advance. In addition, in
real-time dynamic IoT applications, the context of the application is always
changing, thus requiring mechanisms where the rules of the CEP can be opti-
mised automatically. In the literature, there are quite a few examples where
researchers have applied machine learning techniques to adapt the rules of
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CEP. One such example is given in [94], where authors apply machine learn-
ing techniques for rule discovery. In [I52], the authors present a mechanism
for automating both the initial definition of rules and their updates over time.
In [20], a study is proposed on the conjunction between CEP and machine
learning, to overcome the problem given by manual definition of rules. There
are also efforts toward automatic discovery of CER rules [98, [71], [72], not
only adaptation of existing ones.

Opportunistic Deployment. CEP and ESP mostly consider deployment (and
scaling, too) within the same infrastructural tier, without means to migrate
across the Edge-to-Cloud spectrum. Some work is being conducted to lever-
age CEP for a mixed Fog-Cloud environment [I73], but still without run-time
re-deployments. As recognised by recent works [169], however, to enable fu-
ture IoT applications a CEP system for IoT has to combine the Cloud, the
Fog, and the sensors in a single unified platform to leverage their advantages
and enable cross-tier optimisations (e.g., fusing, splitting event streams, or
operator re-deployment).

There are a few research works that deal with the mechanisms for op-
portunistic deployment [32]. Even when an optimal combination of CEP
operator placement and processing is designed, this decision needs to be op-
portunistically adapted at runtime, as an optimal combination at the current
time may not remain optimal in the long run. Adaptation algorithms should
quantify the expected benefit of deployment taking into consideration CEP
operator migration costs. For instance, in [112], the authors propose an ap-
proach that optimizes operation placement based on the given queries. A
general algorithm for task mapping and scheduling (e.g. operator placement)
considering resource limitations in wireless sensor networks is formulated in
[T1]. Some cost functions are introduced in terms of energy consumption in
[150, 109]. In [95] the authors make use of workload estimation together with
operator-profiling for parallelisation. In [32] authors propose a general CEP
system composed of a distributed collaboration of devices at the Edge of the
network that allows for the distribution of processing tasks under resource
constraints.

3.8.4. Summary
Figure |5 summarises the results of our analysis of the CEP macro-area
emerged from our survey, by exploiting our proposed conceptual framework

as already done in Subsection for SP.
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Figure 5: CEP abstractions, mechanisms, and techniques placed in our conceptual frame-
work. The placement of circles is not always crisp as the literature rarely explicitly defines
which key feature or processing facet a mechanism supports, hence we devise it out.

Summing up, the situation is better with respect to the case of SP plat-
forms, we speculate due to the advanced processing capabilities of CEP, and
their lowest constraints on real-timeliness. Scale independence is well cov-
ered by the literature, mostly thanks to Cloud-native elasticity features and
CEP load-shedding mechanisms, in a very similar way to SP. Adaptiveness
and situatedness have better coverage for CEP than they had for SP: the for-
mer may benefit from ongoing research efforts in applying machine learning
for the automatic modification and discovery of CEP rules, and the latter
is no longer limited to the temporal dimension but may exploit ongoing
work about semantic CEP, that can leverage domain-specific relationships
amongst events of interest for the application at hand. For opportunistic
deployment, instead, there are limitations in line with the SP case: run-time
re-deployment of processing components is rarely considered, and when it is,
it is never across infrastructural tiers.
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3.4. Micro- and Macro- Programming

The distinction between the micro(-scopic) and macro(-scopic) levels in
systems dates back at least to the birth of statistical mechanics. More re-
cently, at least since the 1990s, in the research field of multi-agent systems,
terms micro and macro started to be used to distinguish two distinct lev-
els of such a system: the one of individual agents (micro), and the one of
groups or societies of agents (macro) [135] 159]. Then, as explained in [23],
in the early 2000s, term “macro-programming” emerged [103], in the con-
text of wireless sensor networks, to denote programming approaches aimed
at capturing collective or global-level behaviour while abstracting micro-level
details like routing and communication.

In this work, we decided to keep the micro and macro distinction, for these
two levels entail different approaches to programming. In particular, we use
term micro-programming to denote traditional approaches, mostly based on
general-purpose programming languages, aimed at defining the behaviour of a
system by adopting the perspective of a single device; in this case, if a system
consists of heterogeneous devices, the programmer defines a different program
for any different type of device. By contrast, we use term macro-programming
to denote those approaches, often based on domain-specific languages and
declarative paradigms, aimed at specifying the global behaviour of entire
networks of devices.

In the rest of the section, we first present related surveys on micro-
and macro-programming, then we discuss some key characteristics for un-
derstanding corresponding contributions, and finally analyse state-of-the-art
contributions on micro- and macro-programming, linking results back to rel-
evant facets and features of our conceptual framework.

3.4.1. Related surveys

To the best of our knowledge, the most comprehensive surveys that ez-
plicitly addresses 10T programming languages and frameworks are provided
in the book chapter by Krishnamurthy et al. [80] and in a specific section
of the survey by Dias et al. [43]—see Table The former reviews pro-
gramming languages specifically for embedded systems (including various
flavours of C), message-passing technologies (RPC flavours, COAP, MQTT),
coordination languages (Linda, eLinda, Orc, Jolie), and discusses the no-
tion of polyglot programming. The latter, instead, provides a much broader
overview of the whole software engineering practice of developing IoT sys-
tems. In particular, the overview of development tools provides many useful
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Table 7: Main MMP surveys, most recent first.

Ref. \ Brief description Year Category

23] Survey abou‘F macro-programming approaches, what- 2023 SPEC
ever the application domain

i3] Broad view on the developrlnent .of IoT sy.stems from the 92022 GEN
standpoint of software engineering practice

[69] Macro-programming, but specifically for the IoT domain 2021 DOM

811 Vlsu:aml programming approaches not only in IoT but ed- 2021 SPEC
ucation and robotics, too

i I(?T (.ievelopment platforms, with emphasis on commu- 2021 GEN
nication and security

511 Rewew of IoT platforms from an architectural perspec- 2021 SPEC
tive only

[123] | DSLs for used in IoT, focus on evaluation methods 2021 SPEC
Enabling technologies for asynchronous and real-time

8] programming of safety-critical IoT and CPS 2019 SPEC

7 Asynchronous programming for IoT and embedded sys- 2019 GEN
tems

116 High-level study on 13 visual IoT programming lan- 2017 GEN
guages
Focus on distributed programming languages and tools

0] for embedded systems within the IoT ecosystem 2016 SPEC
Comprehensive features’ analysis and classification

[I10] | (node-centric, database, macro, model-driven) of IoT 2015 GEN
programming approaches
Low-level languages (both mainstreams and dialects) for

) CPS and embedded systems 2015 GEN
Overview of conventional composition mechanisms

[155] | for CPSs (monolithic, object-oriented, modular, 2010 SPEC

component-based, service-oriented

insights about programming languages and frameworks, such as the kind
of programming paradigm promoted (e.g. visual vs. model-driven), that are
partially overlapped with our contribution (e.g. they do analyse support for
distributed /decentralised programming). However, such surveys do not help
researchers and practitioners in understanding which one of the many dif-
ferent programming tools is most suited for different “tasks” (i.e. feature or
facet of our framework) in IoT systems development, that is, instead, what
our bi-dimensional conceptual framework does.

A more similar work to ours, if restricted to the micro vs. macro cate-
gorisation, is by Patel et al. [I10], that classifies IoT programming models
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into four categories: (i) node-centric programming, where the nodes of an
[oT system are managed individually (i.e. micro-programming); (ii) database
approach, where the IoT system is abstracted as a database; (iii) macro-
programming, where abstractions targeting multiple nodes at once are con-
sidered; and (iv) model-driven development, where multiple programming
perspectives are addressed at once. Also, two surveys specifically targeted
at macro-programming have recently been published [23] [69]. They both do
an excellent job of sorting out the different existing approaches into a taxon-
omy. Our survey is somewhat complementary as we provide the additional
perspective of our bi-dimensional conceptual framework, which is novel in
the literature.

The other literature reviews reported in Table [7] are only marginally re-
lated to ours. Both [116] and [81] only examine graphical programming
languages, and emphasises usability by non-programmers. In [I55], the focus
is on the compositionality of software artefacts (e.g. objects, components,
services) for CPSs programming. The survey by Lohstroh et al. [88] does in-
clude a section on programming models, but only discusses asynchronous and
real-time programming. Belson et al. [I7] also focus on asynchronous pro-
gramming, but using co-routines. A similar narrow scope is adopted in [139],
where only a few languages (C together with some dialects/extensions, C++,
D, Assembly, and Ada) are considered. The brief survey in [123] instead
focusses on DSLs and the methods for their evaluation, without deeply dis-
cussing the circumstances in which one approach has to be preferred over
another, nor how these DSLs fit into the overall process of programming loT
systems. Finally, reference [14] provides some thoughtful discussion about
the implications of choosing a kind of language (e.g. DSL vs. mainstream)
over another, but is much more focused on analysing [oT execution platforms
than programming approaches.

In summary, plenty of surveys are available today analysing “some
flavours” of IoT programming, but a comprehensive overview encompassing
both micro- and macro-programming is lacking. Moreover, the perspective
given by our bi-dimensional conceptual framework is unique, and may aid
researchers and practitioners in finding the most suitable approach for their
needs.

3.4.2. Main characteristics of MMP
Here follows an overview of the main aspects along which Micro/Macro-
Programming (MMP) approaches can be categorised, also reported in Ta-
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ble |8 In line with previous sections, this overview is needed to analyse (i)
the level of support current MMP approaches give to the four key features of
modern IoT systems central to our conceptual framework, and (i) whether
MMP approaches are mostly dealing with the sensing, processing, or actua-
tion facet of [oT programming.

e Scope. Micro-programming (or, node-centric) considers one individ-
ual device at a time. Such a bottom-up approach, adopted by, e.g.,
FRASAD [105], COMPOSE [45], NODE-RED [I], and mainstream pro-
gramming languages such as Java, C, and Python, requires to specify,
for each node, its input data, its processing functions, and its actu-
ation commands. Conversely, recent macro-programming approaches
such as DDFlow [107], PyoT [12], D’Artagnan [97], SmartSociety plat-
form [129], and EdgeProg [85], aim at enabling the programming of an
[oT system as a whole, with a global (or, collective) perspective.

o Main Abstraction. For cloud-based [oT systems, the most recurrent
abstraction is the “Service” one: for instance, in COMPOSE [45] be-
haviours can be modelled as RESTful services. Node-centric [oT sys-
tems, instead, mostly leverage on flow-based programming abstrac-
tions, as networks of “black box” processes communicating through
data chunks travelling across predefined connections (or, wires). Many
are instead the abstractions used for macro-programming, mostly due
to the field being relatively new, hence still fragmented amongst the
different approaches put forward by different research groups. Some
examples are ensembles (e.g., [154]), i.e., dynamic groups of devices
sharing a goal; collective interfaces (e.g., [107]), namely mechanisms
to address or refer to a dynamic number of recipients or senders; and
collective tasks (e.g., [129]), which are operations meant to be carried
out collaboratively by a group of devices.

e Programming Model. Imperative programming is the most used one,
both by micro- and macro-level programming frameworks. Rule-based
programming models, such as FRASAD [105], allow the defining of
local behaviours of sensor nodes through a set of flexible and ex-
tensible rules. A specific nuance of such models is the visual pro-
gramming model that allows easy implementation of Event-Condition-
Action (ECA) rules [I5]. COMPOSE is quite peculiar as it allows
expressing the behaviour of IoT devices utilising basic logical, string,
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and arithmetic operators specified through a JSON document. Pro-
gramming models for collective behaviours typically rely on a single
declarative specification dictating how several distributed components
should act and interact. For example, Aggregate programming [16] is a
functional, declarative approach for programming the self-organisation
logic of networked IoT systems from a global perspective.

Architectural/Deployment view. The majority of the surveyed works
follow a standard two-tier architecture where local devices “sense-and-
forward” to the Cloud. Only NodeRed, JAMScript and EdgeProg, with
the introduction of an intermediate Edge layer, allow also local data
processing, shifting to a three-tier architecture. D’Artagnan and Aggre-
gate Computing, instead, promote a different approach: they enable the
programming of logical networks of devices and operations, abstracting
from the underlying middleware and physical systems, and hence allow
expressing [oT systems in a deployment-transparent manner. In such
a way, they pave the way to full and opportunistic exploitation of IoT

resources, from the edge up to the cloud, with obvious benefits in terms
of QoS and QoE.

Ezecution Model. Most commonly system execution is either time-
driven, event-driven, or reactive, which is reasonable, since activity
may be triggered by new sensor data or local events. In WSN sys-
tems, event-driven and time-driven routing protocols are the main op-
tions [165]. Macro-programming approaches typically build on reactive,
rather than fully proactive, execution models [23], [69], the latter being
covered mostly in agent-oriented paradigms [19].

3.4.3. Features and facets analysis

Amongst the macro areas of research that emerged from our survey, mi-

cro and macro-programming approaches to IoT systems development are the
ones concerned the most with the actuation facet, in the sense of program-
ming devices to accomplish tasks. Whereas both SP and CEP are mostly
developed with data collection and processing, respectively, in mind, and
cannot be used as general programming languages executed on-board any
device, the programming approaches in this latter broad category are specif-
ically conceived to close this gap. Being general-purpose, these approaches
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Table 8: Summary of the MMP main characteristics.

Architectural/
Scope Main Abstraction | Programming Model | Deployment Execution Model
View
.. Reaction Rules, . o .
FRASAD [105 Individual Visual block language Local WSN Reactive
? Messages
SMART-BLOCK [I5] Individual Reaction Rules Visual block language Cloud-based Reactive
. Smart Objects, Imperative .
715 Aidus ) ) ) -bas st ’
COMPOSE [45] Individual Resource (REST) object-oriented DSL, Cloud-based Customizable
Node-Red [I] Individual Data Flow Visual block language Edge-to-Cloud Customizable
. .. s Imperative .
5 ridus s v 3 ’ —to-C' active
JAMScript [157] Individual Nodes, Activities object-oriented DSL Edge-to-Cloud Reactive
Imperative,
PyoT [12] Collective | Resource (REST) object-oriented, Master-worker Reactive
macroprogramming DSL
. Visual block language, .
DDFlow [107 Collective Data Flow . Master-worker Reactive
: macroprogramiming
Functional, .
D’Artagnan [97 Collective Data Stream, stream-based, Logical notwork Reactive
N Data Flow . ., any deployment
macroprogramming DSL ‘ ‘
SmartSociety [129] Collective Collective task Object-oriented DSL Cloud-based Customizable
Reaction rules Edge server
£ v ) ~ g et
EdgeProg [35) Collective Virtual sensors Rule-based DSL T 10T nodes Reactive
Functional Logical network
Aggregate Computing [154] Collective | Computational Field declarative ) any deployment Self-organizing
macroprogramming

may be used for data collection and processing too, but doing so is likely
“reinventing the wheel” as SP and CEP are readily available.

As regards the four key features, the following paragraphs thoroughly
discuss their coverage as emerging from the surveyed literature.

Scale-independence. Macro-programming languages are scale-independent
by definition: the behaviour of the system is collectively defined, no mat-
ter what the number of the devices is, and often no matter their deploy-
ment topology and/or geographical distribution. This allows works such as
DDFlow [107], PyoT [12], D’Artagnan [97], SmartSociety platform [129] and
EdgeProg [85] to be programmed in a scale-transparent way. However, they
are not immune to bottleneck effects that might concern the performance of
cloud-based approaches that heavily rely on transferring data to the Cloud
for synthesising commands to be sent back to actuators (or generic devices).

Adaptiveness. The majority of the surveyed works adopt the ECA paradigm,
thus inherently adapt their behaviour to events, property modifications, etc.
In particular, SmartBlock and NodeRed among the node-centric works, and
PyoT and DDFlow among the collective ones, deliver greater adaptiveness
thanks to highly expressive rule engines and event listeners, that allows to
better react to contextual changes such as network traffic or computation
overload and related device failures. However, the same limitations already
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discussed for SP (Section and CEP (Section for other approaches
apply here as well: first, rules are most of the time defined once and for at
design time, based on events and properties statically specified by domain
experts; second, the adaptation of such rules to the application or domain-
specific properties and events remain a challenge for most approaches.

Situatedness. The accurate management of a wide variety of sensors (tem-
perature, position, etc.) makes all the surveyed works actually situated in
the time-space fabric and /or their environment. Such sensors might be either
physically or virtually available but, in any case, allow the programming of
situation-aware [oT applications also thanks to first-class abstractions such as
“Region”, “Resource”, “Status”, “Neighbourhood”, etc. Moreover, semantic
technologies are gaining traction to provide a greater degree of situatedness,
especially in Web of Things-based systems such as NodeRed and SmartBlock,
that incorporate the semantic definitions developed by iot.schema.org [149]
and the IoTA calculus [102], respectively. Although this trend is still far from
being consolidated, it shows promising interest in expanding the notion of
situatedness beyond its current space-time limitations.

Opportunistic Deployment. JAMScript and Node-red extensions [I38] allow
the programming of applications that dynamically migrate across the Edge-
to-Cloud spectrum. This is done, in both cases, through a particular or-
chestration language and a runtime for supporting its execution. Conversely,
works like D’Artagnan, EdgeProg, DDFlow, and Aggregate Computing limit
opportunistic deployment to the same architectural layer. DDFlow allows dy-
namic deployment of the application depending on the available network re-
sources, so to minimize end-to-end latency: in the case of significant network
changes, or device failure, DDFlow will reconfigure deployment to preserve
application semantics by re-mapping the computational processes onto the
network and/or switching to alternative networking protocols. D’Artagnan
makes use of inter-node orchestration to dynamically deploy and migrate
applications for achieving the desired functional and non-functional goals.
Similarly, EdgeProg leverages dynamic linking and loading to deploy the
source code of an application on a variety of IoT devices or Edge servers on
demand. Finally, the Aggregate Computing paradigm, with its deployment-
transparent approach [20], enables the opportunistic exploitation of IoT re-
sources across the device-edge-cloud spectrum [24].
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3.4.4. Summary
Figure [] summarises the results of our analysis of the MMP macro-area
with respect to our proposed conceptual framework.

logical networl
o NodeRed

Opportunistici
i Deployment |

PyoT
DDFlow
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computational
fields
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macro- collective
programming /\ »rogramming

Processing

D'Artagnan
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Figure 6: MMP abstractions, mechanisms, and techniques placed in our conceptual frame-
work. The placement of circles is not always crisp as the literature rarely explicitly defines
which key feature or processing facet a mechanism supports, hence we devise it out.

Mostly because the MMP category gathers together many different ap-
proaches, most of which are general-purpose programming platforms tailored
and enhanced to support IoT deployments, MMP approaches collectively
have a great coverage of the four key features we focus on in this survey. For
instance, under the umbrella term of “collective adaptive systems” lie many
approaches specifically aimed at delivering scale independence and adaptive-
ness. These two features are the most well-covered by the surveyed literature,
when considering that application and domain-specific adaptations are gain-
ing attention by resorting to semantics-aware data processing. Situatedness
and opportunistic deployment are less represented, but have notable excep-
tions: for the former, the whole research thread of Aggregate Computing is
specifically meant to deliver application and domain-specific situatedness by
giving IoT systems designers full control over sensing and actuation capabili-
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ties in a fully decentralised way; for the latter, a whole bunch of platforms and
frameworks are starting to support cross-tier (re)deployment of processing.

4. Discussion & open challenges

Based on the analysis of the literature about IoT programming just pre-
sented in Sections[3.2] 3.3 and a few considerations can be made to give
a birds-eye view of the whole research landscape, crossing borders across the
macro-areas just presented.

The most obvious consideration is that “programming [oT” may actually
translate to quite a different activity depending on the specific goals of the
application to be built. On the one hand, [oT applications are especially
interested in monitoring a given system, for example to provide a dashboard
to human supervisors, are usually built by taking off-the-shelf SP or CEP
platforms (depending on the sophistication of the required data processing).
In this case, “programming”’ may actually translate to configuring the log-
ical DAG for data processing, that is deciding which operators to apply to
what data, and how to put operators in a pipeline, or defining patterns and
rules for triggering computations upon detection of a given pattern of events.
On the other hand, applications may also be interested in closing the feed-
back loop between the physical (the things) and the digital (the processing)
by sending commands back to the (actuator) devices. In this case, that
could regard a swarm robotics scenario, for instance, “programming” usually
translates more directly to the traditional programming experience, using
mainstream languages (for micro-programming approaches) or Domain Spe-
cific Languages (more common for macro-programming approaches). This is
to say that the “programming experience” may be quite different depending
on the kind of [oT systems one wants to develop.

A huge impact on this programming experience is also given by the frag-
mentation of abstractions across the research landscape. If in the SP and
CEP areas, the abstractions may be somewhat similar, such as the concept
of “stream” (of events or data), operator, composition, pattern, etc, and in
the micro-programming area abstractions are often the same (object, func-
tion, thread), in the realm of macro-programming almost every approach has
its own set of abstractions (field, collective, ensemble, etc.). Mappings can
be devised, but integration of the different approaches in a single software
project nevertheless suffers, as developers need to master different paradigms.
A recent effort in this direction of providing re-usable abstractions across re-
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search fields is done by the Fluidware framework [I6§], which fosters event
streams and “funnel processes” (as sort of distributed, high-level programs
manipulating events) as primary abstractions for implementing highly dy-
namic and scalable IoT systems.

However, such an abundance of approaches also has upsides: the con-
ceptual framework we conceived is covered in most of its crossroads between
the facets (vertical slices) and the key features (horizontal slices). Since
each programming approach is conceived with a specific set of functional
and non-functional desiderata, each approach ends up covering some specific
“slot” in our conceptual framework. Taken altogether, thus, they are quite
complementary.

Nevertheless, to be fully harnessed, such complementarity must be ex-
ploited in an integrated framework, not by patching together different ap-
proaches on an ad-hoc basis. Although our conceptual framework is well
covered by the surveyed literature, it is a matter of fact that it is currently
not easy at all for a programmer to have all the four key features we high-
lighted well supported by a single, coherent programming platform.

In the following, we discuss some challenges that horizontally apply to
the whole surveyed literature, that we believe must be dealt with to enable
next-generation IoT systems and applications—challenges peculiar to each
area are already summarised in the surveyed papers.

4.1. Automation vs. adaptation tradeoff

Deploying, managing, upgrading, and similar operations common in soft-
ware systems are especially challenging in the case of IoT applications and
systems. Not only because such systems are usually composed of multiple
physical resources that interact in multiple ways, but also because each and
every one of these resources may come along with its own technical peculiar-
ities to deal with, such as different communication protocols, software stack,
constraints on computational power, etc. Therefore, it is natural that one
main goal of the surveyed IoT programming approaches is to provide a mid-
dleware able to hide this complexity by automating tasks such as protocol
translation, caching, fault tolerance, etc. to the programmer, to let him focus
on the application logic as much as possible [31].

However, such automation comes at a price in terms of flexibility. In all
those cases where the application logic depends on or should affect some
middleware-level concern (e.g. switching prediction models depending on
available computational resources, or migrating computations across the
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Edge-to-Cloud layers depending on network congestion) such automation
may get in the way of the programmer. In fact, for a middleware to au-
tomate application-level tasks in a general way, that is, irrespective of the
task and the application domain, such tasks must be “black boxes” from the
perspective of the middleware. This is what happens with operator place-
ment in Stream Processing and Complex Event Processing, for instance: the
middleware (or, programming platform) sets the API to use and the appli-
cation adheres. In those cases where further adaptation to application-level
properties is needed, keeping the same level of automation is not trivial at
all [49]. In fact, for instance in the case SP or CEP platforms, although
most of the platforms surveyed support custom operators, they explicitly
warn the programmer that such operators would not benefit from services
such as auto-scaling, parallelisation, and such, as they are operated by the
middleware “as-is”.

4.2. Infrastructure lock-in

Many non-trivial IoT systems rely on a multi-tier infrastructure to pro-
vide their services: some with 2 tiers, the Cloud and the Edge, and some
with 3 tiers, including a Fog layer in-between. Some IoT middleware and
programming platforms also give the programmer a uniform API to access
the same services regardless of whether they are delivered at the Edge or in
the Cloud. However, very few provide ways to migrate services at run-time
across tiers, but are limited to intra-tier migration (e.g., Cloud to Cloud, or
Edge to Edge). Even fewer contributions allow inter-tier migration and also
opportunistically re-configure the migrated components so as to either exploit
the novel computing opportunities offered by the destination tier [18] (e.g.
more compute in case of the Cloud, or additional services such as geolocation-
based at the Edge).

Instead, migrating services across tiers could enable a better exploitation
of the peculiar properties of each different tier. For instance, at the Edge,
there is usually ultra-low latency but also limited bandwidth, hence a service
migrated from the Cloud must be reconfigured properly to these new prop-
erties, which are likely the opposite of the starting tier (e.g. on Cloud there
is usually high latency but plenty of bandwidth). Some IoT Cloud platforms
offer offloading of computations across tiers, which is surely a step in the
right direction, but usually, such offloading follows a precise direction: from
Edge to Cloud (e.g. to save energy or gather more compute power).
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All in all, these limitations have the consequence that IoT application
programmers are locked into a specific infrastructure at deployment time:
they must know and choose, at design time, in which tier their application will
be executing, as that will most likely be the tier its will be locked for its whole
execution time. Opportunistic deployment, instead, would foster seamless
migration from Edge to Cloud [161] (and back) based on both infrastructural
(e.g. latency, available services, computing power) and application-specific
criteria (e.g. need for local vs. global information, users proximity, real-time
requirements).

4.3. Application-specific situatedness

[oT systems and applications are usually situated software systems by
definition: they are interested in capturing data coming from the real world,
processing such data to make decisions based on context (e.g. when, where,
the data belongs to), and affect back the portion of the real-world they have
control over. CEP platforms, for instance, usually provide APIs to correlate
events based on spatial and temporal patterns, and usually aggregate events
into complex hierarchies by relying on such patterns. Such APIs are usu-
ally domain-agnostic: to apply to a wide range of applications, they consider
general-purpose spatiotemporal aspects such as proximity of events in time
and space. However, each and every application domain may have its own
criteria for defining high-level events as combinations of low-level ones. Cap-
turing such criteria requires ad-hoc implementations similar to the discussion
above about the automation-adaptation trade-off: when limiting themselves
to the provided APIs, programmers gain the benefit of automated events
correlation, but if they want more control over correlation criteria and mech-
anisms, they must explicitly implement the application logic defining them.

This it not to mention the intricacies of affecting the real world in turn,
where each action that is automated is again situated by definition: it must
account for the specific context within which such action is being carried out.
The action stage of the “actionable knowledge” loop is, not by chance, often
the less supported by SP and CEP platforms, and while amongst the micro
and macro programming approaches surveyed, there are many that offer the
desired level of application-specific situatedness [101] (for instance, aggregate
computing is specifically conceived also for this use case), each comes with its
own peculiar set of abstractions and reference computational paradigm [12§]
(e.g. computational fields manipulation in the case of aggregate computing).
This makes integrating them into mainstream [oT platforms quite difficult.
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4.4. Fragmentation of abstractions

As already discussed in Section |4 one characteristic of the research land-
scape about IoT programming that emerges from this comprehensive sur-
vey is that most of our conceptual framework is covered, in the sense that
there are approaches available trying to deliver a given feature with respect
to a given facet. However, what is also apparent from this survey is that
there is no “one to rule them all” approach here, as different regions of
our conceptual frameworks are covered by different approaches, often be-
longing to entirely different areas. Also, even within a single area, there
may be different approaches to do similar things, which is especially true
for micro/macro-programming cases. There, for instance, IoT programming
languages, platforms, and paradigms are mostly unique and come with their
own set of abstractions, mechanisms, and even computational models (as in
the case of aggregate programming or agent-based technology). This leads
to fragmentation of abstraction, models, and tools [29].

On the one hand, this means that the technical tooling to exhaustively
deal with all the features and facets is mostly there, but that does not imply
that it is easy or even possible to tackle all of them at once. Integration of
any two approaches usually requires a great deal of effort in (i) understanding
the operating principles behind each approach, (ii) finding suitable mappings
between abstractions and mechanisms, (iii) designing efficient integrations
that are both “natural” to use for programmers coming from either side of
the integration, and also efficient.

4.5. Controlled learning

As with almost any other computer science and engineering field of study,
nowadays, [oT is increasingly pervaded by Artificial Intelligence (AI) ap-
proaches aimed at the most disparate goals such as optimisation, prediction,
adaptation [I7I]. The IoT has been one of the driving forces in Al de-
velopment, due to the sheer amount of data it made available for training
statistical models, for instance [124]. Most Al approaches used in IoT are,
in fact, data-driven approaches: they aim at learning a model of behaviour
(be it prediction, optimisation, anomaly detection, or whatever) purely from
observational data about the phenomenon of interest.

Such data-driven approaches bring along controllability issues [121], re-
gardless of the application domain: how to guarantee that the learnt be-
haviour stays within some application-specific safety boundaries? Note that
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safety here has its broadest meaning possible: it can refer to moral impli-
cations (e.g. denying loans based on gender or ethnic group), health risk
(e.g. an AT should avoid actions that could harm people no matter what), or
technical issues (e.g. operating equipment in unconventional ways). In the
specific realms of the IoT such issues are even more relevant than in other
domains (e.g. gaming or trading, for instance), as the “actionable knowledge”
feedback loop closes when the IoT software system can autonomously affect
the portion of the real world it is perceiving in turn. The risk of carrying out
dangerous practical actions, here, is high (e.g. mismanagement of a mobile
vehicle).

A long-standing issue in Al is guaranteeing controllability and predictabil-
ity also in the case of autonomous behaviours, such as those achieved by data-
driven machine learning approaches or agent-oriented technology. Promising
work is being done in various fields such as adjustable autonomy [130], fair-
ness and safety in Al [162], that should be transferred to the IoT domain as
soon as possible [76].

5. Summary and Future Scope

In this survey paper, we provided a comprehensive overview of the re-
search landscape in IoT programming, broadly intended to include the pro-
gramming “tools” (abstractions, languages, platforms, middleware) that re-
searchers and practitioners can exploit to program their IoT systems’ working
logic. Despite the many surveys available on the topic to date, as witnessed
by Tables B|B|[7] this is the first of its kind to provide a reference conceptual
framework that (i) comprehensively covers the vast research landscape on
[oT programming without a-priori filters (e.g. on techniques, applications,
architectures, etc.), and (ii) clearly positions IoT programming approaches
along engineering facets (Section and modern applications’ requirements
(Section [2.2]).

By doing so, researchers and practitioners are greatly facilitated in carry-
ing out two essential tasks: (i) decompose their IoT system at hand along the
three facets of computation, making its design easier to define, and (ii) find
which programming tools can currently support the desired non-functional
properties at best. In fact, we visually placed contributions in the literature
within such a framework, also getting the added benefits of (i) quickly un-
covering the research areas mostly involved in IoT programming, such as SP,
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CEP, micro-, and macro-programming, as well as (4i) clearly highlighting the
open issues and challenges not currently solved by the available literature.

To provide further assistance to readers, we categorised the literature
resulting from our review in three macro areas of research (corresponding to
Sections , and have deepened our analysis of the loT programming
models, languages, and platforms available to date in those areas. Since
we carefully described the main properties of the approaches available in
a given area, it becomes easy to further browse the literature in a specific
area of interest to find the desired specific approach. Finally, we provided
a summarising discussion about the “bird-eye-view” considerations that can
be made on the basis of this literature review, especially describing several
cross-cutting research challenges that remain to be addressed, stimulating
further research in related areas.

Given all the above, we believe the presented survey can be a good “com-
pass” guiding researchers and practitioners in IoT programming to either find
new research challenges to deal with, or novel approaches to readily exploit
in their IoT systems.

Also, this survey can provide a solid ground to kick-start future surveys
on the same topic or to further deepen the analysis of either the proposed
conceptual framework or the macro-area of research that emerged. Future
surveys can indeed rely on this one to get a quick overview of the main
references in the IoT programming literature, by simply checking out the
works mentioned in Tables BIF][7] Then, they can build upon these by only
covering the newer literature. The conceptual framework we described has
been conceived to stay relevant for many years to come, as it is based on
staple engineering facets, and considers key features that are still open issues
to date. Hence, novel literature can readily fit within the same framework
at no cost. However, in the case novel key features become relevant, our
conceptual framework can still work as a practical guideline to organise and
analyse those new features in a new framework. Summing up, we believe that

the presented survey can effectively serve as a blueprint for future surveys in
the field.
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