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Abstract. The existing approaches to enforcing runtime proper-
ties and handling failures in autonomous agents primarily focus on
single-agent systems, responding to violations by immediately re-
jecting unsafe actions. In this paper, we extend the notion of safety
shields for Belief-Desire-Intention agents by proposing a revised ver-
sion where a shield can observe and respond not only to what the
agent itself does, but also to changes from other agents, when these
affect the shielded agent’s behaviour. Our shields suspend intentions
that would break a formal specification and resume them once it is
safe to do so. To support this, we introduce recovery shields, a new
mechanism that defines when a suspended intention can be safely re-
sumed. Our main contributions are extensions to the reasoning cycle
and operational semantics of AgentSpeak(L), as well as an imple-
mentation in the JaCaMo platform.

1 Introduction

The Belief-Desire-Intention (BDI) model has long served as a foun-
dation for programming cognitive agents [8, 9], offering a high-level
abstraction where behaviour is specified through symbolic compo-
nents such as beliefs, goals, and plans [22]. BDI agent program-
ming languages such as AgentSpeak(L) [21] offer fine-grained con-
trol over agent reasoning, but this flexibility comes at the cost of
increased complexity in development [11], debugging [27], and es-
pecially runtime correctness assurance [12]. As agents operate in in-
creasingly open, dynamic, and concurrent environments, ensuring re-
liable execution becomes more challenging and critical.

Traditional approaches to validating agent behaviour, such as static
verification and model checking [19], typically rely on formal ab-
stractions of agent logic. While effective in constrained settings, such
techniques scale poorly when dealing with multiple agents and dy-
namic environments. In contrast, Runtime Verification (RV) [3] al-
lows formal properties to be monitored during execution, offering
a lightweight and adaptable alternative. However, RV is inherently
passive, it detects violations but does not intervene to prevent them.

Runtime Enforcement (RE) [15] addresses this limitation by com-
bining monitoring with intervention. Through RE, systems can be
constrained to adhere to desired properties at runtime, enabling
preventative control rather than post hoc diagnosis. Within this
paradigm, safety shields [16] are a promising technique for enforc-
ing temporal properties in symbolic agent systems. A shield moni-
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tors plan execution, and when a violation is imminent or detected, it
blocks unsafe commands, allowing the agent to remain within safe
operational bounds.

In this paper, we extend the notion of safety shields in two key
ways. First, we enhance the agent’s reasoning cycle by allowing in-
tentions to be suspended, rather than failed, when a shield detects a
violation. These suspended intentions can be resumed once condi-
tions become safe again, enabling agents to handle temporary vio-
lations without abandoning their goals or having to replan. Second,
we introduce recovery shields, a new mechanism that complements
safety shields by defining the precise conditions under which a sus-
pended intention may safely resume. While safety shields are respon-
sible for enforcement, recovery shields handle resumption. These re-
covery conditions are automatically synthesised from the violation
trace and expressed as temporal properties monitored at runtime.

Our proposal is formalised as an extension to the operational
semantics of AgentSpeak(L), with modifications to the intention
selection, execution, and recovery rules. We implement our ap-
proach within the JaCaMo multi-agent platform [5], which integrates
AgentSpeak(L) agents and environment artifacts. The proposed ex-
tensions are tested in a personal assistant system involving asyn-
chronous agent interactions and external interference.

2 Preliminaries

In this section, we cover the theoretical background on AgentS-
peak(L) and satefy shields required to present our contributions.

2.1 AgentSpeak(L)

AgentSpeak(L) is an abstract language for programming BDI
agents [21], which was later implemented and further extended in
languages such as Jason [6]. Jason is the programming language used
to program agents in the JaCaMo platform. The AgentSpeak(L) syn-
tax and operational semantics we present in this section follow the
notation discussed in [26], and subsequently in [7] where it was ex-
tended to include failure handling.

An agent program consists of beliefs, goals, and plans. The rea-
soning cycle processes events by selecting relevant plans, instantiat-
ing them with substitutions, and executing them through intentions
represented as stacks of partially executed plans. More formally, an


https://orcid.org/0000-0002-8711-4670
https://orcid.org/0000-0001-6666-6954

3536 A. Ferrando and R.C. Cardoso / Reliable Intention Selection in BDI Agents with Recovery Shields

agent program is defined through its belief base and plan library:
agent = beliefs plans

The belief base is a sequence of beliefs:

beliefs := b1...b, (n>0)
Note that (n > 0) means it can be empty, and (n > 1) means there
must be at least one.

The initial belief base is generated at the program’s start and is usu-
ally created by the developer at design time. The remaining beliefs
are then added dynamically during the agent’s execution. Beliefs are
defined as atomic formulae, and represent what an agent currently
knows about itself, other agents in the system, and the environment:

b == P(t1,...,tn) (n>0)
where P denotes a predicate symbol, and ¢1,..
terms of propositional logic.

The plan library contains a set of plans:

plans = pi...pn

A plan in AgentSpeak(L) is defined as:

p = te:ctxt <+ h
Plans define the course of action for the agent to fulfil its goals. A
plan has a triggering event te, denoting the event that can trigger the
plan, a context condition ctxt, indicating the preconditions that must
hold to consider the plan applicable, and a body h consisting of a
sequence of steps to be executed.

The triggering event is defined as follows:

te := +b| —b| +g| — g
Notably, a triggering event can be the addition/deletion of a belief b
ora goal g. A plan is relevant for a triggering event if the event can be
unified with the plan’s head. Relevant plans are all plans that could
be triggered by the triggering event te.

., tn are standard

(n>1)

Definition 1. Given a set of plans of an agent and a triggering event
te, the set Rel Plans(plans, te) of relevant plans is:

{pé | p € plans N ¢ = mgu(te, TE(p))}
with ¢ = mgu the most general unifier, po plan p under substitution
¢, and T E(p) the triggering event of the plan p.

For a plan to be considered applicable, a condition ctxt must hold
as a logical consequence of the agent’s belief base. Applicable plans
are the subset of the relevant plans that could be executed considering
the agent’s current state of mind.

Definition 2. Given a set of relevant plans R, and the beliefs of an
agent, the set of applicable plans AppPlans(R, beliefs) is:

{pp|p € R A Jp.beliefs = ctxt(p)o}
with ctxt(p) being the context of plan p.

The sequence of formulae denoting the body of a plan is:
h == alg| +b| —b]|hk
where body of a plan is composed of actions (a), belief updates (+4b,
—b), and achievement goals (g). We omit test goals for brevity, as we
handle them in the same way as achievement goals in our approach.
An achievement goal in AgentSpeak(L) is specified as:
g ==lat
where at is an atomic proposition.
Finally, an action in AgentSpeak(L) is defined as:
a = A(tr,...,tn) (n>0)
where A is a predicate symbol.

An agent configuration C' is a tuple (I, E, R, Ap, €, p) where: T
is the set of intentions {4,4’, ...}, with 4 an intention stack of par-
tially instantiated plans [p1|p2 . .. pn]. We use the | symbol to sepa-
rate plans in an intention stack, where the leftmost plan is the active
one. E is a set of events {(te, 1), (te’,4’),...}. Each event is a pair

(te, 1), where te is a triggering event and ¢ is an intention stack con-
taining plans associated with fe. R is a set of relevant plans. Ap is
a set of applicable plans. € and p are the event and applicable plan
under consideration in the current agent’s reasoning cycle.

To improve readability and keep the notation compact, we have
compressed the representation of the inference rules used in the oper-
ational semantics from [26, 7], omitting elements that were not used
or changed and moving some of the elements to C' as follows: (i) we
write Cr to make reference to the component I of C' (same for the
other components of C, such as C'r and so on); and (ii) we write ¢[p]
to denote the intention stack that has p on its top.

2.2 Safety Shields

A shield is a component attached to a plan to check compliance with
a formal specification during execution. If a violation is detected,
the shield enforces conformance. This enables verification of plan
behaviour, including sub-plan calls and belief updates.

Definition 3. A shield is a tuple (o, p,1), where o is the sequence
of observed events (additions/removals of beliefs or goals), p is the
property to verify, and i is the intention stack of the shielded plan.
For a shield s = (o, ¢, 1), we refer to its elements as s, Sy, and s;.

Safety shields are defined by annotating plans, which is a feature

in Jason [6, 10]. Formally, a shield annotation is:

@shield[y]
where shield is a unique label and ¢ is the LTL [20] property to be
enforced. Annotations are semantically inert unless explicitly inter-
preted by the reasoning cycle.

Shields are attached to intention stacks in C7, and apply only to
events from their associated intentions. To support this, in [16] Cr
was extended to a set of tuples (i, S), where 7 is an intention stack
and S its attached shields. Safety shields can be added, removed,
and handled by extending the AgentSpeak(L) operational semantics.
Due to space constraints, we only present the rules necessary to un-
derstand our work. The complete set of safety shield rules can be
found in [16].

The ExtEv and Int Ev rules add intended means to the intention
set. To keep track of the annotated plans (i.e., shielded plans), the
following rules are applied:

Annot(p) = Qshield[p]
C,AddIM — C’, SelInt

(ExtEv) Ce=(te,T), Cp=(p,9)

Cr=Cr U {(pel. {{ll, &, THH)}

Annot(p) = Qshield[p]
C,AddIM — C’, Sellnt

where

(IntEv) Ce=(te,i), Cp=(p,$), (i,5)€C

Cr=Cr U {(ilpg], SU{([l,¢, 1) })}

In ExtEwv, since no intention is suspended, the shield from p
(if any) is directly attached; otherwise, the shield set is empty. In
IntEwv, p is pushed onto an existing intention ¢ with shield set .S,
and any new shield from p is added to S. If p is not annotated, the
behaviour matches the original rules from [26].

A shield is attached to a specific intention stack. While multiple
shields may be active concurrently, each shield monitors only the
commands within its own stack, independent of other intentions and
their shields. The shield is added when the plan is selected to be
executed, and it is removed upon plan completion.

where
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The agent’s reasoning cycle relies on selecting relevant and ap-
plicable plans. To enforce formal properties, the Rel Plans function
(see Section 2.1) is extended to account for property satisfaction dur-
ing plan selection. The updated function is as follows:

RelPlans(plans,te, S) =

{po | p € plans N ¢ = mgu(te,TE(p)) A Vses.(so -te = s,}
Here, S denotes the set of shields associated with the current inten-
tion, and - indicates event trace concatenation. The updated function
checks whether the triggering event te violates any shield s € S.
If so, it returns the empty set. We use the symbol = to denote LTL
satisfaction over event traces in this context. This differs from the
earlier use of |= for belief entailment in context conditions; while the
notation is the same, the underlying semantics are distinct.

If the triggering event te violates any shield in S, RelPlans re-
turns (), making both Cr and C 4, empty. As a result, no plan can be
selected, and failure handling is triggered by adding the correspond-
ing plan deletion event (—%at), as specified by the Appl rule.

AppPlans(Cr,beliefs) = 0

PP G ApplPL— O, Sellnt < @ Car=0 O
where Cly = Ce U{(—%at,i)} ifte :.+%at with % € {!}
CgU{C¢} otherwise

By extending RelPlans to account for formal specifications, the
reasoning cycle considers only events that respect the given property.
In SelAppl, the Sa, function selects a plan from the applicable set
C 4p, typically the first one.

In the safety shield context, this rule tracks events relevant to active
shields by updating their traces. If te does not violate any shield, the
selected applicable plan is stored in C'ap, and te is appended to the
shield’s event trace along with the selected plan’s identifier.

Sap(Cap) = (p, ¢)
C, SelAppl — C', AddIM

C, = (p,®)
Cr=(Cr \ {(;,9)}) U {(i, ")}
S ={{o',0,i) | {o,0,i'Y €S N o' =0 te}

(SelAppl)

where

3 Reliable Intention Selection

In contrast to past work that enforces safety over actions [16], we
focus on beliefs and goals as the primary targets of shield monitor-
ing and enforcement. While actions are natural enforcement points,
their effects on the environment are often irreversible, unpredictable,
and heavily domain-specific. General recovery from unsafe actions,
such as physically moving an object or sending a message, is in-
herently difficult to generalise. Although prior work has explored
action-level shields, recovery in such settings requires bespoke logic
tied to specific domains. Instead, by concentrating on the internal
dynamics of belief updates and goal adoption, our shields can detect
violations and recover from failure in a lightweight and automated
manner. This enables a reliable intention suspension mechanism that
integrates seamlessly with the agent’s reasoning cycle to ensure reli-
able intention selection.

In Figure 1 we show the extended reasoning cycle originally intro-
duced in [26] and first extended in [7] to include the ProcAct step.

3.1 Enriching Events in Safety Shields

A limitation of standard safety shields [16] is that the events being
monitored are limited to the shielded plan. In other words, the exe-

cution trace observed by a safety shield can only contain events gen-
erated within the plan associated with that shield. In practice, this
means that safety shields were unable to detect potential violations
coming from other plans or other agents. Our extended Sel Appl’
updates all shields across all current intentions in C7. This allows
shields to monitor not only their associated plans, but also events
originating elsewhere in the agent or coming from other agents. As a
result, a shield can depend on behaviour outside its own plan context,
including events from non-shielded plans, since SelAppl’ imposes
no restriction on te’s source.

Sap(Capr) = (p,9)
C, SelAppl — C', AddIM

C, = (p,®)

Cr={(5) | (i,S) € Cr}

Coust = {(4,5) | (i, S) € Csusr}

S ={{o',¢,i) | {o,0,i'Y €S N o' =0 te}

(SelAppl”)

where

The events observed by the shield now come from multiple sources
(not just the shield’s intention). Thus, a violation could be caused by
such external events to the shielded plan. This could be a problem
because the shield does not have control over such events. A possible
way to recognise this issue and at the same time tackle it, is to make
the plan fail when the shield’s violation is caused by an external event
to the shielded plan, as done in [16]. On the other hand, when the
event causing the shield violation is related to the shielded plan, the
response to the violation can be more precise.

3.2 Suspending Intentions with Safety Shields

The following revised rule handles failures caused by a shield viola-
tion that occurs during the execution of a plan.

Ce = (—lat, )
C, AddIM — C', Sellnt ¢

Cr=Cr\ {(i,9)}
Chusr = Csusr U{(i, S)}

This situation is detected by evaluating whether the trace s, asso-
ciated with a shield no longer satisfies its corresponding safety prop-
erty s,, L.e., So = S,. Importantly, this condition alone does not im-
ply that the most recent event—typically the goal adoption lat—is
solely responsible for the violation. While !at may coincide with the
moment the violation is detected, the violation may have been caused
by previous or external events, given that shield traces can now be in-
fluenced by multiple sources. Therefore, attributing causality to lat
is only justifiable under the assumption that the trace was compliant
until that event, which may not always hold. In cases where a vio-
lation is detected but cannot be clearly linked to the current plan’s
internal execution, recovery shields are required to attempt to deal
with the violation (more details in the following section).

(IntEvFail’) 4,8)ECT, scs-50Fsy

where

(RecoverSusI)

C, RecSusl — C’, Sellnt

where Cr=Cru{{(i,S) | (i,5) € Csust A
Ases.(so = sp)}
C»,SUSI = CSUSI \ {<ZaS> | <7’75> € CSusI A

Bses(so = 5¢)}
Once an intention is suspended due to a shield violation, it remains
inactive until the associated shield condition is no longer violated.
That is, when the execution trace s, is once again compliant with
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Figure 1: The extended AgentSpeak(L) reasoning cycle with the new RecSusI step, which checks suspended intentions against recovery

shields and resumes them when conditions become safe.
the safety property s,. The reasoning cycle includes a dedicated step
(i.e., RecoverSuslI) to periodically evaluate suspended intentions
and resume them when their shields return to a valid state (as shown
in Figure 1). This ensures that suspended intentions are not aban-
doned indefinitely and can continue execution once the environment
permits safe compliance with their formal constraints.

Before presenting the technical details of recovery shields, we in-
troduce an example that illustrates the type of violations our revised
mechanism addresses through suspension.

Example 1 (Suspension due to internal error). Consider a plan
that, upon execution, adds the belief b to the belief base and
then proceeds to call a sub-goal 'g. We want to enforce the
property O(+b — O(+4c)). O and O are the LTL temporal
operators for always (globally) and next. Whenever b is added
to the belief base, the belief ¢ must be added as well in the
next step. Importantly, in this example, c is assumed to re-
sult from an external source (e.g., the environment or another
agent). Suppose the agent begins executing the following trace:
o=+, +b, +lg
Here, ‘+!t’ is the plan trigger, ‘+b’ is an internal belief addi-
tion, and ‘+!g’ is the intended next step. However, since +c has
not yet been observed, the shield detects a potential violation of
the property O(4+b — O(4c)). Instead of failing the intention,
the shield suspends it, preventing the execution of ‘“+!g’, and thus
preventing it from being added to the execution trace. Later, due
to another plan or an external event, the belief +c is added:
o' = +t, +a, suspend, +c

Once +c is observed, the shield recognises that the recovery condi-
tion is now satisfied and resumes the suspended intention, allowing
execution to continue with ‘+!g’.

This example illustrates how safety shields enable agents to handle
temporary inconsistencies caused by environmental delays or con-
current activity, without prematurely abandoning goals. However,
safety shields can only recover as long as the event that caused a
violation is internal to the shielded plan. The reason for this is that
the shielded plan can detect the violation and prevent the event from
being executed. Therefore, the safety shield will suspend the inten-
tion of the shielded plan, but it will remain active while observing
for external events that would satisfy the property and allow the in-
tention to be resumed. To deal with events that cause a violation that
are external to the shielded plan we need recovery shields.

3.3 Recovery Shields

With safety shields, we can constrain the behaviour within an agent’s
plans. However, we do not propose any specific strategy for handling

situations where a safety shield is violated, other than suspending
the intention responsible for the violation (rule IntEvFail’) and re-
suming it (rule RecoverSuslI) once the safety shield returns to a
safe state—i.e., when the intention stack is no longer considered to
be in violation.

Although this mechanism effectively ensures that intentions are
only resumed when it is safe to do so, it may lead to significant de-
lays or even prevent resumption entirely when resolving the violation
requires conditions beyond simply observing the safety property. In
such cases, rather than continuing to monitor the safety shield, we
propose complementing it with what we term recovery shields. These
do not constrain the agent’s behaviour. Instead, they formally specify
the conditions under which a suspended intention can safely be re-
sumed, focusing on recovery properties rather than safety violations.

Unlike safety shields, recovery shields can be automatically syn-
thesised. When a safety property is violated, a recovery shield can be
generated to monitor whether the cause of the violation is eventually
resolved. For example, if the violation was triggered by the addition
of a particular belief, the recovery shield can track whether that belief
is later removed. Similar mechanisms can be applied to other types
of violations. In the following sections, we detail the synthesis pro-
cess of recovery shields and explain how they influence the agent’s
reasoning cycle.

Definition 4. A recovery shield is defined as a tuple (o, S, ), where
o is a sequence of events (as in a standard safety shield), S is the
set of safety shields associated with the suspended intention at the
time of its suspension, and 1) is the formula that, if satisfied at run-
time, triggers the resumption of the intention along with its associ-
ated safety shields S.

As mentioned above, unlike a safety shield, a recovery shield is
not added through annotation, but is automatically synthesised and
added at runtime upon violating a safety shield.

Safety shields and recovery shields are not mutually exclusive
when resuming a suspended intention. In fact, they can be used to-
gether, as they monitor different types of situations. Safety shields
are intended for cases where the violation is caused internally by the
intention’s own execution, meaning the failure arises within the plan
itself, not due to external interference, such as belief changes made
by another agent or plan. In these cases, there is no need to gener-
ate a recovery shield, since no external condition must be observed.
Instead, the safety shield continues monitoring and can resume the
intention if a new event restores compliance.

On the other hand, when a violation is caused by an external event,
for example, by a belief added by another plan or agent, then the
event itself is not necessarily wrong, but leads to a temporary viola-
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tion. Here, a recovery shield becomes useful, as it monitors for when
the external cause is resolved and allows the suspended intention to
continue safely. Therefore, safety and recovery shields complement
each other by addressing different sources of failure.

3.3.1 Generating Recovery Shields

Upon the violation of a safety shield (o, ¢, 7), where (i, S) € Cr, we
must generate a corresponding recovery shield of the form (3, S, ¥)".
To construct this recovery shield, we first synthesise the tempo-
ral goal 1, which forms the core of the shield and determines
whether the suspended intention ¢, which triggered the violation,
can be safely resumed. To this end, we define a function, denoted
as GenRecGoal, that generates the appropriate recovery goal. This
temporal formula 1) must be satisfied in order to resume the sus-
pended intention. The function is defined as follows.

GenRecGoal(o,p) =
where j=min{j eN|1<j<|o| A o<g; @}

and o = /\ {gen(o[k)) | j < k < |o]}

We first identify the minimum index j at which the trace o begins
to violate the safety property ¢ to determine the earliest point in the
trace where ¢ is no longer satisfied. It is important to note that, since
o is updated during the reasoning cycle by all active intentions, mul-
tiple events may contribute to the violation of . In contrast, under a
simplified scenario where only the intention associated with a shield
can update o, the violation would always be caused solely by the
most recent event, since the intention would be suspended immedi-
ately upon violation, preventing any further updates.

Once the minimum index j has been determined, the temporal goal
1) is constructed as a conjunction of temporal formulas, each gener-
ated by the function gen. Specifically, for every event contributing to
the violation—i.e., every event between index j and the final event
in o—the function gen produces a corresponding subgoal aimed at
restoring consistency with .

The function gen can be defined as follows () is the LTL temporal
operator for eventually):

gen(+bel) = O(—bel)

gen(—bel) = O(+bel)
gen(+!goal) = O(—!goal)
gen(—!goal) = O(+!goal)

Given a triggering event such as the addition or removal of a belief,
or the addition or removal of a goal, the function gen produces a
corresponding temporal goal, expressed as an LTL formula. This goal
represents the desired condition to be eventually observed in order to
“undo” the effect of the triggering event.

Correctness and Completeness. The GenRecGoal function aims
to produce a recovery condition 1 such that, if ) holds, the violated
property ¢ is re-established in the execution trace, ensuring sound-
ness. Intuitively, v is derived by analysing the violation trace and
synthesising a set of events whose occurrence restores ¢. We do not
provide guarantees of completeness (i.e., a suitable 1) may not ex-
ist) nor of minimality (i.e., 1) may include superfluous constraints).
Formal proofs are omitted due to space constraints.

1 The first item is () because upon creation the recovery shield has not yet
observed any new event, so its o is empty.

3.3.2 Adding Recovery Shields

A recovery shield is added upon the violation of a safety shield. Thus,
its addition is handled in the newly revised IntEvFail” rule.

IntEvFail Ce = <7!(1t, l> o 5

ntEvFai i , (5o ks

( 'C, AddIM — C”, Sellnt (6.5)€Cr Jses-(sohose)
where Cr=Cr\ {(,S)}

Coust = Csust U {(i, recoveryS)}
recoveryS = (0, S, GenRecGoal(ss, 5,))

Differently from the standard and previously revised rule,
IntEvFail” handles the violation of a safety shield by generating a
recovery shield (recoveryS) and by adding the latter to C'sys7.

3.3.3 Updating Recovery Shields

A recovery shield, like a safety shield, must be updated when events
are selected during the agent’s reasoning cycle. Therefore, we need
to revise the rule as before to ensure that the newly added recovery
shields are properly updated.

) Sap(Car) = (p,¢)
C, SelAppl — C', AddI M

(SelAppl”’

where C, = (p,9)

Cr = {(,S") | (i,S) € Cr}

Clhusr = {{i,rec) | (i,rec) € Csusr}

S ={(c",0,i) | (o,p,i') €S N o' =0 te}

rec’ = (rec, - te,recs,recy)

The revised rule operates on the updated version of Csys1, which
includes both the suspended intentions and their associated recovery
shields. In this rule, we update not only the shields but also the recov-
ery shields themselves, specifically by modifying their o component
and adding the observed triggering event te.

3.3.4 Removing Recovery Shields

‘We must also consider the removal of a recovery shield, which occurs
when an intention can be resumed. Unlike the earlier approach based
solely on safety shields (rule RecoverSusI), we can now enhance
the resumption process by inspecting the recovery shields. This leads
us to the following revised rule.

(RecoverSuslI’)

C, RecSusl — C', Sellnt

C} =Cru {<i,S> | (i,rec) € Csusr A
rece |=recy)}
S = {{o/,0,1)|[{0,p,i) € Tecs A
o' =0 reco}
Cbust = Csust \ {{(i,rec) | (i,rec) € Csusr A
recs = recy}

This rule checks, for each suspended intention, whether its asso-
ciated recovery shield is currently satisfied (i.e., whether all the nec-
essary events to resume the intention have been observed). Each in-
tention that meets this condition is reinserted into C, along with its
corresponding set of safety shields .S.

Resuming an intention, along with its attached safety shields, does
not by itself guarantee that the agent has returned to a safe state.
The condition that triggered the original suspension may no longer

where
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hold, as indicated by the recovery shield, but other problematic situ-
ations may have arisen during the suspension. To ensure that safety
shields can correctly assess the current context, their o traces must
be updated with the events observed by the recovery shield while
the intention was suspended. This way, the shields gain a complete
and up-to-date view of the execution trace, allowing them to detect
any new violations. If such a violation is found, the intention can be
suspended again, thus maintaining robust safety enforcement. This is
achieved by appending the recovery shield’s trace rec, to the o of
each shield in the set .S attached to the resuming intention 4, before
the latter is resumed and new events may be observed.

Example 2 (Suspension due to external error). Recovery shields
are designed to handle violations caused by external interference
that disrupts the temporal constraints enforced by safety shields.
When a violation occurs due to events beyond the agent’s con-
trol, the intention is suspended and a recovery condition is gener-
ated to restore a consistent execution trace. Consider the property
O(+b — O(+!g)), which states that whenever the belief b is added,
the agent must perform the goal ‘+\g’ in the next step. Now, suppose
the agent begins executing a plan and adds ‘+b’, but before it can
proceed with ‘+g’°, external actions inject unrelated events that in-
terfere with the expected trace. Let us consider the following trace:
o =+, +b, +c¢, —d, suspend
Here, ‘+t’ is the plan trigger; ‘+b’ is added by the plan; then
‘+c’ and ‘—d’ are added externally (e.g., by another agent or
the environment), violating the safety property. The safety shield
cannot allow the intention to proceed with ‘+!g’ under this al-
tered context. Rather than failing the plan, the intention is sus-
pended, and a recovery shield is synthesised. The safety shield
suspends the intention and triggers the generation of a recov-
ery shield, which is automatically synthesised according to our
framework. Based on the interfering events (‘+c’, ‘—d’), the re-
covery condition requires that their effects be reversed (i.e., ob-
serve ‘—c’ and ‘+d’). Once these recovery events are observed,
the condition is satisfied and the suspended intention resumes:
o' =+, +b, +c, —d, suspend, —c, +d, resume, +\g

This example demonstrates how recovery shields allow agents to
delay execution until interfering events are compensated for. The
ability to recover from environmental or multi-agent interference is
critical in open and concurrent systems, where unintended interleav-
ing is common.

4 Implementation

We developed a prototype” using the JaCaMo framework [5]. Since
directly extending Jason’s reasoning cycle would require intrusive
modifications to its source code, we adopt a modular strategy based
on plan instrumentation. Our prototype interprets LTL formulas over
traces of belief and goal events emitted through this instrumenta-
tion. This design provides generality and avoids assumptions about
domain-specific actions. Nevertheless, the approach is extensible:
traces could be augmented with actions, state snapshots, or other
signals. However, recovery from action-level violations is domain-
dependent as shown in [16] and beyond the scope of this work.
While Jason [6] provides the agent programming layer, JaCaMo
offers a richer environment model through CArtAgO [23], which al-
lows agents to perceive and act upon the environment via observable

2 https://github.com/AngeloFerrando/Safety AndRecoveryShieldsBDI (Ac-
cessed: 24 July 2025)

properties and operations exposed by artifacts. Although JaCaMo in-
cludes support for organisational reasoning, our work focuses on the
individual agent level, leaving organisational-level robustness to re-
lated efforts [2, 1].

The reason for using JaCaMo rather than Jason alone is that
CArtAgO artifacts are well-suited for implementing runtime shields.
Each agent is associated with an artifact responsible for tracking
shield information and mediating enforcement through operations
such as adding, updating, and removing shields. LTL properties are
monitored at runtime using LamaConv®, a Java library for temporal
logic monitoring.

All enforcement logic is handled by a dedicated CArtAgO artifact,
which encapsulates both safety and recovery shields. Upon activation
of a shielded plan, the artifact sets up a monitor for the associated
safety property. As the agent executes, relevant events are forwarded
to the artifact, which checks them against all active safety shields.
When a violation occurs, the intention is suspended and, if the cause
appears to originate from outside the plan itself, a recovery shield is
synthesised automatically. This recovery shield specifies a condition
that, when satisfied, allows the suspended intention to resume safely.

The artifact continues to monitor both suspended safety shields
and recovery shields. If a suspended shield becomes satisfied again,
or the condition of a recovery shield is met, the artifact signals the
agent to resume the corresponding intention. In this way, plans may
be suspended and resumed multiple times based on a precise account
of both internal behaviour and external interference.

Our implementation relies on a pre-processing step where an-
notated AgentSpeak(L) plans are automatically transformed via a
Python script. The script removes shield annotations and adds the
necessary instrumentation code. We insert operations to initialise
each plan with a shield, check its conditions before each command,
and clean it up when the plan terminates. A plan such as:

@shield[yp]
+!plan ctxt <- emdy; ...; cmdpy,.

is transformed into the following form:

+!plan ctxt <-
add_shield(yp);
!check_ command (cmdy); cmdi;
!check_ command (cmdy,); cmdm;

remove_shield (yp) .

The auxiliary plan for the goal check_command is defined as:

+!check_command (Cmd) <-
update shield(Cmd, Verdict);
if (not (Verdict)) {
.suspend;
!check_command (Cmd) ;

}.

Here, add_shield registers the monitor for the corresponding prop-
erty when the plan is selected. Each command is checked in advance
through update shield, and if a violation is detected, the inten-
tion is suspended and the command is retried once conditions im-
prove. The remove shield operation then removes the shield once
the plan concludes.

This design ensures shield logic remains fully decoupled from the
agent’s internal reasoning mechanisms. Agents remain autonomous,
while the artifact transparently handles monitoring, enforcement,
suspension, and resumption. The result is a lightweight and modu-
lar runtime enforcement mechanism that is both flexible and robust.

3 https://www.isp.uni-luebeck.de/lamaconv (Accessed: 30-April-2025)
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Case Study: Personal Assistant. To illustrate our approach, we
implemented a scenario involving three agents in a personal assis-
tant multi-agent system: human, assistant, and dentist. The
human agent initiates the process by requesting a booking at a spe-
cific time (e.g., 15:00), sending the goal to the assistant, who
coordinates the interaction with the dentist.

The assistant maintains a belief base of currently blocked
times and responds to booking requests via the following plan:

@shield(globally (not +blocked(Time)))
+!book_dentist (Time)
blocked (ListTime) & not .member (Time,ListTime) <-
.send (dentist, achieve, booking(1l5));
.wait ({+dentist_confirmation});
.print ("Booking successfull!").

This plan is protected by a safety shield that enforces the temporal
property that it must never be the case that blocked (Time) is added
while the plan is running. This ensures that the booking process can
only proceed if the selected time remains unblocked throughout.

The human agent initiates the booking and, partway through, sim-
ulates a conflicting commitment by telling the assistant that the time
has become unavailable (the .wait () actions are added to wait a
number of milliseconds to simulate a more realistic execution):

+!book_dentist (Time) <-
.send (assistant, achieve, book dentist (Time));
.wait (1000);
.send (assistant, tell, blocked(Time));
.wait (5000);
.send (assistant, untell, blocked(Time)) .

This sequence reflects a real-world situation: the user initially in-
tends to go to the dentist, but something else comes up, perhaps a
friend suggests going to the cinema, so the time becomes blocked.
The shield detects the addition of the blocked (15) belief, violating
its property, and suspending the intention®. At the moment of suspen-
sion, a recovery shield is automatically synthesised with the property
eventually -blocked (Time), expressing that the intention may
only resume once the belief blocked (Time) is removed. This en-
sures that resumption is not arbitrary but conditionally tied to the
resolution of the original violation.

Later, the friend cancels, and the user no longer needs to block
that time. When the human sends the untell message, the recovery
shield detects that the issue has been resolved (i.e., the -blocked (
Time) is observed) and consequently the recovery shield is satisfied.
The suspended intention is resumed and proceeds to complete the
booking. The dent ist agent, upon receiving the request, confirms
the appointment:

+!booking (Time) <-
.wait (1000);
.send (assistant, tell, dentist_ confirmation).

While the above scenario focuses on a simple temporal property,
our framework can also capture richer constraints that combine tem-
poral and contextual conditions. For instance, consider a plan to book
ablood glucose test at 10:00, which requires fasting. A possible prop-
erty for this plan could state that: (i) the agent must not believe or
intend to book breakfast before 11:00; (ii) the interval around 10:00
remains free of conflicting appointments; and (iii) no prior appoint-
ment should break the fasting requirement. Such a property can be

4 Although the shield is specified parametrically using Time, the variable
is grounded at runtime when the plan is selected. As a result, the actual
event observed (e.g., +blocked (15)) is matched against the concrete,
instantiated property (e.g., globally (not +blocked (15))).

formulated in LTL over belief and goal events as:

@shield(globally (not (+!book_breakfast | +blocked
(10))) & (not +appointment (_) until +!
book_test (10)))

This illustrates how domain-specific safety requirements can be en-
coded using our event-based monitoring approach.

5 Related Work

Failure handling has long been a central theme in BDI systems. Clas-
sic approaches include retrying or replacing failed plans [18, 24], or
defining recovery plans explicitly [7]. Some approaches exploit con-
current intentions to resolve failures [28]. Recent architectural pro-
posals support rapid fail-safe behaviours by enabling agents to tem-
porarily switch reasoning modes in response to critical situations [4].
While effective, these strategies still require developers to script re-
covery behaviour. By contrast, our approach automates both detec-
tion and recovery through the use of runtime monitors and synthe-
sised recovery conditions.

Other recovery mechanisms have been explored in organisa-
tional multi-agent systems. A recent accountability-based framework
records which agent is responsible for a failed goal or interaction,
enabling reassignment or exception logging [2]. While well-suited
to team coordination, these approaches assume organisational struc-
tures and external oversight. Our method remains fully decentralised,
operating within the agent’s local reasoning cycle through declara-
tive, agent-specific recovery conditions.

Plan execution strategies also impact agent robustness. Recent
work shows that delaying variable binding during plan selection
improves adaptability in dynamic environments, particularly when
paired with recovery mechanisms [25]. This could complement re-
covery shields, which resume suspended intentions only once their
associated safety conditions are re-established.

Our approach also relates to maintenance goals [13, 14], which
preserve desired conditions over time. However, maintenance goals
rely on predefined handler plans, while shields enforce temporal
properties declaratively. Recovery shields extend this further by auto-
matically synthesising the conditions for safe resumption, removing
the need for explicit recovery logic.

6 Conclusions and Future Work

We introduced an extension to AgentSpeak(L) that enables runtime
enforcement of safety properties via intention-level shields. Unlike
prior work that fails plans immediately upon violation [16], our ap-
proach suspends violating intentions and resumes them once safe
execution is possible, improving flexibility and robustness in multi-
agent settings with internal and external disruptions.

A current limitation is the assumption that agents have full ob-
servability of the relevant events required for shield evaluation. Ex-
tending the framework to handle partial observability would increase
applicability in more realistic environments. Recent work in RV un-
der partial observability [17] shows that monitoring can be adapted
to scenarios with incomplete information. Building on these ideas,
techniques such as inferred events or belief-based abstractions—
widely used in multi-agent reasoning—could be integrated into our
approach to approximate unobservable traces. Future work also in-
cludes supporting shared or synchronised shields across agents,
which would enable runtime enforcement of global properties, rais-
ing interesting challenges around trace aggregation, coordination,
and distributed recovery.
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